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ABSTRACT

The increasing number of cyberattacks and their potential disruptive impacts cause significant con-
cerns for companies, governments, and society. A successful cyberattack can, for example, cause fi-
nancial losses due to business disruption, affect the privacy of people due to data leakages, and make
critical resources completely inaccessible for interested stakeholders. This puts cybersecurity at the
center of a digital society and as one of the anchors to all technologies and industries that support
a connected and automated society. Therefore, it is essential to look at cybersecurity not only as a
technical problem, but also from the economic, societal, and legal perspectives.

Today, companies still neglect planning and investments in cybersecurity due to different factors.
First, they face budget constraints and do not see cybersecurity investments as a priority. Secondly,
the high amount of information and planning complexities makes implementing a cybersecurity strat-
egy cumbersome for companies that do not have in-house expertise. Finally, companies, especially
Small and Medium-sized Enterprises (SME), do not see themselves as the target of a potential cy-
berattack. This utterly wrong view makes SMEs one of the main targets of cyberattacks worldwide,
since the likelihood of successful cyberattacks is higher than companies with a well-defined cyber-
security strategy. Therefore, there is still a need for approaches that support companies, especially
SMEs, during the cybersecurity planning and investment phases. These phases include supporting
the understanding and definition of cybersecurity requirements, the definition of the budget and
investment path to achieve a proper level of cybersecurity, and the selection of protections with a
positive return on investment, while also satisfying specific business demands.

This PhD thesis addresses these gaps in cybersecurity planning and investments by proposing the
CyberTEA approach. This approach is composed of a five-phase methodology, a framework, and a
set of solutions for cybersecurity planning and investment, considering the technical requirements

of cybersecurity and its economic dimensions, such as the potential economic impacts of cyberat-
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tacks and the cost-benefit of protections available on the market to protect against specific threats.
The methodology describes the key phases to consider during the cybersecurity planning and in-
vestment, while the framework maps and implements the components needed to be considered to
support the tasks required in each phase. A set of new solutions are also designed and implemented
to (i) simplify the risk assessment of companies, (ii) analyze and classify cyberattacks, (iii) calcu-
late the optimal investment in cybersecurity, and (iv) recommend protections based on businesses
profile. Furthermore, supplementary solutions for cybersecurity planning are placed to contribute
to additional aspects and challenges faced by the cybersecurity market, such as information sharing,
cyber insurance, and marketplaces for protection.

Quantitative and qualitative evaluations were conducted to analyze different aspects that give ev-
idence of the feasibility, accuracy, and performance of the proposed solutions. These experiments
were adapted for each solution according to its dimensions and features under evaluation. The re-
sults highlight (a) the potential of simplified risk assessment in companies using selected attributes,
(b) the feasibility and benefits of visualizations to understand and investigate cyberattacks traffic, (c)
the capacity of ML-based techniques to classify cyberattacks and predicts risks correctly, (d) the role
of conversational agents as an ally for cybersecurity awareness and risk management, (¢) the benefits
of solutions that integrate cybersecurity metrics during the decision process, and () the feasibility
of protection recommender systems. Finally, an end-to-end case study is conducted to show the ap-
plication of the proposed methodology in a company, supported by the information obtained with
each one of the solutions implemented as part of this PhD thesis.

All of these evaluations and contributions show evidence of scientific advances in cybersecurity
planning while highlighting and paving the path for stakeholders (e.g., decision-makers, developers,
researchers, and companies) to implement more cost-effective solutions and strategies related to cy-
bersecurity. This also contributes to understanding the relationship and dimensions of economic and
technical aspects of cybersecurity, thus, providing directions for further advances in the field and its

multidisciplinary facets.
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KURZFASSUNG

Die zunehmende Zahl von Cyberangriffen und ihre potenziell storenden Auswirkungen geben Un-
ternehmen, Regierungen und der Gesellschaft Anlass zu grofler Sorge. Ein erfolgreicher Cyberangrift
kann beispielsweise finanzielle Verluste aufgrund von Geschiftsunterbrechungen verursachen, die
Privatsphire von Menschen durch Datenlecks beeintrichtigen und kritische Ressourcen fiir inter-
essierte Akteure vollig unzuginglich machen. Damit steht die Cybersicherheit im Mittelpunkt einer
digitalen Gesellschaft und ist einer der Anker fiir alle Technologien und Branchen, die eine stirker
vernetzte und automatisierte Gesellschaft anstreben. Daher ist es wichtig, Cybersicherheit nicht nur
als technisches Problem, sondern auch aus wirtschaftlicher, gesellschaftlicher und rechtlicher Sicht
zu betrachten.

Heute vernachldssigen Unternehmen aus verschiedenen Griinden noch immer die Planung und
Investitionen in die Cybersicherheit. Erstens sind sie mit Budgetbeschrinkungen konfrontiert und
sehen Investitionen in die Cybersicherheit nicht als Prioritit an. Zweitens macht die grofle Menge an
Informationen und die Komplexitit die Umsetzung einer Cybersicherheitsstrategie fiir Unternehmen,
die nicht iiber internes Fachwissen verfiigen, mithsam. Schlief8lich sehen sich Unternehmen, ins-
besondere kleine und mittlere Unternehmen (KMU), nicht als potenzielles Ziel von Cyberangriffen.
Diese vollig falsche Sichtweise macht KMU zu einem der Hauptziele von Cyberangriften weltweit, da
die Wahrscheinlichkeit eines erfolgreichen Cyberangrifts hoher ist als bei Unternehmen mit einer gut
definierten Cybersicherheitsstrategie. Daher besteht nach wie vor ein Bedarf an Ansitzen, die Un-
ternehmen, insbesondere KMU, bei der Planung und Investition in die Cybersicherheit unterstiitzen.
Zu diesen Aufgaben gehoren die Unterstiitzung beim Verstindnis und der Definition der Cyber-
sicherheitsanforderungen, die Festlegung des Budgets und des Investitionspfads, um ein angemessenes
Cybersicherheitsniveau zu erreichen, und die Auswahl von Schutzmafinahmen mit einer positiven

Kapitalrendite, die gleichzeitig alle geschiftlichen Anforderungen erfiillen.



Die vorliegende Dissertation schlief3t diese Liicke, indem sie den Cyber TEA-Ansatz vorschlagt.
Der Ansatz besteht aus einer Fiinf-Phasen-Methodik, einem Rahmenwerk und einer Reihe von Lo-
sungen fiir die Cybersicherheitsplanung und -investition unter Beriicksichtigung der technischen An-
forderungen der Cybersicherheit und ihrer wirtschaftlichen Dimensionen, wie z. B. der potenziellen
wirtschaftlichen Auswirkungen und des Kosten-Nutzen-Verhaltnisses der verfiigbaren Schutzmaf-
nahmen. Die Methodik beschreibt die wichtigsten Phasen, die bei der Cybersicherheitsplanung und
-investition zu beriicksichtigen sind, wihrend der Rahmen die Komponenten abbildet und imple-
mentiert, die zur Unterstiitzung dieser Phasen und Hauptaufgaben zu beriicksichtigen sind. Dariiber
hinaus wurde eine Reihe neuer Losungen entwickelt und implementiert, um (i) die Risikobewertung
von Unternehmen zu vereinfachen, (ii) Cyberangriffe zu analysieren und zu klassifizieren, (iii) die op-
timale Investition in Cybersicherheit zu berechnen und (iv) Schutzmafinahmen auf der Grundlage
des Unternehmensprofils zu empfehlen. Dariiber hinaus werden erginzende Lésungen angeboten,
um zusitzliche Aspekte und Herausforderungen des Cybersicherheitsmarktes zu bewiltigen, z. B.
Informationsaustausch, Cyberversicherungen und Marktplitze fiir Schutz.

Es wurden quantitative und qualitative Bewertungen durchgefiihrt, um verschiedene Aspekte zu
analysieren, die Aufschluss iiber die Machbarkeit, Genauigkeit und Leistung der vorgeschlagenen
Losungen geben. Diese Experimente wurden fiir jede Losung entsprechend ihrer Dimensionen und
Merkmale, die bewertet wurden, angepasst.

Alle diese Bewertungen und Beitrige belegen wissenschaftliche Fortschritte in der Cybersicher-
heitsplanung und zeigen gleichzeitig den Weg fiir die Beteiligten (Entscheidungstriger, Entwick-
ler, Forscher und Unternehmen) auf, kosteneffizientere Lésungen und Strategien im Bereich der
Cybersicherheit umzusetzen. Dies tragt auch dazu bei, die Beziehung und die Dimensionen der
wirtschaftlichen und technischen Aspekte der Cybersicherheit zu verstehen, und gibt so die Rich-

tung fiir weitere Fortschritte in diesem Bereich und seinen multidisziplindren Facetten vor.
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In the long run men only hit what they aim at. Therefore,
though they should fail immediately, they had better aim at
something high.

Henry David Thoreau

Introdu&ion

YBERATTACKS determine a rising threat for governments and companies. As businesses be-
C come more digital, they are exposed to an increasing number of threats [63]. Thus, beyond
compromising companies’ and their customers’ security and privacy, malicious attackers can neg-
atively impact the economy of businesses or services supported by digital systems [75, 197]. Pre-
dictions from Cybersecurity Ventures, the world’s leading researcher for the global cyber economy,
indicate that cybercrime damages will hit US$ 10 trillion annually by 2025 [200]. Such damages com-
prise both direct and indirect costs, including those involved with the loss of critical data, asset theft,
business disruption, and reputation harm [ 105 ]. In 2019, for example, a ransomware attack impacted
the National Health System (NHS) of the United Kingdom, resulting in a loss of US$ 100 million and
19,000 appointments canceled, including necessary procedures, such as exams and surgeries [165].
Based on such facts, it is clear that cybersecurity can no longer be seen just as a technology issue but
must also be watched from an economic, societal, and legal perspective.

In the current scenario of several different cyberattacks, Distributed Denial-of-Service (DDoS)
attacks remain one of the most dangerous threats to service providers. DDoS attacks are responsible
for most of the occurrences impacting service downtime and performance degradation [16]. This

kind of attack can also be amplified by using networks of bots (i.e., botnets) composed of infected



devices that are in the attackers’ control [97]. For example, the large number of vulnerable Internet-
of Things (IoT) devices eases the spreading of botnets to launch massive attacks on service providers
[2]. Although DDoS attacks are a concern, diverse cyberattacks (e.g., code injections and phishing)
are evolving with different purposes, and they are dangerous to the targeted system as well [235].
Threats directly related to data are one of the main concerns for the following years [122], resulting
in data leakage or even business disruption due to the unavailability of critical data. For example,
different types of malware and ransomware attacks can affect the confidentiality, integrity, and avail-
ability of companies’ data and systems [202]. Threats to data are also one of the key concerns for [oT
scenarios that need to handle a massive amount of data and have strong privacy requirements.

In response to this rising number of cyberattacks, efforts increased to evolve traditional protec-
tions and develop novel cybersecurity solutions (e.g., based on artificial intelligence and blockchains).
Currently, large companies invest in solutions and response teams to ensure availability and protect
critical services and infrastructures. Thus, the cybersecurity market is worth billions of dollars [ 199]
and investments are steadily rising. According to reports [22, 78], the global cyber security market is
currently worth around US$ 145 billion and is set to increase by 86% by 2026.

Figure 1.1 highlights the cybersecurity investment trend from 2012 until 2026, according to actual
data and predictions. Also, it is important to mention that the biggest of these investments is for exter-
nal managed security services. Only approximately 25% of these investments are for internal security,
such as full-time cybersecurity employees, training, and in-house solutions. Therefore, companies
that does not have dedicated teams and internal security tend to spend much more money outsourc-
ing cybersecurity and with external consultancy to understand companies’ needs and requirements
in terms of cybersecurity.

Even though large companies and governments are increasing their investments in cybersecurity,
many of the problems plaguing cybersecurity are of economic nature. Often, systems fail because
the organizations do not bear to assess the total costs of a failure nor the risks involved [159]. This
problem is prevalent in companies with a small budget to invest in cybersecurity and also show a
lack of technical expertise, such as Small- and Medium-size Enterprises (SME). The European Union
(EU) classifies a small-sized enterprise as a company with fewer than 50 employees and a medium-
sized enterprise as one with less than 250 employees. In addition to small and mid-size companies,
there are micro-companies, which employ up to 10 employees [60]. These three kinds of companies
(i.e., SMEs and micro-companies), for example, make up over 99% of the Swiss companies and are

responsible for two-thirds of the jobs in Switzerland [184].



HEl Internal Investments
250 1 MMM External Investments

200 -

150 ~

100 A

Invested Amount (in Billions of US$)

(O
o
1

2012 2014 2016 2018 2020 2022 2024 2026
Year

Figure 1.1: Evolution and Prediction of Amount of Cybersecurity Investments along the Years,
based on [22]

Among the cyber threats for SMEs, the most prominent malware is ransomware attacks [202,232],
which rely on social engineering skills, vulnerabilities, and misconfiguration of systems to control
companies’ critical data, thus, resulting in business disruption and data breaches [19]. Different ap-
proaches are recommended to prevent and/or recover from a ransomware attack, including effec-
tive backup strategies, staff security awareness training, up-to-date software, and monitoring tools.
However, SMEs frequently neglect these approaches, primarily due to a lack of economic and tech-
nical resources, including an insufficient budget, limited personnel skills, and reduced cybersecurity
knowledge [43].

Besides, many SMEs falsely believe that they are not a target for cybercrime [36]. These SMEs
do not run a proper risk assessment on their businesses, thus, relying on wrong assumptions, which
make them unaware of the actual risks. For example, while 60% of the United States and United
Kingdom SMEs think that their businesses are unlikely to be targeted by cyberattacks, the reality
is the opposite, with a significant amount of breaches and cyberattacks targeting SMEs [233]. This
reality is not different in the Swiss SMEs scenario [42], with companies also missing adequate risk
assessment and cybersecurity awareness. Thisleads to anot well-defined or even absent cybersecurity
strategy for SMEs. Thus, based on this scenario, cybercriminals tend to see SMEs as a preferred target

due to a higher likelihood of a successful compromise of the attacker’s target [73].



A cybersecurity strategy can be defined as a plan of actions designed to improve the security and
resilience of companies’ Information Technology (IT) infrastructures and services [66]. The strat-
egy has to consider, for example, the most common threats for the company and adjacent sector, its
specific risks, and the possible impacts of a cyberattack on the business. Also, the company’s envi-
ronment has to be considered as key for the definition of an efficient and, most importantly, feasible
strategy. The environment can be composed of different elements, such as the company’s culture,
the employees’ skills, the financial capacity to invest in cybersecurity, stakeholders, and governance
aspects.

Currently, the guidelines for investments in cybersecurity focus on the adoption of traditional so-
lutions (e.g., firewall, backups, and antivirus), the business continuity and disaster recovery plans,
cybersecurity training for employees, and cloud-based protections (e.g., DDoS attack protections,
end-point antivirus, and monitoring solutions) [71]. Since the cybersecurity market is becoming
very profitable and shows a growing trend for the following years [199], financial incentives attract
new providers to enter the market by offering cost-efficient protection solutions (e.g., related to the
deployment, configuration, and operation of services). These solutions may, for example, include
the acquisition of physical appliances, software licenses, training services, and cloud-based protec-
tion. Besides, cyber insurers can also have an essential role in such a market [140], since effective
economic strategies might involve investment not only in protections, but also in reducing risks of
financial loss if an attack damages critical services or data. However, as more approaches and solu-
tions become available, the decision process for SMEs becomes even more complex for planning and
investing in cybersecurity, which may result in resources (i.e., money, time, and personnel) allocated
inefficiently. This may result in an inadequate level of protection, effectively over- or under-investing
in key cybersecurity elements, and exposure to several potential economic impacts caused by cyber-
attacks.

It is possible to identify at least three fundamental areas to focus on for the planning of cybersecu-
rity strategies and investment decisions: People, Process, and Technology. People have to be aware of
the risks and their roles in the company. Processes must be defined to promote and enforce a robust
cybersecurity strategy (e.g., security policies, governance, and compliance). Finally, Technology has
to be used to fulfill the requirements defined in the cybersecurity strategy. Figure 1.2 highlights these
fundamental areas and shows examples for each one of them. With these areas as a core, it is possible
to make cybersecurity an ally and conduct key investments for SMEs placed in the digital world, thus,
helping to minimize possible economic and societal impacts of cyberattacks on both companies and

society.
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Figure 1.2: Fundamental Areas for Building a Cybersecurity Strategy

1.1 PROBLEM STATEMENT

The common underlying challenges of SMEs are related to the management awareness and commit-
ment to a cybersecurity strategy. These challenges are directly related to the complexities in defining
a cybersecurity strategy, including the investment budget, human and technical resources allocation,
and effective plan and deployment of cybersecurity practices.

The European Network and Information Security Agency (ENISA) published a survey [70] con-
ducted within 249 SMEs from 25 European member states, which highlighted that cybersecurity is a
key concern for 85% of the participants. Also, most interviewed SMEs were relying on basic security
controls, such as backup, antivirus, and firewalls. Less than 30% of the participants have a business
continuity and disaster recovery plan in case of a cyberattack happening. The most significant chal-

lenges for SMEs identified by the survey can be summarized as follow:

« Low cybersecurity awareness of the employees and lack of cybersecurity experts;

« Ineflicient risk assessment of threats and inadequate protection of sensitive information and

systems;
« Insufficient budget allocated for cybersecurity; and

« Lack of knowledge and support for the planning, deployment, and management of cybersecu-

rity strategies.

Cybersecurity research started to consider SME:s after 2003, grabbing researchers’ attention in re-

cent years [176]. However, the number of researches considering SMEs and their specific demands



is still significantly reduced compared to the total number of researches on the cybersecurity field
(e.g., monitoring, identification, and mitigation of cyberattacks). Today, SMEs need clear guidelines
for implementing existing cybersecurity standards [62] and establishing an efficient cybersecurity
strategy [ 10]. However, the cost of acquiring and implementing these standards or solutions is still
a problem for SMEs. Thus, it is key that novel approaches focus on addressing the tasks that involve
the planning and investments in cybersecurity, such as risk assessment, threat identification, and bud-
get allocation for effective deployment and management of cybersecurity. Therefore, cybersecurity
approaches must consider the reality of SMEs, which frequently do not have in-house knowledge,
personnel, and budget for dedicated and expensive cybersecurity tasks. Figure 1.3 gives examples of
tasks required to be performed for defining and deploying an efficient cybersecurity strategy. These
tasks are not trivial, since they involve a different set of previous knowledge and expertise for accurate

and efficient planning to protect the businesses.
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Figure 1.3: Example of Tasks Required for the Definition and Deployment of an Efficient Cy-
bersecurity Strategy

Thus, the problem addressed is the lack of approaches supporting cybersecurity planning that con-
siders and reduces the complexity of cybersecurity tasks (e.g., risk assessment, planning, and invest-
ment) for SMEs and companies without expertise in cybersecurity. A set of sub-problems is also
tackled, which includes: (i) the lack of risk assessment approaches considering the economic nature

of cybersecurity, (ii) the limited number of cybersecurity tools tailored for SMEs, and (iii) the gap



in guidelines and examples to support the evolution of cybersecurity planning and investment taking

into account the technical and economic demands of businesses.

1.2 RESEARCH QUESTIONS

This PhD thesis tackles the outlined challenges in Section 1.1 by providing an approach that addresses
the relevant steps, from a technical and economic view, required for the planning and implementa-
tion of an efficient cybersecurity strategy, thus, supporting companies with technical and economic
constraints to achieve a suitable level of protection for their information and systems. Within this
context, five Research Questions (RQ) were defined to guide the research conducted in this PhD
thesis. Thus, this PhD thesis is driven by the following RQs:

RQ1 - Which technical and economic aspects have to be considered during the planning and in-

vesting process to adopt cybersecurity strategies in SMEs?

This RQ1 involves the analysis of the different requirements to be considered before decisions
to invest in a specific cybersecurity measure. The work on RQ1 will assess the current SME
scenarios, considering their requirements. A deep understanding about the market, its cyber-
security culture, and main threats is required to map the most important steps of the cyberse-

curity planning in SMEs.

RQ2 - What are and how to organize and simplify the key steps, information, models, and tech-

niques required for an effective definition of a cybersecurity strategy in SMEs?

This RQ2 focuses on mapping and selecting the essential steps into phases to guide the SME
to plan and define a cybersecurity strategy. The inputs from RQ1 have to be used to provide
a methodology that supports SMEs to address all the different requirements, steps, and chal-

lenges involved in cybersecurity planning and investment.

RQ3 - What are the necessary architectural components and actors to satisfy key steps and to allow

SME:s to implement cost-effective cybersecurity strategies?

This RQ3 focuses on the challenge of determining how to integrate different cybersecurity
planning solutions in a framework with a well-defined flow, components, and actors. This in-
tegration also has to consider the different information that has to be processed by specific
components to be used as input for the different solutions. Thus, this RQ3 determines a tech-

nical path to be followed by the solutions proposed to answer the RQs.



RQ4 - How to determine the optimum amount of resources (e.g., money, personnel, and time) an

SME should invest in cybersecurity based on their specific technical and economic demands?

This RQ4 consists of the analysis of the trade-offs between investments and protection. This
RQ focuses on investigating the amount of money and the level of protection appropriate for
a cost-effective cybersecurity strategy. Thus, the focus is on understanding whether there is a
maximum or minimum budget for cybersecurity in SMEs (e.g., based on the company’s yearly
revenue). Also, from an economic perspective, it is important to understand whether known

risks can be assumed or shared, instead of investing more money in cybersecurity.

RQs - How to provide cybersecurity solutions capable of abstracting technical details to guide
SMEs during the plan and execution of a cybersecurity strategy?

This RQs focuses on the proposal of solutions sustained by proof-of-concepts implementa-
tions to show the benefits for SMEs and the feasibility of these solutions, focusing on support-
ing SMEs’ adoption of better cybersecurity strategies. The proposed solutions have to fulfill
the different elements identified in RQ1, RQ2, and RQ3.

In order to answer these RQs listed above, three major aspects have to be considered and investi-
gated during the research, design, and development of this PhD: (i) the critical steps and information
for conducting cybersecurity planning and investment, (ii) the technical and economic requirements
for a feasible cybersecurity strategy, and (iii) the features required for solutions to address the current

gaps of SMEs during the process of protecting their business.

1.3 THESIS CONTRIBUTIONS

This PhD thesis provides contributions to the advancement of the state-of-the-art in the cybersecu-
rity field, most specifically those challenges related to cybersecurity planning and investments. These

contributions are summarized as follows:

« A methodology with well-defined steps to guide SMEs in the process of cybersecurity
planning and investments. A methodology is proposed with the technical and economic
key steps mapped for SMEs to conduct cybersecurity planning and investments, including the
information and complexities related to risk assessment, definition of technical requirements,

cost management, and deployment of cybersecurity strategies.

« A framework to address SMEs challenges using different solutions. A technical frame-

work is designed to address the steps determined by the methodology, thus, highlighting all



different stakeholders, components, and interactions required to achieve an ecosystem that

covers and supports the most relevant cybersecurity planning and investments processes.

« Novel solutions to support the decision-making processes of SMEs toward a better cy-
bersecurity strategy: the design of architectures and development of novel and refreshed
cost-efficient solutions are done to provide features that implement core components of the
proposed framework while fulfills key steps mapped by the defined methodology. Examples
of these solutions include a protections recommendation system, a conversational agent for
cybersecurity management, intuitive risk assessment tools based on companies’ configuration
and specific sectors, threat identification based on the visualization of network traffic, and de-

centralized cyber insurance models.

Figure 1.4 summarizes the main contributions of this PhD thesis by highlighting the different
pieces of work (i.e., methodology, framework, and solutions), from the more general to a more spe-
cific level, that compose the Cybersecurity Technical and Economic Approach (CyberTEA). Those
contributions improve the understanding of SMEs’ cybersecurity planning and investment processes,
such as the definition of business profiles, demands, and key aspects to consider during the planning
and deployment of a cybersecurity strategy. Further, providing a framework that allows for the inte-
gration and simplification of the different cybersecurity steps involved. Finally, novel solutions (i.e.,
systems and tools) can support the decision process for planning and investing in cybersecurity while

also reduces the complexities of understanding businesses risks and cyberattack behavior.
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Figure 1.4: Overview Contributions of This PhD thesis

Thus, the CyberTEA approach provides a clear path, which can be adapted according to compa-

nies demands and processes, to plan, define, and deploy an efficient cybersecurity strategy in a cost-



efficient way (i.e., taking adequate decisions to invest in the cybersecurity solutions that offer an ad-
equate level of protection while also reduce the risks of economic impacts in a business).

It is essential to mention that this PhD thesis considers the concept of the framework defined in
Computer Science for software development [126, 154], which means a supporting structure that
describes how solutions can be built and also how they do interrelate. This includes, for example,
different support programs, applications, toolsets, and Application Programming Interfaces (API).
Therefore, the framework proposed by this PhD thesis, using the concepts from computer program-
ming, provides an abstraction to show generic functionality that can be selectively changed by adding
additional pieces of code.

This concept is relevant to clarify, because this PhD thesis covers business dimensions also. In the
field of business, a framework is defined slightly differently [ 190, 250]. A framework for the business
means a process and fundamental base to guide a business or organization during the operating or
planning strategies [ 185]. It helps by defining well-structured flows for making decisions about pro-
cesses, projects, and product development in organizations. Therefore, iflooking at the contributions
of this PhD thesis (cf. Figure 1.4) from a business perspective, the methodology proposed becomes a
framework, while the framework becomes an architecture that satisfies the framework. A discussion

regarding the terminology used is provided in Section 2.s.

1.4 THESIS OUTLINE

This PhD thesis is organized in seven chapters as shown in Figure 1.5. Chapter 2 provides the theo-
retical foundations and key concepts of cybersecurity planning and investments, required for a com-
plete understanding of this thesis. This includes the analysis of the most common threats, risks, and
their impacts, the most important concepts and goals of cybersecurity economics, and the challenges
faced by different companies’ sizes and sectors.

Next, Chapter 3 focuses on the investigation and discussion of the literature regarding cybersecu-
rity planning and investments. For that, a review from an economic view is conducted to map models,
frameworks, systems, and tools that address the cybersecurity challenges to provide cost-efficient
approaches to reduce the technical and economic impacts of cyberattacks in companies while also
addresses challenges of SMEs (e.g., insufficient budget and lack of expertise).

Then, the approach proposed by this PhD thesis is presented in Chapter 4. In this chapter, which
introduces the CyberTEA approach, all its elements are discussed, including the introduction of a

methodology for cybersecurity planning and investments, the definition of a framework to address
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Figure 1.5: Organization of This PhD Thesis

the different steps mapped by the methodology, and the proposal of solutions that fulfills the frame-
work’s requirements. These solutions include the risk assessment with an economic bias, threats anal-
ysis, investments in cybersecurity, recommendation and deployment of protections, cyber insurance,
and information sharing of economic impacts. Details of the implementation of each one of the so-
lutions proposed to be part of the CyberTEA are also provided in Chapter 4. This highlights tech-
nologies, implementation, code examples, and technical decisions for implementing the solutions
proposed and designed beforehand.

After that, Chapter s shows extensive quantitative and qualitative evaluations for each one of these
solutions, including a case study that show evidence of the benefits and feasibility of the methodology,
framework, and solutions during the planning of a cybersecurity strategy. These results are supported
by specific sections, with discussions of all findings, challenges, and limitations identified during the
development of this PhD thesis and based on the evaluations conducted.

Finally, Chapter 6 concludes this PhD thesis by providing a summary, revisiting the RQs detailed

in Section 1.2, and presenting suggestions regarding future research work.
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Knowledge, like air, is vital to life. Like air, no one should be

denied it.
Alan Moore

Theoretical Foundations

HIS chapter focuses on the convey the different concepts, information, and facts required to
motivate and understand this PhD thesis. Thus, this chapter introduces SMEs’ most important
threats and risks, highlighting their technical, societal, and economic impacts. Also, the concepts of
cybersecurity economics are presented, and its nuances are explained to show how the intersection
between cybersecurity and the economy can be used for the different decisions during cybersecurity
planning and investments. Furthermore, the cybersecurity strategies and investments of both Small-
and Medium-size Enterprises (SME) and Multi-National Enterprises (MNE) are discussed regarding
their main differences and the challenges for the different sectors. Finally, the concepts of blockchains
and Smart Contracts (SC) are provided, since it is used as an enabler for trust and automation for
some of the solutions proposed in this PhD thesis.

In addition, it is essential to state that the terminology used for this PhD thesis is defined based
on standards, literature, and concepts from the scientific community, industry, and standardization
agencies. Important concepts used during the development of this thesis, such as the definition used
for terms like approach, methodology, framework, solution, and cybersecurity strategy, are defined

in the Glossary (cf. Appendix E). Also, Section 2.5 discusses the differences between terminologies
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used in the business and computer science fields. It is important for a clear understanding of the

scenario and thesis’ contributions, more specifically for Chapter 4.

2.1  CYBERSECURITY THREATS, RISKS, AND ITS IMPACTS

In order to understand all of the nuances that involve cybersecurity strategies, it is essential to know
what threats are targeting companies and which are possible direct and indirect impacts. This sec-
tion describes the current scenario of threats and their classifications, highlighting the most frequent
and dangerous ones for SMEs. Also, the likelihood of a specific threat is explained, and the different

factors that make a company more vulnerable to cyberattacks are discussed.

2.1.1 THREAT LANDSCAPE

Cybersecurity can impact every Information and Communication Technology (ICT) domain. This
means that different solutions have to be considered and implemented considering different domains
(e.g, User-, Network-, and Device-Centric security), which are defined considering different levels
of abstractions, characteristics, and threats targeting them. These domains, based on the review of

cybersecurity threat analysis literature [ 15, 18, 67], are summarized in Figure 2.1.
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Figure 2.1: Cybersecurity Domains based on [15, 18]
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UsSeR-CENTRIC SECURITY

The first domain considered is the User-Centric security, which focuses on humans as the central actor
that operates ICT systems. For this domain, users have to be considered as the main target of cyber-
attacks, such as disinformation attacks and phishing campaigns [73]. Therefore, protections have to
be defined to reduce the risks of exploring one of the most significant vulnerabilities for an ICT: the
human that operate and manage the systems.

The common threats of this domain are those targeting the lack of training and cybersecurity ex-
pertise inside a company, also amplified by humans’ good faith. For example, human errors when
using a system, managing a network, handling physical assets (e.g., laptops and pen drives), or even
reading e-mails can become a door to devastating attacks. One of the most frequent cases is when
attackers apply social engineering techniques combined with phishing attacks to spread malware that
might affect the security and privacy of the companies’ services and customers. Also, access privileges
are often misused, and credentials are poorly managed. This becomes key for this domain, since mali-
cious insiders in a company (e.g., employees unsatisfied or spies) can access systems and data they do
not need to. Even legit employees can have their good faith exploited by attackers to reveal sensitive

information or access systems.

APPLICATION-CENTRIC SECURITY

In the second level of this classification, there is the Application-Centric domain. The threats in this
domain focus on the applications being used for different purposes on top of host systems. Examples
of these applications include Internet browsers, document readers and writers, video and audio play-
ers, and specific applications developed to solve the demands of a company (e.g., logistics, customer
database, and payment processes). Cyberattacks can then explore vulnerabilities, failures in config-
urations, or misuse of applications to obtain illegal benefits and information regarding the users, the
systems, and the company.

Examples of attacks in this domain are those based on exploits scripts (i.e., scripts with specific
automated instructions to explore a particular vulnerability) that explore the weakness of an applica-
tion and take advantage to compromise the Confidentiality, Integrity, and Availability (CIA) triad of
a resource or system. These cyberattacks include rootkits, Structured Query Language (SQL) injec-
tions, and buffer overflow, resulting in broken authentication, Denial-of-Service (DoS), and arbitrary
code execution.

Protections for this domain have to monitor and analyze vulnerable applications to cyberattacks.

To avoid most cyberattacks in this domain, companies can focus on good security practices during
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the development of the tools (e.g., Security-by-Design and Security-by-Default) [138], an adequate
risk assessment and training before the application in the company environment, and applying up-
date patches ever then available. Still, this domain is one of the most dangerous, since applications
emerge every day for different purposes and with many features that companies might adopt due to

its benefits, thus creating a dynamic and complex scenario from the cybersecurity perspective.

SYSTEM-CENTRIC SECURITY

The System-Centric domain shows measurable similarities with the application-related one, since it
focuses on the underlying systems, which can be affected by or affect the application domain. How-
ever, cyberattacks can result in a malicious attacker’s total control of the environment in this domain.
Systems in this domain’s context are used as a synonym for Operating Systems (OS) or, in a more
general way, described as software that allows applications to use the computation capabilities of the
hardware (e.g., connectivity, processing, and storage).

Threats in this domain can also be related to virtual environments, such as those relying on cloud
computing and virtualization techniques to support the usage of applications by the users. Besides
traditional OSes, like Microsoft Windows, Apple iOS, and Linux, there has been a trend in the last
years of companies migrating their services to cloud environments [ 12, 208], thus, relying on their
data, communications, and consequently, their businesses on public and private clouds (e.g., based
on Openstack, Cloudstack, and Kubernetes) [34, 80].

Considering the importance of the system’s domain, it is crucial, when conducting the cybersecu-
rity planning, to understand all elements involved to avoid negative impacts due to cyberattacks on
companies. Cyberattacks can result in information leakage or loss due to problems in cloud servers
or backup incidents. Also, the inadequate design and planning of cloud-based systems can result in
security problems for the companies. Besides malicious code and threats already discussed, this do-
main can be a target for Distributed Denial-of-Service (DDoS) attacks to affect the availability of
the systems and, consequently, affect other domains. DDoS attacks, in summary, try to exhaust the
resources of systems (e.g., processing capacity, memory available, and network bandwidth) to cause

performance decrease, loss of data, and service interruption.

NETWORK-CENTRIC SECURITY

The fourth domain on Network-Centric covers communications of companies happen in both inside
and outside directions. Many different devices (e.g., Hubs, Switches, and Routers) establish and han-

dle communications between devices, systems, and applications in this domain. Also, although Local
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Area Networks (LAN) are desired for internal communication, the communication with the external
world depends on the Internet’s underlying infrastructure, which is composed of variations of these
types of devices. So, a network composed of trustworthy systems without backdoors is desirable
to prevent malicious attackers from obtaining, extracting, and processing information related to the
companies’ communications.

The threats on the Network-Centric domain involve, for example, (i) traffic eavesdropping, where
malicious users can collect and analyze the communications between two points, (ii) session hijack-
ing, which is a method of taking over a session by pretending to be an authorized user using his/her
session ID, and (iii) signal amplification attacks, which allows for attackers to receive transmitted
signals and copy it for malicious usage (e.g., eavesdropping and unlock assets protected by radio-
frequency transmitters). Therefore, protections in this domain have to consider sensitive information
shared during communications, including the information used by the different layers that compose
the Open Systems Interconnection (OSI) model and its adjacent protocols (e.g., Hypertext Trans-
fer Protocol (HTI'P), Transmission Control Protocol (TCP), and Domain Name System (DNS)).
These protocols are part of the core of what we know as Internet and LANs today, being used for
many purposes, such as authentication, data transfer, and interactions with fetching resources.

A commom protection mechanism for this domain is the usage of encryption schemes like the Se-
cure Sockets Layer (SSL), which can provide a certain level of confidentiality and integrity in com-
munication using the HTTP protocol. Also, a suitable configuration of network devices is required to
avoid weak credentials, reduce risks related to network services like DNS poisoning, and also better
physical security has to be considered (e.g., malicious users that have access to network devices might

be able to be part of the network as a legit and trustworthy user).

DEevICE-CENTRIC SECURITY

Lastly, the Device-Centric domain comprises all hardware in use, running systems, and users appli-
cations. These devices can have different sensors to process external information to be used during
decision processes, such as in the case of IoT devices. In this domain, one fundamental aspect is to
ensure the integrity of devices, which defines that the device’s behavior is precisely what it was sup-
posed to be and not tampered with by malicious attackers.

Different techniques can be used, for example, for identifying behavioral fingerprints of these de-
vices [203] to monitor misbehavior. Still, mechanisms that protect devices against different attacks
are required. In case of extraction of private information, encryption schemes can be deployed. Also,
protection against physical attacks can be placed to avoid the access of malicious users to critical com-

ponents or features of a device. Suppose someone has direct access to key components of a device
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(e.g., interfaces, circuits, or storage chips). In that case, it might cause data leakage or even a DoS run
against devices, which results in a disruption of the entire chain that relies on the device to operate

(i.e., users, applications, systems, and networks).

CoMMON THREATS FOR SMESs

Based on these discussed domains, many different threats can impact businesses. Today, there are
specific sectors that have been the target of specific threats, and also, there are threats more common
than others. For example, businesses that handle more critical services and information (e.g., hospi-
tals, universities, and finance) tend to be more targeted by ransomware attacks, which encrypts the
data to make all systems unavailable. Due to the critical services and challenges of recovering from
an attack (which need days or even weeks), these businesses tend to pay for the rescue asked for the
attackers [202].

Although there are businesses more prone to specific attacks, in general, attackers tend not to
spend too much time focusing on one specific business but on exploring vulnerabilities in any IT
infrastructure and business characteristics they see as potential weaknesses. This happens in the case
of SMEs, which are the focus of general attacks (i.e., not tailored for a specific company), because
attackers know most of SMEs lack training, expertise, and budget for cybersecurity.

Table 2.1 summarizes the most common threats reported by the 249 SMEs interviewed during the
survey conducted by ENISA in Europe in 2021 [70]. As highlighted in the table, the most common
threat is phishing, in which 41% of the interviewed SMEs had at least one attack of this kind in the
year 2020. Itis followed by Web-based attacks and general malware, which 40% and 39% of the SMEs
reported being a target.

Phishing is one of the main doors for other attacks. Many phishing campaigns focus on SMEs’
employees to steal credentials or execute malicious code in the company infrastructure. One of most
common factors that increase the chance of success of these attacks is companies’ lack of knowledge
and training about this kind of cyberattack. Thus, it is possible to affirm that phishing attacks are
directly related to the education of employees and factors that involve human behaviors that can be
mitigated with adequate training [7].

Also, massive Web-based attacks are conducted by attackers in order to find and explore vulner-
abilities as much as possible. Then, in case of success, these attacks reveal sensitive information or
even give access to companies’ servers. Besides that, malware are one of the dangerous threats, since
it can have many different forms, purposes, and actions. One of the most well-known examples is
the case of ransomware. Nevertheless, also there are, for example, malware implemented to infect

computers to give control to attackers to create a network of bots to execute attacks against others
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(i.e., botnet for distributed attacks) [97]. In the case of SMEs, malicious insiders are not expected

due to the company’s nature. These attacks are more frequent in huge enterprises with unsatisfied

employees and infiltrated attackers. Other companies of governments frequently fund malicious in-

siders, and they use techniques of social engineering to obtain sensitive information (e.g., customer

database, finance information, or industrial patents) that can be used in favor of the concurrence or

against the company itself.

Table 2.1: Summary of the Most Common Threats for European’s SMEs According to the Sur-

vey Conducted by ENISA [70] within 249 SMEs from 25 European Member States

Threat Description Domain Reported SMEs
A digital form of social engineering
Phishing to deceive individuals into User-Centric 41%
providing sensitive information
Exploit of vulnerabilities
‘Web-based . P . L .
Attack in code or features of Web sites Application-Centric 40%
to gain access to a server or sensitive information
Malicious code that explores
vulnerabilities of systems to Application
Malware . . 4 . PP . 39%
compromise their functions or act and System-Centric
in the benefit of the attacker
Legit employees and users that use their access
Malicious & proy . . .
Insid to act maliciously against the company User-Centric 19%
nsider
(e.g., steal information or sabotage)
Interrupt the service or operation
. . P peras Application, System,
Denial-of-Service of a business by overloading its . 12%
. o and Network-Centric
computer resources with malicious usage
Set of techniques to manipulate
Social people to obtain benefits, steal sensitive information, .
. . " User-Centric 11%
Engineering and access critical resources of a company
(e.g., buildings, devices, and servers
Theft of unencrypted devices
Compromised/Stolen ) 7P . . .
Device or usage of infected devices by legit employees Device-Centric 7%

in the company’s systems

Lastly, DoS attacks is one of the most devastating threats, especially in its Distributed form (i.e.,

DDoS) [157]. However, this threat tends to be very customized and targeted to specific companies.

Thus, although this is an issue of concern for SMEs, it is not the most frequent attack on these com-

panies. If a DDoS attack targets a company; it will likely cause an interruption in systems, Web sites,

and communications, thus, directly affecting the services provided or used by a company.

Besides understanding the threat landscape and the different kinds of attacks affecting the com-

panies, it is also important to understand the likelihood of these threats and their possible impacts.

Thus, the rest of this section will discuss the risks and impacts of cyberattacks on SME:s.
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2.1.2 RISK DEFINITION AND MANAGEMENT

The term risk is generally used to indicate a possibility of loss and/or damage. It usually involves some
degree of uncertainty, and the resulting outcome is challenging to predict. Depending on the context,
various types of risk can be found, such as business risk, economic risk, and safety risk [136]. On a
quantitative level, a general risk (R) can be further expressed as a triplet R =< s, p, ¢ >.

This quantitative definition indicates that a risk (R) is generally a combination of a scenario (s),
i.e., what can go wrong, the probability (p) it will have, and the severity of impacts (c), i.e., amount
of damage caused. In the field of Information Technology (IT), a risk, also called cyber risk, is usu-
ally described as a situation or configuration that can expose the system’s vulnerability, causing, for
example, economic and reputation losses. A threat, in this case, can be represented by cyberattacks
that might explore a given risk or vulnerability, such as ransomware and phishing. In a study, Aven
and Krohn [23] proposed an informal model about risk in general by extending the definition with
a knowledge dimension (k). More specifically, in different scenarios with equal probability, knowl-
edge has been an important factor in supporting the decision-making process, such as in the case of
SMEs and their particularities.

Risk assessment is the necessary process of identifying, analyzing, and evaluating risks from differ-
ent perspectives. In the context of cybersecurity, the assessment process focuses on cyber risks and
the likelihood of threats. Risk assessment is a key stage of the entire risk management lifecycle, and,
in practice, it includes three main tasks: risk identification, analysis, and evaluation. Figure 2.2 pro-
vides an overview of a general risk management framework, highlighting the different steps involved
in risk management and assessment.

In essence, risk management is an ongoing process of assessing, treating, and monitoring risks.
In the first phase, the scope for the entire risk management process and the criteria against which
the risks will be assessed are set. Afterward, the assessment phase is initiated. This stage involves
identifying possible risks followed by comprehensive analysis and evaluation. It is important to note
that putting insufficient effort in the first stage of the risk assessment process may cause potential
risks to be omitted from further analysis, resulting in unpredictable outcomes. After being prioritized,
risks are treated based on their type, nature, and priority. However, developing a good and effective
treatment plan has proven difficult. In such cases, having an extensive collection of past projects and
the corresponding risk history can help develop more proactive treatment strategies.

Lastly, an effective risk management strategy involves regular monitoring and surveillance for po-
tential threats. Results should then be recorded, reported internally (e.g., team and board members),

externally (i.e., stakeholders), and reviewed.
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Figure 2.2: Overview of the General Steps Considered by Risk Management Frameworks

Institutions also propose different frameworks to support risk management. These frameworks
differ in the different steps required, such as the ISO 27005, ENISA ISMS, and NIST CSF [102].
One of the biggest obstacles SMEs face is the deficiency of necessary resources for implementing
this kind of framework. However, independent of the nuances of each framework, the risk can be

described singly and straightforwardly, as presented in Equation 2.1.

Risk = Impact X Likelihood (2.1)

In this straightforward risk formula (i.e., Equation 2.1), the Impact means the size (e.g., financial
loss due to business disruption and indirect costs) of a cybersecurity incident resulting in a company
(in both quantitative and qualitative way), and the Likelihood is how likely is the event (i.e., threat) to
happen based on the company’s profile and previous observations (e.g., sector, past attacks history,
and known vulnerabilities). Thus, risk can be defined as the probability of direct or indirect impacts
(e.g, financial loss, damage to an organization’s reputation, or business disruption) resulting from the
failure of companies’ information technology systems due to a malicious attacker. The Impact and
Likelihood increase according to the company’s dependency on technology, since more attack vectors
are possible, more vulnerabilities are introduced, and more worthy and feasible for cybercriminals.

In order to determine a risk, each underlying system of a company (e.g., databases, softwares, and
controls) requires an analysis of its potential security/safety threats and measures to respond to these
threats. Figure 2.3 summarizes the different relationships and aspects, from a more technical to eco-
nomic level, to analyze within the company ecosystem. A rational approach to defining an adequate
cybersecurity strategy includes the (i) identification of risks by examining potential vulnerabilities
and their chances of successful exploitation, (ii) cost (both direct and indirect) involved if vulnera-
bilities are exploited, and (iii) cost of mitigating vulnerabilities. The risk analysis is the fundamental

stage toward mapping costs associated with cybersecurity incidents. It is used then for determin-
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Figure 2.3: Entity-Relation Model for Risk Assessment from an Economic Perspective

ing, proactively or reactively, possible solutions/measures that will compose a cybersecurity strategy

against the mapped vulnerabilities/threats that may occur according to their likelihood.

2.1.3 IMmPACTS OF CYBERATTACKS

Figure 2.4 provides an overview of the different impact domains of a cyberattack on companies. First,
the Economic domain involves all direct and indirect costs related to a cyberattack. As financial loss
is one of the major concerns of companies as of today [200], the focus of cybersecurity campaigns
can use this as a powerful argument for why care about cybersecurity. Next, there are Legal impacts

of cyberattacks, which move the cybersecurity cases to the legal sphere, regulations, and governance
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aspects. Also, the legal sphere can directly impact economic factors, since the collateral effects are

costs with lawyers, compliance, and penalty fees applied by regulatory bodies.
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Figure 2.4: Overview of the Different Domains of Impacts due to Cybersecurity Incidents

Furthermore, there are different Societal impacts, since cyberattacks interfere directly with the life
of people and social structures. For example, cyberattacks can be responsible for a crash in the health
system of a country like in the case of the National Health System of United Kingdom [165] or affect
the lives of people by interrupting critical services like food supply [188] and critical infrastructure
of countries [129]. Besides that, the high number of cyberattacks that explore the good faith of hu-
mans (e.g., social engineering techniques and different types of phishing) impacts changing social
behaviors, which makes people much more afraid even when they are facing legit interactions [181].

Lastly, Technical impacts are the precursor of all of the other impacts mentioned before, since eco-
nomic, legal, and societal impacts come only because the company was not technically able to avoid
or mitigate the attack in total. One can say that focusing only on technical aspects can be the right

decision. However, this is a naive view, since cybersecurity is a dynamic and complex world in which
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cyberattacks evolve every day, and achieving utmost protection is almost impossible. Therefore, it
is essential to look at cybersecurity from its different potential impacts, measuring them and making
decisions to avoid as much as possible the impacts that might cause more problems for companies.

Regarding the different costs of cyberattacks, in 2020, a data breach costs to MNEs, on average,
US$ 1.09 million, compared to US$ 1.41 million in 2019, while SMEs had to pay on average US$
101,000, compared to US$ 108,000 in 2019 [109]. A business can reduce the cost of data breaches
in different ways. For example, a quick breach detection can lower the loss by 32% in MNEs and by
17% in SMEs due to savings in direct and indirect costs. Also, a proactive disclosure to customers and
stakeholders that a data breach has happened can lower the financial damage by 28% in MNEs and
by 40% in SMEs.

Another factor in reducing the costs of cyberattacks is up-to-date software and hardware. Suppose
an eflicient strategy for updating critical elements within a company is not placed. In that case, it
can increase the cost related to cyberattacks by 47% in MNEs and by 54% in SMEs [109]. In the
case of ransomware affecting a company, the average costs for remediation are US$ 761,106 in 2021
[202], which include costs to mitigate, recovery, and business disruption due to attacks. Payments
directly to the criminals are becoming more frequent to recover the data, which payments go from a
few thousand to millions of dollars depending on the company’s size. The average in 2021 was US$
233,817 paid per attacked company for cybercriminals. The costs also are very high from a societal
and governmental level, which makes the United States governments push in the fight against ran-
somware gangs, including, in 2021, putting a US$ 10 million reward for information that helps to
catch a ransomware gang named DarkSide [27].

The predictions regarding costs say that worldwide cybercrime costs will hit US$ 6 trillion annually
by 2021, with US$ 20 billion being only for ransomware attacks [200]. Besides the costs of cyberat-
tacks, there are also many costs related to fines imposed by governments and entities for companies
that do not follow cybersecurity regulations. For example, from July 2018 to November 2021, the
General Data Protection Regulation (GDPR) resulted in 837 fines in Europe [46], with a total sum
of € 1.2 billion in penalties. The most common type of violation was the insufficient legal basis for
data processing (299 fines), insufficient technical and organizational measures to ensure information

security (179), and non-compliance with general data processing principles (178 fines).
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2.2 CYBERSECURITY ECONOMICS

This section provides an introduction to cybersecurity through the lens of economic principles. Thus,
this section gives an overview of the concepts of cybersecurity economics, including examples of well-

known metrics used for cost analysis and investments in cybersecurity are presented and discussed.

2.2.1  OVERVIEW AND PRINCIPLES OF CYBERSECURITY ECONOMICS

The cybersecurity field is a thriving and fast-moving field that covers many aspects (e.g., technical, le-
gal, societal, and economic) from different perspectives (cf. Section 2.1.1). Cybersecurity economics
is one of its sub-fields, which can be described as the intersection between cybersecurity and eco-
nomics that investigates cyberattacks, strategies, and protections with an economic optic. Therefore,
focusing on understanding, measuring, and reducing the potential effects of cyberattacks on compa-
nies’ financial health while also helping to find the optimum amount of investments required for an
adequate level of protection (i.e., a cybersecurity strategy that fits the needs of a company with the
minimum budget possible).

Although discussion on economic impacts of technology started a long time ago, cybersecurity
economics as we know it today has its start at the beginning of the 21st century. Figure 2.5 shows a
timeline of the evolution of cybersecurity economics and the rising of the most well-known models
used today. In 1990, the discussions on economic impacts of Internet security started [111], with a
focus on the growing role of the Internet in the world economy.

Still, in the g9os, [ 13] presented and discussed the results of a survey of failures in banking systems,
thus, showing that most frauds were caused due to implementation errors and management failures.
This survey contributed to the paradigm-shifting in cybersecurity (i.e., instead of worrying about what
might go wrong, focus on a systematic study to identify what is likely to happen) and discussed the

potential economic impacts of cyberattacks in the years to come.
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Figure 2.5: Timeline of the Evolution of Cybersecurity Economic Discussions and Models

Atthebeginning of the 2 1st century, the main discussions and models for cybersecurity economics
rose. [ 14] argued that the information insecurity is at least as much due to perverse incentives. There-
fore, many cybersecurity problems could be explained using microeconomics concepts, such as net-
work externalities, asymmetric information, and moral hazard. One year later, in 2002, the Gordon-
Loeb (GL) model [103] was proposed as an economic model that determines the optimal amount
to invest in protecting a given set of information.

After a few years, the Return On Security Investment (ROSI) model [239] was introduced in
2005 to be used as a benchmark methodology to support cybersecurity decisions by performing a
cost-benefit analysis of protections. These two models are the most used today, but with different
refinements available, especially for the GL model. [4] provided an insightful discussion regarding
the advances and challenges of cybersecurity economics, highlighting that cybersecurity economics
goes into more general areas, such as system designs, legal aspects, and privacy concerns.

Examples of other metrics applied within the context of cybersecurity economics are the Net
Present Value (NPV) and the Internal Rate of Return (IRR). Both are used for general economics cal-
culations and applied in the business world to understand the potential financial return of an invest-
ment or project. It was shown in [187] that both NPV and IRR could be used for strategic decisions
for cybersecurity economics. According to a survey conducted in 2010 among corporate information
security managers [30] in the United States, ROSI was being used by 44% of the participants, while
NPV and IRR were used by 26% and 23% respectively. Also, different frameworks have been inves-
tigating ways to measure economic impacts of cybersecurity along the years, such as the SEConomy
[197] proposed in 2019 as a step-based framework to measure economic impact of cybersecurity
activities in a distributed ecosystem with several actors.

The GL model, after its introduction, was the topic of discussion, and different researchers tried
to provide proof to invalidate the model. However, [247] provided strong proof that the 37% rule

stated by the GL model (i.e., investments in cybersecurity should never exceed 37% of the potential
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loss) is valid. The GL model’s refinements and different applications have become more common
since 2015, with the original authors of the GL model providing interesting new work regarding the
model.

In [104], Gordon and Loeb extended the GL model to consider externalities (i.e., costs for third-
parties) within the model. [105], published in 2016, Gordon and Loeb also provided an insightful
review of all findings and observations since the first release of the GL modelin 2002. [ 163 ] isanother
exciting work proposed to help companies to calibrate the GL model parameters according to the
needs and reality of the company. Finally, in 2021, Gordon and Loeb extended the GL model again
to support the concept of information segmentation within companies [144]. Also, [112] proposed
in 2021 that the use of the GL model can support the calculation of premiums and risks for the cyber

field insurance. This work is an example of how the GL model evolves with different applications and

scenarios.
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Figure 2.6: Overview of the Relevant Topics Related to the Fields of Cybersecurity and Econ-
omy lIdentified by ENISA [64] and During the Development of this PhD Thesis

Over the last years, many discussions regarding the economic role and dimensions of cybersecu-
rity have been happening in Europe [64, 85 ]. Figure 2.6 highlights those main topics of cybersecurity
economics for Europe, organized from research to technical contexts and from its place in the eco-

nomic field (i.e., from Macro Economics to the Business Administration). This figure is based on the
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Working Group investigation established by ENISA to study the priority topics related to Cyberse-
curity Economics [64] and extended with the knowledge obtained during this PhD thesis.

The X-axis shows different economic areas. On one hand, the closer to the Macro Economics area,
the stronger its relationship is to the theoretical economic field. On the other hand, the closer to the
Business Administration area, the stronger its relationship with specific business practices applica-
tions. The context of the different topics is represented by the Y-axis. The closer a topic to Policy, the
greater its relevance to political decision-making (e.g., regulations and state-sponsored actions). The
closer a topic to the Technical topic, the more it can be addressed by using existing (or possibly to be
developed) technical approaches.

In Figure 2.6, the topics identified initially by ENISA but not explored by this PhD thesis are high-
lighted in white. The dark gray highlights those the topics covered by this PhD thesis, and that were
mapped previously by ENISA in [ 64]. Finally, the additional topics mapped and covered by this PhD
thesis are highlighted in light gray.

At the process level, one topic considered is Information Sharing. This is related to the information
sharing between partners to create a trusted community that can plan and mitigate cyberattacks based
on the experience of others. Also, the Economic of Risks focuses on understanding the economic
impacts if a threat happens. In the same direction, the Risk Management of Business Processes helps
to map risks within a company and helps to apply mitigation measures to optimize cybersecurity (in
terms of costs and performance) and reduce potential economic impacts on the business.

Next, two topics focusing on people were identified as relevant: (i) Education and Training and
(ii) Lack of Guidelines. For (i) it is clear the impact of the misinformation and lack of expertise in
companies. Therefore, this is one of the pillars for an efficient cybersecurity strategy in the short-
and medium-term. Also, (i) means that standardization, frameworks, and clear guidelines have to be
placed to help decision-makers decide about the cybersecurity required for a business.

There are different topics to consider at the technical level in the context of cybersecurity eco-
nomics. Cyber Insurance (CI) is one of them, since it helps companies reduce their possible economic
impacts by contracting insurance for specific coverage against cyberattacks. This topic impacts the
microeconomics level primarily due to the economic nature of the insurance market to benefit indi-
viduals (i.e., companies). Thus, it helps avoid financial loss, while reducing a business’s risks (from
an economic perspective). CI can also impact the overall economy of a country. Therefore, it also
relates to the the macroeconomics field.

Also, from a microeconomics view, the Economics of Resilience has the role of understanding how
companies can invest and develop strategies to mitigate and recover from cyberattacks. Key Perfor-

mance Indicators (KPI) and the Monitoring and Processing of Incident Data also have a relevant role in
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cybersecurity economics, since it gives quantitative data for better analysis and understanding of the
behaviors and impacts of cyberattacks.

Finally, two well-known cybersecurity economics metrics are the ROSI and GL model and ROS]I,
as introduced earlier in this section. Over the years, different models have been proposed to guide
investment in cybersecurity, but there is still no generally accepted model. An explanation for this
open issue is the need for sufficient data and accurate risk assessment that can be used as input for
quantitative and qualitative analysis of economic impacts in companies. Among the models available

for cybersecurity economics, two are the most well-accepted and prominent: GL and ROSL

2.2.2  GORDON-LOEB (GL) MODEL

The GL model is an economic model used to analyze the optimal investment level in cybersecurity.
The model was proposed in 2002 by Gordon and Loeb [103] and takes into account the vulnera-
bility of a system and also the potential financial loss due to a cyberattack. One of the ideas behind
the model is that a company should not necessarily invest in mitigating threats in more vulnerable
systems. Besides that, a company should focus its efforts on systems with a medium level of vulner-
abilities (not on the extreme cases), which is realistic to mitigate risks without substantial financial
investments. Also, the analysis conducted by the authors of the model suggests that only a tiny per-
centage of an expected financial loss due to a cyberattack has to be spent on cybersecurity. Thus, GL
provides an economic analysis that provides insights for investment in cybersecurity, but it is still
clear that it is not a trivial task, since different elements have to be considered for a precise analysis,
such as technical aspects, cyberattacks behaviors, and specific business configurations (e.g., sector,
maturity, employees, and IT infrastructure).

Figure 2.7 shows, based on the investigation conducted in [103], that after a certain threshold,
the investments in cybersecurity start to be not worthwhile if compared with the expected loss in
case no investments are made. An optimal investment is where the difference between benefits and
costs, i.e.,, the Expected Net Benefit of Investment in Information Security (ENBIS), is maximized.
Therefore, an investment starts to become good when ENBIS > o and the optimal amount invested
in cybersecurity is the maximum ENBIS for a given security breach probability function.

The ENBIS is calculated in relation to the Expected Benefit of Investment in Information Security

(EBIS) and the amount invested. The EBIS is defined as the reduction in the company’s expected
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Figure 2.7: Level of Investment in Cybersecurity [105]

loss because of the additional investment made in cybersecurity, which can be described as provided

in Equation 2.2.

EBIS(z) = [v — S(z,v)|L (2.2)

Then, the ENBIS can be calculated as the net benefit of the investment made in cybersecurity,
which means reducing the expected loss minus the amount invested in cybersecurity. Thus, the EN-

BIS calculation is shown in Equation 2.3.

ENBIS(z) = EBIS — z (2.3)

A security breach probability function is defined as S(z, v), which denotes the probability of a
system with a vulnerability v being breached, given that the company has made a cybersecurity in-
vestment of z. There are two measures used for the productivity of cybersecurity. These measures
are determinedasa > oand f > 1.

[103] defines two different security breach classes (i.e., definitions for S(z, v)) to show the perfor-
mance of the GL model to estimate the optimal investment in cybersecurity. For that, three assump-

tions (A) are made also in [ 103], which the two classes have to satisfy:

o A1 Ifv = o (i.e, invulnerable), then the system will remain fully protected doesn’t matter

how much investment (z) in security is made, including z = o
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« A2.ifz = o (i.e., no investment in security), the probability of a security incident is inherent

to the value of v

« A3. As much the investment increases, more secure is the system. However, it happens in a
decreasing rate. It also implies that there is not sufficient amount of investment that can make

a vulnerable (i.e,, v > o) system become perfectly secure (v = o)
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Figure 2.8: Expected Value of Financial Loss as Vulnerability Increases at Different Amount of

Cybersecurity Investments for Two Classes of Security Breach Probability Functions Defined by
[103]

The purpose of a cybersecurity investment is to lower the probability that a system within the
company will have a financialloss. Thus, the GL model is proven valid using the two classes of security
breach probability functions. The first class (cf. Figure 2.8 (a)) refers to a linear vulnerability. The
security breach probability function S(z, v) for Class 1 is determined by Equation 2.4. The optimal
investment for Class 1 (27, ) is calculated according to Equation 2.5.

The second analyzed class (cf. Figure 2.8 (b)) is concave (i.e., the slope of the graph line increases
gradually from left to right). Equation 2.6 provides the security breach probability calculation for
the Class 2. The optimal investment (2., ) for this class can be calculated using Equation 2.7. It is
important to note that, based on the analysis conducted, the optimal investment in cybersecurity is
always < 2, where ¢ is the Euler’s constant (i.e, & 2.71828). This means that the optimal investment

is always < 37% of the expected loss (vL) without investments.

v
Setasa (2, V) = axzt1)f (2.4)
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In summary, GL determines, in a general way, that the maximum investment (z,,,) in cybersecu-
rity should not exceed 37% of the expected loss (vL) for all functions part of the classes investigated
by [103]. Itrelates to how much the system is valued (1), how much the data/system is at risk (), and
the probability that an attack on the data/system is going to be successful (v). Equation 2.8 describes

how to use this information for the calculation.

vVL=2AXtXv

(2.8)

Zmax = VL X 0.37

However, although this defines the maximum amount, it does not determine the optimal invest-
ment. In order to calculate the optimal amount, it is needed to use the productivity of a cybersecurity
investment, which may vary for different scenarios, depending on specific concerns surrounding a
particular set. Another finding from the GL model is that the amount of investment does not always
increase based on the level of vulnerability [105]. For example, a company can focus more on pro-
tecting a system with a medium level of vulnerability than one with a high level of vulnerability. This
is a consequence of the productivity of incremental investments in cybersecurity, which means that
a given S(z, v) can determine that after or before a certain threshold of vulnerability, investments are
not efficient (e.g., it will not reduce the chance of a system being attacked or breached).

In another work, [130] provided a counterexample for the GL model by constructing a scenario
where an investment up to 50% can be needed. However, [247] shows that the 37% rule is valid by
proving that security breach functions are not only convex but log-convex (i.e., log S(z, v) is convex
for both GL class_1 and class,). Therefore, the GL model is valid for any family of functions that is
part of the classes investigated in the original work [103]. Thus, as can be seen, the GL has been
discussed and improved over the years, making it not perfect but the most well-accepted model for
the estimation of cybersecurity investments. However, it is still challenging to precisely determine the

optimum investment due to different complexities and nuances involving the cybersecurity domain,
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such as cybersecurity externalities not mapped in the model when it was proposed and the difficulty
of conducting parametric estimations for different real-world scenarios.

Also, the original GL model [103] has been refined to consider externalities [104] and the au-
thors provided a new extension to include the concept of information segmentation [144] during
the GL calculation. Besides that, the challenge of calibrating GL parameters (e.g., « and 8) for spe-
cific real-world scenarios have been considered by different approaches, such as estimating the GL
model parameters [ 163] and using the GL security breach functions to determine the probability of

an insurance claim [112].

EXTERNALITIES

Network insecurity is comparable to a certain extend to air pollution. People do not bear the full con-
sequences of their (or lack of ) actions [ 4]. For example, people might use insecure machines plugged
into the Internet or companies’ networks. This means that does not matter the obstacles created (i.c.,
protections) or cybersecurity techniques involved; the security can be impacted due to misbehaviour
or external factors outside the company’s control (i.e., externalities). Also, cybersecurity breaches can
impact different stakeholders, such as other companies part of the supply chain or customers’ privacy
impacts due to data leakage. Therefore, externalities can be defined as cybersecurity effects an indi-
vidual’s actions can have on others. Examples of factors that can result in externalities include (i)
lack of protection due to economic or market challenges a company is facing, which might impact
the supply chain the company is part of, and (ii) usage of software with security flaws that could have
easily been prevented during its development.

The GL model was modified in [104] to incorporate such externalities, taking into account not
only direct costs but also indirect costs due to externalities (e.g., customers or other companies who
were affected by a company security breach suing the company). For that, let L represent the exter-
nality costs, defined as the total loss to customers and partners, while L” is the private costs for the
company. Based on that, Equation 2.9 determines the social costs (L) as the sum of private and

externality costs.

LSC=1P+1F (2.9)

As an example, based on the concepts of the GL model, suppose a company with av = 0.54, the
parameters a = 10 °and = 1, with a direct loss from a cybersecurity breach equal to US$ 500,000.
Thus, by applying the equation for the 2 (cf. Equation 2.7) it is possible to obtain the optimal
investment in security equalling US$ 64,316 (i.e., 12.8% of the expected loss). Suppose now that the
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externality costs were defined as 15% of its private costs, which means L¥* = 75, 0oo. By using the
Equation 2.9, the total potential loss (direct and social loss) is equals US$ 575,000. Then, by applying
the equation again to find the optimal investment, the social welfare-maximizing investment equals
US$ 76,210. Therefore, if the company used only considering its private costs as an example, it would

result in an under-investing in cybersecurity of 15% (i.e., $ 11,894).

INFORMATION SEGMENTATION

Companies often have several information areas at their disposal, which makes information segmen-
tation inevitable. Segmentation of networks, information, and databases is a practice that facilitates
information access to specific individuals while also implementing access control to define who can
access specific systems and or information. Different segments cover systems and information with
particularities and, consequently, specific values and interests for both company and attackers. For
example, a company’s financial department might have access to customers’ databases and payment
systems to handle sensitive information that is very worthy and costly if leaked or compromised. This
has to be considered when investing in cybersecurity, since a specific segment might be directly re-
lated to the potential benefits of cybersecurity investments.

Thus, based on the GL model, the optimal amount (z;°) to invest in a specific information segment i
depends on the value of the information (L;) that is part of the segment. Also, the vulnerability of each
segment (v;) has to be considered for the calculation of the productivity of additional investments in
cybersecurity for each segment. Therefore, the total cost of investment results in the sum of each
segment calculated individually. Hence, it is possible to prioritize segments based on cost-benefits
and achieve a better overall cybersecurity investment. In order to find the optimal investment per

segment, four steps are required [144]:
« Step 1: Estimating the value and therefore the potential loss (L) of each segment.

« Step 2: Estimate the probability (v) of each segment’s information falling victim to a successful

cyberattack.

« Step 3: Create a grid with all possible combinations of Step 1 and Step 2. Each cell of this
grid represents the expected loss (L) without cybersecurity investments. The expected loss
represents the potential benefit that can be gained by investing in cybersecurity. This means

to estimate the productivity of the investments by calculating S;(z;, v;).

« Step 4: Derive the level of cybersecurity investment z; by increasing the investment as long

as the benefit of the additional investment is greater than or equal to the cost of the additional

33



investment. Since not all investments in cybersecurity have the same productivity, the optimal

amount for investments in different segments will vary.

Since each information segment is a subset of the total information, the GL model assumes that
the effectiveness of cybersecurity investment in a segment is inversely related to the proportion of the
value of the information in a segment given the total company’s value of information. Equation 2.10

determines the breach probability function of a segment i.

Z;
Si(Zi7Vi> = S(E;Vi) (2.10)
L

The security breach probability function can be defined according to the company. The function
used by [ 144] is based on an estimation that a Chief Information Officer (CIO) and a CISO of a hy-
pothetical company did together. This is shown in Equation 2.11. Also, the Equation 2.12 shows how
to calculate the optimal investment z; for a given segment i. This means that the optimal investment

has to satisfy this equation.

S(z,v) = s 1} ,where a = 0.001 (2.11)
LXa
S(Zii,vi) XL+1=o0 (2.12)
L

The GL model is mainly considering the information segmentation to assist companies in deriv-
ing the investment in cybersecurity with a more cost-benefit and accurate perspective. As stated by
[144], companies need to understand that cybersecurity investments are best viewed as a process that
focuses on preventing breaches when possible and minimizing the losses from breaches that occur.
Therefore, information segmentation can be an efficient approach to help companies better under-
stand how to invest in cybersecurity. Also, itis not realistic to achieve perfect cybersecurity, especially
from an economics perspective, even with information segmentation. Thus, part of the cybersecu-
rity investments should be considered to have also an efficient recovery plan in case of cyberattacks

surpassing the company’s cybersecurity.

2.2.3 RETURN ON SECURITY INVESTMENT (ROSI)

The concept of ROSI is slightly similar to the Return on Investment (ROI). However, while ROI
focuses on measuring the benefits/profits made from a particular investment, ROSI focuses on the
loss prevented by a cybersecurity investment. ROSI is a cybersecurity economics metric that helps

to identify when a given solution (e.g., Firewall, Antivirus, or Cybersecurity-as-a-Service product) is
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cost-efficient or not [65, 239]. Also, this metric is beneficial when comparing two different solutions
with similar characteristics to determine which one should be acquired from an economic perspec-
tive.

A desirable result is ever a ROSI > 1, which means that the payback is positive. If ROSIis < 1,
there is no cost-benefit in investing in the specific solution. Therefore, the higher ROSI, the better
the investment in a solution. ROSI general calculation is provided in Equation 2.13. As can be seen,
for the calculation of ROS], it is needed to quantify the monetary risk of a cyberattack. Therefore,
analytical approaches have to be in place to help companies determine the possible financial losses

due to a cyberattack.

Riskgeduction — Solutionc,
ROSI = Reductio . < ! where
Solutionc,g (2.13)

Riskgeduction = ALE X Mitigationgay,

Besides the solution’s cost and efficiency (i.e., mitigation rate), ROSI uses the Annual Loss Ex-
pectancy (ALE) as input. The calculation of ALE is shown in Equation 2.14. For that, it is needed to
estimate the Annual Rate of Occurrence (ARO) of cybersecurity incidents and also the Single Loss
Exposure (SLE), which means that an analysis of the company has to be made in order to understand

the history of the attacks to identify its behaviors and impacts in the company.

ALE = ARO X SLE, where
ALE: Annual Loss Expectancy

(2.14)

ARO: Annual Rate of Occurrence

SLE: Single Loss Exposure

SLE can be described as the cost of a loss due to a single incident. As it is the sum of the losses,
the value of the loss has to be very objective from company to company. Also, the loss has to include
the direct costs (e.g., business disruption and recovery) of a cybersecurity incident and indirect costs
(e.g., reputation and legal impacts).

ARO is the probability of an incident happening in a year. This probability depends on several
factors (e.g., level of cybersecurity, sector, and market behaviors), and it changes from company to
company. If this information is not available within the company, it is possible to use entire sectors
(e.g., Healthcare, Financial, or Telecom) as a benchmark to support the decision.

For an example of ROSI calculation, suppose an e-commerce company XYZ with an average loss
due to cyberattacks of approximately US$ 30,000, including financial loss due to business interrup-

tion, investigation costs, and third-party losses. The past attacks history shows that phishing is the
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leading cause of the incident in the company, and it strikes roughly three times a year. An anti-
phishing product is offered to the company at the price of US$ 25,000 and the promise to reduce
the number of successful attacks by 50%.

In order to verify if this security product is cost-efficient (i.e., the cost of the product is lower than
the potential financial loss that the product can avoid), the company uses the ROSI model. ARO, in
this case, is equal to 3 (number of times attacks strike the company), and SLE is equal to US$ 30,000
(average loss due to a single cyberattack). The solution cost is US$ 25,000, and the mitigation ratio
is 0.5 (i.e., reduction in 50% of the cyberattacks).

Equation 2.15 shows the calculation for the example explained above. As it can be seen, the value

of the calculated ROSI is 0.8, which means that the solution is not cost-effective, since a ROSI > 1 is

the goal.
ROSI — (ALE x Mitigationg,s,) — Solutioncog
N Solutionc,g
ROSI = (3 X 30000) X 0.5) — 25000 (2.15)
25000

ROSI = 0.8 (i.e., not cost-effective)

2.3 THE CYBERSECURITY OF SMEs AND MNEs

SMEs and MNE:s differ in many aspects regarding their organization and governance, such as the
number of employees (up to 250 employees are considered SMEs [71]), amount of revenue, and
business processes. Also, there are differences between digital innovation and cybersecurity adop-
tion by these different type of companies. Both SMEs and MNEs face various challenges and similar
risks regarding cybersecurity investments. The significant difference is the scale at which the risks are
encountered, the budget, and the technical expertise available in-house to handle these risks. There-
fore, there are aspects in which SMEs are lagging behind MNEs, as MNEs often have more resources
(e.g, people, technical expertise, and budget) to tackle cybersecurity threats.

Regarding differences between SMEs and MNEs, data breaches are more than twice as common
in larger companies than in small ones. However, there are also similarities regarding the attackers.
The proportions of threat actors are distributed somewhat similarly in both MNEs and SMEs. In
an investigation conducted by Verizon [201] with more than 5,250 confirmed data breaches, it was

identified that the motivation behind a cyberattack for both SMEs and MNEs is economical and
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Figure 2.9: Motivation and Actors Involved in Cyberattacks against SMEs and MNEs based on
the Investigation within 5,250 Data Breaches Conducted in [201]

conducted by externals. Figure 2.9 summarizes its findings and shows that the motivation and actors
involved are independent of the size of the company.

As highlighted by Figure 2.9, external actors comprise above 70% of the total data breaches, internal
actors are above 20%, and partners include only 1% of the total actors. Furthermore, actors’ motiva-
tions are also distributed uniformly: attackers perform cyber crimes primarily due to financial moti-
vation (79-83% ), for espionage purposes (8-14%), for fun (2-3%), and because of a grudge/vengeance
(2-3%). When it comes to compromised data, it is also a comparable situation in both SMEs and
MNE:s: they are mainly credentials (above 50% of the reported cases), personal data (roughly 30%),
and then internal data (12-14%). Moreover, the two most frequent incidents targeting both SMEs
and MNEs are an inappropriate use of I'T resources by employees and malware infection of company-
owned devices [137].

SME:s form the backbone of the European economy, comprising, together with micro-companies,
99% of European companies and accounting for two-thirds of the total European employment. De-
spite their vital role in the economy and society, SMEs are still late compared to MNEs in the adop-
tion of specific technologies. For example, in 2019, only 12% of SMEs used some big data source
compared to 33% of large enterprises. A staggering technology gap would require at least five million
SME:s to adopt a specific technology to close the gap before the entire ecosystem benefits from its
adoption. In this sense, information regarding the adoption of cybersecurity, IoT, and big data in Eu-
ropean’s SMEs are provided by the European Digital SME Alliance and the European Commission
of Executive Agency for Small and Medium-sized Enterprises [43 ].
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There are several barriers that SMEs face in adopting new technologies. As a significant strength of
SME:s lies in the ability to quickly serve a niche or specialized markets, significant parts of SMEs” hu-
man resources are comprised of domain specialists. This specialization leads to poor personal cover-
age in more generic functions, which are beneficial in spotting new business opportunities and trends
outside of the respective domain in which SMEs operate. Compared to SMEs, MNE:s have sufficient
employees to cover more generic functions without sacrificing specialized personnel.

Both SMEs and MNE:s are affected by a growing shortage of qualified IT specialists in the labor
market. This skills shortage is severe for SMEs as they have difficulties competing with MNEs for
scarce digital talent. Therefore, companies must invest in training strategies for their employees. This
is not a small hurdle to overcome, given that improving more basic digital skills is already challenging
enough. These strategies are currently overlooked by SMEs, with less than 10% of SMEs providing
training to ICT specialists and less than 20% of SMEs offering training to other employees. Thus,
over 90% of Europe’s SMEs see themselves behind MNEs in terms of digital innovation.

Besides these challenges regarding digital innovation and acquisition of IT talent facing SMEs,
these companies struggle with cybersecurity. Only 32% of European SMEs have been found to have
aformally defined cybersecurity strategy in place, meaning that about 17 millions of SMEs in Europe
alone did not have the needed cybersecurity skills in their organization. Thus, these companies must
acquire cybersecurity skills by investing in new processes, people, and technology. Examples of these
investments include training personnel, dedicated cybersecurity staff, and solutions that simplify the
planning and investment in cybersecurity. Also, SMEs can support consultancy companies with the
know-how to guide them toward an efficient cybersecurity strategy.

In a threat landscape published in 2021, analyzing data from April 2020 to July 2021 [73], ENISA
highlights that SMEs discover breaches later than MNEs. According to this report, SMEs discover
breaches within days in 47% of the cases, and MNES discovers in 55%. Also, it highlights that MNEs
have significantly improved their cybersecurity since 2019, while SMEs have stayed the same in this
period. However, SME:s are better in a few aspects when compared to MNEs. One clear example is
the time to fix vulnerabilities and bugs, which is lower in SMEs. As SMEs have to handle less complex
environments (e.g., in terms of size, bureaucracy, and technical demands) than MNEs, SME:s fix their
problems on an average of 75 days versus 88 days required by MNEs. Another relevant aspect to high-
light is that contrary to common belief (which, surprisingly, also comes from the leaders of SMEs),
not only large enterprises are targeted by cybercrime. It becomes much more frequent that SMEs fall
victim to cyber threats, with many owners of SMEs still underestimating the likelihood of their com-
pany becoming a target of a cyber-attack. At the same time, SMEs become increasingly dependent

on their IT systems and networks to provide services and products to their customers. A majority of
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SMEs rely on some form of an information system. Many have an online presence as electronic com-
munication networks, interconnected information systems, and digital services become essential for

their business models.

2.3.1  CYBERSECURITY TRENDS AND CHALLENGES FOR SELECTED SECTORS

The sectors of SMEs and MNEs that are the current target of more attacks are (i) Public Administra-
tion/Government, (ii) Healthcare/Medical, and (iii) Finance/Banking. These three sectors together
represented roughly 40% of all the 1134 incidents analyzed by ENISA from April 2020 to July 2021
[73]. Besides those sectors, the digital service providers and the general public (i.e., users) were also
frequent targets. Due to the importance of these sectors from a cybersecurity perspective, the cy-
bersecurity investments of both SMEs and MNEs operating or offering services in these sectors are

analyzed and discussed.

HEALTHCARE

Although the healthcare sector has been quick to adopt new technology, the same thing cannot be
said when talking about taking up the responsibility of protecting newly acquired technologies against
cybersecurity threats. Despite the importance of cybersecurity in the healthcare sector, findings of
the sector’s current state are alarming. While under-staffing or even the non-existence of cybersecurity-
related positions is in no way isolated to the healthcare sector only, the scale of these problems seems
to be especially large in proportion to the involved risks. Three out of four hospitals do not have a
designated employee for addressing cybersecurity troubles [225].

While healthcare organizations dedicate sufficient funding to become more integrated, there is in-
sufficient spending on keeping software updated and systems secure. This issue is further exaggerated
by the general lack of cybersecurity expertise in the industry as well as the consequences following
substantial expense incurred by the scarce and desired cybersecurity personnel that there is [47,231].

The market for healthcare cybersecurity is expected to rise to US$ 125 billion between 2020-2025,
according to a report by Cybersecurity Ventures [49]. This is due to the fastest-growing cyberattacks
in this field, also affected by the COVID-19 global pandemic, which started at the beginning of 2020
and moved the world to a race to develop not only medicines but also technologies to support the
monitoring of the viruses [84]. The pandemic added the healthcare industry to the radar of cyber-
criminals as never in history. Also, the report states that 62% of hospital administrators interviewed

feel inadequately trained to plan or react against cyber threats that may impact their hospital.
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Cybersecurity breaches in healthcare arise mainly from malware and insider threats. As malware
(e.g., ransomware [165] and specific medical equipment attacks [158]), is typical for this sector, the
healthcare industry is focusing on investing in protecting themselves against this threat, especially

those affecting IoT devices, which is a cause of attention for the following years.

FINANCE

A survey conducted by Cyber & Strategic Risk Services team at Deloitte & Touche and the Financial
Services Information Sharing and Analysis Center (FS-ISAC) pointed out some facts regarding how
digitization and the COVID-19 pandemic are accelerating cybersecurity needs at many large financial
institutions [124]. Table 2.2 provides an overview of cybersecurity investments in the finance sector
in 2019 and 2020. These investments are also a trend for SMEs that want to offer services or products
for the financial market or even be part of the supply chain of large banks. The financial organizations
reported an increase in cybersecurity spending in the last years. It went up from 0.34% of revenue in
2019 to 0.48% of revenue in 2020. This also means that total IT spending rose from 10.1% of revenue
in 2019 to 10.9% of revenue in 2020. Financial utility companies spend most of their revenue on
cybersecurity out of all financial institutions. In 2020, the European Central Bank [59] conducted a
study to identify the main risk factors that the Eurozone banking system is expected to face over the
following years, which include digitization of financial services, obsolescence of specific information

systems, and interconnection with third-party and clouds systems.

Table 2.2: Overview of Cybersecurity Investments of the Finance Sector in 2019 and 2020,
based on the Survey Conducted by Deloitte and FS-ISAC [124]

Investments in Cybersecurity 2019 2020

Percentage of the Revenue 0.3% 0.5%

Percentage of the IT spending 10.1% 10.9%
Average per Full-time Employee US$ 2,337 US$ 2,691

Monitoring, Endpoint
Top Investments per Type and Network security, Same as of 2019
and Access Management

Overall cybersecurity strate
Key Concerns for the -t y Sre ey

review of threats and risks, Same as of 2019
Management Board

analysis of cybersecurity program progress

According to the International Data Corporation (IDC), a global market intelligence and advisory

services provider, the financial sector is expected to spend over one-third of its I'T budget on managing
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security services by 2023. However, today companies are still focusing more on detection than the
prevention of cyberattacks. Among a survey with 400 security experts working in financial services,
56% reported that their organization could detect cyberattacks, while only 31% said their companies
are preventing attacks [182].

Moreover, for the last three years, firms have identified rapid IT changes and rising complexities as
their main cybersecurity challenge, and a lack of skilled cyber professionals as the second one. The
third most significant challenge in 2020 is business growth and expansion. The next one is difficulty
prioritizing options for securing the enterprise tied with inadequate functionality and interoperability
of security solutions. Furthermore, for the past three years, the top two business challenges with
security implications for MNEs have been embedding security into new products and services and
introducing new channels. In 2019 and 2020, the third business issue with security implications for
MNEs has been cost reduction, probably highly affected by the COVID-19 crisis, which started in
the first quarter of 2020.

Additionally, companies mentioned cloud and data analytics as top cybersecurity investment pri-
orities in 2018-2020. In 2020, the IT choices for innovations and adoption of cybersecurity by the
Finance sector were artificial intelligence, process automation (e.g., biometry and other physical se-
curity devices), and mobile solutions. The reasons behind this are the need for access control, pro-
tection solutions, and data security. The latter has become more and more significant over the past

three years.

TELECOMMUNICATIONS AND DIGITAL SERVICE PROVIDERS

The telecommunications sector sees the lowest annual cost of cybersecurity and cybercrime with an
average annual cost of US$ 9.21 million faced by the communications and media sector in 2018 —a
22% increase compared to US$ 7.55 million in 2017 [8]. Telecom operators’ skills and expertise can
partially explain this relatively low cost of cybercrime and success in protecting their networks. It is
also important to note that most cyber adversaries utilize telecommunications infrastructure as their
primary transport method when carrying out their attacks and therefore rely upon a robust network.

Massive cybersecurity investments in these sectors have been made in the past, allowing us to an-
ticipate many threats and support solutions to mitigate the most dangerous for the sector and its
customers with nonstop action and vigilance. However, there is still a need to evolve on this matter.
This is a concern, for example, for the next generation of mobile telecommunications, such as threats
affecting 5G networks and their sensitive functions (e.g., network slicing, orchestrators, controllers,

and virtualized infrastructure) [107]. A study supported by the EU Member States highlights that
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the security challenges for 5G networks are linked to (i) the wide range of services and applications
enabled by this technology and (ii) the role of suppliers in building and operating the network [ 172].

Due to the vast cybersecurity threat landscape that the telecommunications sector faces, invest-
ments into cybersecurity measures alone will not suffice to ensure telecommunications the security
and availability of telecommunications infrastructure. This is especially visible when one looks at the
telecommunication sector’s supply chains, lack of resilience, and the resulting problems. Telecommu-
nications companies need to understand whom they do business with to mitigate the threats arising
from vulnerable supply chains. They need to prioritize and risk-assess each supplier and focus on re-
dundancy, flexibility, and the technical and procedural ability to switch out a supplier if necessary.
Furthermore, they need to map and assess the risks of each component and/ or service offering within
the supply chain and manage operational security accordingly. The strengthening of the robustness
of telecommunications supply chains can be facilitated by building business continuity plans that
consider the removal of critical vendors.

The future of telecommunications sector also goes toward emerging topics to build a responsible
Internet [116], which proposes more transparency and trust within networks, independent of ven-
dors and countries that run the underlying infrastructure. Thus, it is clear that the telecommunication
sector has a place to ensure secure communication and a key role in the digital sovereignty.

Telecommunications also ought to work with local legislators and regulators to better understand
how potential decisions concerning supplier bans could affect them. They should also support and
engage with international standardization to promote better cybersecurity by developing and adopt-
ing new technologies (e.g., 5G networks and the next generation of communications). Some com-
panies (e.g., Verizon, Akamai, and Cloudflare) work close to the telecommunication sectors to pro-
vide the most effective protection against DDoS attacks and other cyberattacks for digital content
providers. Also, many telecommunication companies provide their solutions to protect users and
companies that rely on their services.

Thus, based on these facts and current numbers, it is possible to state that the telecommunication
sector is the one that invests more in cybersecurity and is aware of the different threats in the digital
world. This sector employs many cybersecurity experts, which allows the development of state-of-
the-art solutions. Novel solutions are frequently coming from this sector as an ally to protect other

sectors and digital providers around the globe.

2.3.2 OVERVIEW OF CYBERSECURITY INVESTMENTS

According to Kaspersky, MNEs cut their cybersecurity spending from US$ 18.9 million in 2019 to

US$ 14 million in 2020. The root cause of this reduction is due to COVID-19-related expenses.
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However, the proportion of the budget spent on IT security has grown. In a different move, SMEs
increased their average yearly cybersecurity budgets from US$ 267,000 in 2019 to US$ 275,000 in
2020. For this survey, Kaspersky interviewed 5,266 respondents across 31 countries about the state
of I'T security in their companies, the threats they face, and the post-attack costs they incurred [ 109].

At the same time, the predictions are that the total cybersecurity investments will increase over the
next three years in 71% of companies. Regardless of company size, respondents said that this increase
is due to the rising complexity of IT infrastructure and the need to increase employees’ capabilities.
Nevertheless, about 12% of companies are considering budget cuts due to overall optimization or the
belief that previous investments already helped resolve their risks.

Another trend comes from the investors’ side. It is possible to see that venture capitalists are in-
creasing their funds to invest in startups that offer cybersecurity solutions [5]. This shows that the
market sees the high demand for cybersecurity products as potentially becoming more substantial
and worthy in the following years.

Therefore, the role of cybersecurity is clear for companies and society in the following years (or
even decades). Companies have to carefully consider all of these investments in cybersecurity, since
the threats can be considerably reduced by doing correct investments and planning (e.g., based on
risk assessments, threats landscape, and reliable metrics). A survey sponsored by IBM Security states
that cybersecurity response planning is slowly improving. However, cybersecurity in companies is
becoming too complex due to the use of many different tools without sufficient knowledge [182].

At this point, it is possible to understand that the cybersecurity risks that SMEs and MNEs face
are pretty similar. However, according to the company, some specific threats are more common (e.g.,
data breaches are twice as common in larger companies as in smaller companies). The significant dif-
ference lies in the ability of SMEs and MNEs to handle these risks. Despite technological advantages
for larger firms, both MNEs and SMEs face challenges when it comes to recruiting new cybersecurity
talent, with the labor market for such experts being scarce.

Thus, both MNEs and SMEs have to apply up- or re-skilling strategies to fill the skills gap. It has
also been noted that SMEs are getting targeted more and more often by malicious actors whose goal
is to enter a supply chain’s information system through the weakest link. Thus, besides cybersecu-
rity solutions, critical investments have to be made to increase cybersecurity staff and promote more
cybersecurity awareness for their general employees. Also, companies have to make sure they can
detect and mitigate cyberattacks effectively, with a clear cybersecurity strategy tailored for the reality
of the company (e.g., personnel culture, size, sector, and budget) while covering all relevant facets of

cybersecurity (e.g., detection, mitigation, and recovery plans).
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2.4 BLOCKCHAINS AS A TRUST ENABLER AND AUTOMATION PLATFORM

A Blockchain (BC) is an ordered list of blocks, where its cryptographic hash identifies blocks. Each
block is chained to the block that came before it, creating a dependency between them. Suppose
an attacker wants to change a data or transaction in a block. In that case, the attacker must spend a
massive amount of computational resources to change every subsequent block from the one he/she
modified [162]. Thus, once a block is created and appended to the BC, the transactions in that block
virtually cannot be changed or reverted. That ensures the integrity of the data and transactions in a
BC. Figure 2.10 shows an example of a BC structure in which three different blocks are chained based
on the hash of the previous block. Each block has its hash, a pointer to the previous block’s hash, the

different transactions recorded in the block, and a proof-of-work provided by the block’s miner.

Block 1993
Hash: uuozg523
Block 1992 Previous Block:
Block 1991 Hasl?: xeazqgbau < xeazqgbau
Previous Block: Proof-of-Work:
Hash: uuozq523 < uuozq523 0000000xbuou54
Previous Block: Proof-of-Work: Transaction:
faztrb6a 0000000acko3e 7ahzsgrb
Proof-of-Work: Transaction: Transaction:
0000000ftz67zw hsjuet67 pahejros
Transaction: Transaction:
6sakthth hategof8
Transaction:
s67dhaj9

Figure 2.10: Blockchain Example

BC was initially conceived as a distributed ledger to be the backbone of the Bitcoin cryptocur-
rency [162]. However, its capacity to provide trustworthy, decentralized, and immutable records
has attracted the attention of both industry and academia in the last years 205, 207]. BC has several
benefits, which include: (i) decentralization, which results in transactions validation without the need
of trusted intermediaries, (ii) transparency, to everyone observe what is on the BC and, thus, allowing
auditing of the records, (iii) immutability, which means that once a data has been recorded into the
BC, it is almost impossible to be changed without leaving traces, and (iv) high availability, ensured by
a BC replication on thousands of nodes in a peer-to-peer network.

BCs can vary in characteristics, such as the consensus protocol used to validate transactions (e.g.,

Proof-of-Work or Proof-of-Stake), the transaction fees, and the permission to write and read from
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the BC. Although a BC is supposed to be permissionless and public (i.e., anyone can read and write
on that), there are different implementations (e.g., Hyperledger Fabric and Corda) that allow for pri-
vate implementations of BCs (i.e., Distributed Ledgers) with specific characteristics that improve the
performance of BC but at the cost of reducing or even the loss of the decentralization. Figure 2.11

summarizes the different deployment types of BCs.
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Figure 2.11: Blockchain Deployment Types [205]

Based on BC properties (i.e., decentralization, transparency, and immutability), different approaches
and systems can be developed to establish communication between stakeholders having no single
point of trust. Also, it is possible to store information that can be validated regarding its integrity by
anyone interested in it, which supports the identification of misbehavior and fraud when manipulat-
ing information. Thus, the cybersecurity market can use BCs as an enabler for trust and automation
(mainly using SCs) when developing novel solutions to achieve a certain level of decentralization
and integrity. For different solutions proposed during this PhD thesis, the Ethereum BC has been
used due to its popularity and features that allow for a fast and efficient test and deployment of new

applications running on the BC.

2.4.1 ETHEREUM AND SMART CONTRACTS (SC)

Ethereum [38] originated with the intent of creating a public BC platform on which general dis-

tributed applications can be built. The main drivers for such a proposal and the development of
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Ethereum were the limitations of Bitcoin’s scripting language, which does not provide for Turing-
completeness or even states. These limitations were solved in Ethereum by relying on (i) an account-
based BC, which is different from a UTXO model used in Bitcoin, since it modifies the state of an
account, and (ii) an underlying built-in Smart Contract (SC) language providing the capability to
developers to write Turing-complete programs, which can operate as SCs [244].

Blocks in Ethereum are smaller and are created faster (on average every 14 seconds) compared to
Bitcoin’s block creation time being on average at 10 min. Thus, the overall Ethereum BC size grows
faster, too. To alleviate this increase in size, Ethereum implemented, apart from full nodes, which
store the entire BC data, two other node types: (i) fast nodes and (i) light nodes. Fast nodes only
store block headers, and light nodes rely on full nodes to retrieve blocks when necessary. However,
full nodes are always required to perform the mining and execution of SCs. Further, Ethereum’s con-
sensus mechanism “ethash” was developed to tackle the danger of centralization imposed by mining
pools in Bitcoin [196]. These mining pools exist because the PoW algorithm of Bitcoin can be im-
plemented and performed by Application-Specific Integrated Circuits (ASIC). Miners retrieve block
headers from a central pool and perform the PoW on these headers without needing to maintain the
entire BC. Ethash tackles this problem by being more memory-hungry, which is quite expensive in
ASICs, and asking for miners to fetch random blocks, which requires the storage of the entire BC.

The Ethereum BC implements the concept of SC, which are executable code that run inside a
BC to facilitate, execute, and enforce the terms of an agreement [11]. An SC can be described as a
computerized transaction protocol that executes the terms of a contract agreed between the parties
involved. This notion was proposed long before the arrival of BCs [220]. BCs resolved the lack of a
decentralized infrastructure by providing a suitable approach to removing intermediates. SCs then
became implementable, since BCs outline the perfect distributed environment for operation.

As discussed in [205], the goal of an SC is to (i) satisfy common contractual conditions as with any
regular paper-based contracts, e.g., in terms of payments, liens, confidentiality, or even enforcement,
(ii) reduce malicious and accidental handling, and (iii) avoid any trusted intermediaries. Thus, the
SCs concept is a viable path to automate and ensure agreements reliably and more efficiently than
paper-based contracts. As specifically designed from scratch in Ethereum, the BC has proven to be
a highly appropriate infrastructure for the fully decentralized and transparent execution of a mutual
agreement between parties. It is worthy of mentioning that not only does Ethereum implements SC,
but many new generations of BCs (e.g., Cardano, Tezos, and EOS) have support or have a roadmap
the plan to support SC.

In an SC, data structures and algorithms can be developed to store information and execute tasks

when the specified conditions are met, such as transferring a determined value between users as a
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punishment when part of an agreement is not accomplished or when one pre-defined trigger is acti-
vated. Different programming languages are available to build SC (e.g., Solidity and Liquidity) [180].
The choice of a language depends directly on the objectives and BC support.

After being implemented, the code of an SC for Ethereum is executed in a sandbox environment
through the Ethereum Virtual Machine (EVM) [38], in which it is possible to execute arbitrary and
Turing-complete code ((i.e., allowing for the execution of loops) directly on-chain. An EVM defines
an environment isolated from the host itself, being precisely the same for all Ethereum nodes (called
”Ethereum Clients”) in the BC network. A client software (e.g., Geth and Parity) is used for external
communications and interactions with the operating system of the host node.

Although many different BCs provide support for the execution of SCs, the majority follow the
model determined by Ethereum. A sandboxed environment ensures that the execution of the SCs is
precisely the same across all nodes of the network. While the SC is defined in a high-level language
(e.g, Solidy or Liquidity), it is transformed and interpreted in bytecode until it is propagated onto
the BC network according to the consensus algorithm configured in the EVM. The EVM operates
on the respective operating system and runs the Ethereum protocol. Thus, the client communicates
with the host’s operating system to broadcast the transaction containing the bytecode corresponding
to the SC, which is crafted into different IP packets and sent to the BC network. The role of the EVM
(i.e., the BC’s "virtual machine”) is crucial, since code must be identical across all Ethereum nodes
in the BC network and must comply with well-defined interfaces. Therefore, it is possible to enable
flexible support for different clients, which, in turn, can provide different abstraction levels for the

development of applications.

pragma solidity ~0.4.10;
contract HelloContract {
string helloWorld;
function getHello() public {
helloWorld = "Hello World";

Listing 2.1: Example of Smart Contract for “Hello World" in Solidity [205]

Listing 2.1 shows a simple example of SC code, implemented using the Solidity programming lan-
guage, that returns the text hello world whenever it is called. Therefore, Ethereum provides direct
support for its high-level language "Solidity”, with a syntax based on JavaScript. However, support
for different languages that developers are familiar with exists if that language is compiled into EVM

opcodes, which can be interpreted and executed by the EVM.
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Regardless of the high-level language of an SC, the EVM interprets and executes EVM opcodes
based on an incentive scheme, which is paid in form of Gas. Gas defines the internal pricing to run
a transaction or a contract in the Ethereum blockchain, which is efficient for measuring the compu-
tational usage in terms of monetary costs (e.g,, Gas per USD or Swiss Franc) [91]. Thus, the higher
the complexity of an SC is, the higher will be the cost for its deployment and operation, demand-
ing a higher amount of Gas for its execution. It is important to note that such an incentive scheme
is required for BCs due to the permissionless of BCs. Thus, a mechanism is needed to prevent the
BC from DoS attacks (i.e., an endless loop within an SC), either maliciously or just by accident. In
contrast, incentives may not be necessary for Distributed Ledgers, especially those that support per-
missioned (i.e., pre-selected users) deployments. Once a sufficient amount of Gas is provided for the

SC’s deployment, the EVM generates the bytecode, which is sent to the client.

2.5 TERMINOLOGY OF BUSINESS AND COMPUTER SCIENCE FIELDS

As this PhD thesis covers different aspects with a technological and business view, it needs to clarify
the usage of different terminologies, especially those related to the contributions of this work, such
as methodology, framework, and solutions.

In computer science, a methodology can be divided into five categories: (i) Formal, (ii) Experi-
mental, (iii) Build, (iv) Process, and (1) Model [128]. A process methodology is used, for example,
to understand and determine the processes needed to accomplish tasks in computer science [128].
This might include different methods, processes, and representations. Also, this methodology can be
used to define structured processes involved for the success of a project (e.g., a cybersecurity strategy).
Thus, this PhD thesis focuses on the process methodology definition to provide a transparent step-
by-step methodology that represents all relevant tasks decision-makers must consider when aiming
for a better cybersecurity strategy.

However, in the business field, another concept could be wrongly interpreted in the context of the
concept of process methodology from computer science. This concept is the framework. A frame-
work can be described, according to the Project Management Institute (PMI), as a structured way to
provide control, direction, and coordination through people, policies, and processes to meet orga-
nizational strategic and operational goals [185]. Thus, a framework harmoniously connects a set of
ideas, principles, and rules to facilitate handling the situation. Table 2.3 summarizes different defini-

tions of framework from the business field.
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Table 2.3: Examples of Definition of the Framework Concept in Business-related Fields

Business Definition This PhD Thesis

Framework is a structured way to provide control, direction, and coordina-
tion through people, policies, and processes to meet organizational strategic Methodology
and operational goals [ 185 ]

Framework is a process and fundamental base of what operating strategies
guide an business or organization. The choice of a business framework de-
. o . . Methodology
pends on the business, the organizational structure, the strategic planning and

systems [226]

A framework generally describes the corporate organization or management
structure or may generally outline company policies or an organization might | Methodology
develop a framework to achieve a particular goal [127]

A framework is a system of rules that are used to govern a process or decision

[186] Methodology

A framework connects a set of ideas, principles and rules in a harmonious

manner to facilitate handling of situations Methodology

As can be seen, the concept of a framework from the business field has a similar meaning as what
in this PhD thesis is referred to as a methodology. The decision for the usage of methodology is to
maintain the coherence with computer science concepts, since this PhD thesis is focused more on
this field. However, a reader with a business background can interpret the proposed methodology as
a framework without any loss of generality of this PhD thesis.

This PhD thesis then uses the concept of a framework from computer science to describe the sec-
ond contribution (cf. Figure 1.4). Therefore, a framework here is defined as a layered structure that
indicates what kind of softwares can or should be built to satisfy a particular methodology. Also, the
framework describes how these programs are interrelated. Examples of frameworks also include: (i)
the NIST cybersecurity framework [ 167] that provides a high-level taxonomy of cybersecurity out-
comes and a framework to assess and manage those outcomes, and (ii) the Mitre ATT&CK [224],
which is the knowledge base of adversary tactics and techniques based on real-world observations.
This framework is used as a foundation for developing tools and methodologies to document and
track various techniques attackers use in the different stages of a cyberattack. Also, the Mitre ATT &CK
framework can be used to identify risks and the capacity of a company to handle these risks.

Finally, different solutions are developed to satisty different components mapped in the proposed
framework. Examples of solutions include pieces of code, interfaces, and APIs. These solutions can be

developed as independent algorithms, tools, or even entire platforms integrating different function-
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alities. Each proposed and developed solution in this PhD thesis has specific architectures according
to the technology stack and components required during the development. All of these contributions

and artifacts are presented and discussed in dedicated sections within Chapter 4.
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Knowledge emerges only through invention and re-
invention, through the restless, impatient, continuing,
hopeful inquiry human beings pursue in the world, with
the world, and with each other.

Paulo Freire

Literature Review on Cybersecurity Planning

HIS chapter provides an overview of the state-of-the-art of cybersecurity planning and invest-
ment, also focusing on the cybersecurity economics pillars. First, the most general regulations

and well-known organizational guidelines are covered. Next, a review of the current work on method-
ologies and frameworks for cybersecurity planning and investment is provided. Then, specific models
and techniques proposed within this context are discussed. Finally, this chapter summarizes novel
solutions (e.g., platforms, tools, and Web-based applications) proposed by academia and industry to

simplify the process of investing in cybersecurity and defining cybersecurity strategies.

3.1 REGULATIONS AND ORGANIZATIONAL GUIDELINES

The European Union (EU) Cybersecurity Act came into force in 2019 to strengthen the EU Agency
for Cybersecurity (ENISA) and also establish a cybersecurity certification scheme for products and
services [61]. This introduces a scheme that contains a set of rules, technical requirements, and stan-
dards that helps to evaluate the level of cybersecurity risk of a product (e.g., basic, substantial, or high).
This certification is to be recognized in all 27 EU Member States to make it easier for businesses to

prove they encompass a certain level of cybersecurity.
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As the certification process is a very complex environment, the European Watch on Cybersecurity
& Privacy started to provide guidance to help SMEs understand where to start implementing required
standards and technical specifications. An SME, if satisfying all requirements, can receive a Cyber-
security Label as a low-cost solution that assesses and showcases its cybersecurity posture [74]. The
requirements include eight domains, such as requirements for software, services, and critical business
products. Besides the self-assessment provided by the European Watch, it is also important to have
solutions at hand that help SMEs achieve the different requirements.

Another important regulation in Europe that went into force in 2018 is the GDPR. The GDPRis a
law for privacy and security that defines rules for every company that processes the personal data of
EU citizens or residents, including companies that offer goods or services for such people. Therefore,
the GDPR applies even to companies not located in the EU but that offer services there. The fines
for violating the GDPR are substantial, with a maximum of € 20 million or 4% of a company’s global
revenue (the higher value of those is considered) [46]. Although the GDPR does not focus directly
on planning and investment issues discussed in this PhD thesis, it is clear that a lack of capacity of
SMEs to achieve GDPR compliance [ 101] might result in negative economic and technical impacts.
Therefore, the challenges of this kind of compliance (e.g., data management and protection, informa-
tion audit, and data protection officer) also have to be considered when planning and investing in
cybersecurity.

Besides regulations, there are also well-known approaches from standardization institutes. For ex-
ample, the National Institute of Standards and Technology (NIST) of the United States of America
(USA) defined, with its latest version released in April 2018, a framework to guide cybersecurity ac-
tivities as part of the organization’s risk management processes [ 167]. This framework is composed of
three parts: (i) a core that provides a set of activities to achieve better cybersecurity outcomes in com-
panies, (ii) the implementation tiers, which provide mechanisms to understand how companies are
managing cybersecurity risks, and (iii) the cybersecurity profiles to help companies to align and pri-
oritize its cybersecurity activities. The NIST CSF’s core comprises five key cybersecurity outcomes
identified by stakeholders when managing cybersecurity risk: Identity, Protect, Detect, Respond,
and Recover. Thus, the main goal of this framework is to reduce and better manage cybersecurity
risks.

The framework also highlights the importance of prioritizing investments to maximize the impact
of each amount spent. Thus, the NIST CSF can be used to complement existing processes within the
business to improve cybersecurity operations. However, although the framework provides a com-
plete guide to cybersecurity, it is unclear how companies can apply this knowledge to achieve a better

investment and cybersecurity, such as which models and tools must be in place for efficient planning
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and investment. In order to simplify the understanding of the framework, the NIST also published
a version to support small businesses [ 169], which is a summarized version of the framework that
helps companies to understand the key activities to conduct.

The European Union Agency for Cybersecurity (ENISA) has also dedicated many efforts in the
last years to develop new frameworks, standardization, and guidelines for building a solid cybersecu-
rity ecosystem for Europe. These initiatives resulted in relevant outcomes for the industry, society,
and academia, such as a threat modeling and landscape [63 ], risk management frameworks [170],
and strategies for national cybersecurity [69]. Furthermore, ad-hoc working groups have been cre-
ated by the ENISA and supported by other European projects focused on different perspectives of
cybersecurity, such as skills and education [68, 96], SMEs challenges and guidelines [71], and cy-
bersecurity investment [72,166].

Also, the European Telecommunications Standards Institute (ETSI) published a technical report
in May 2021, named ETSI TR 103 787-1, which focuses on the cybersecurity standardization essen-
tials for SMEs [ 62]. This report discussed and compared seventeen different cybersecurity standards
and frameworks (e.g., ISO 27033, ISO 27036, ISO 27002, and NIST for Small Businesses) to create
a quick unified reference for SMEs to implement cybersecurity processes. It shows that the Euro-
pean agencies and institutes know the key role of cybersecurity for today and the future, focusing on
promoting an extensive adoption of cybersecurity by businesses of all sizes. Although many solid
technical frameworks are available, many efforts are still required to organize and simplify the infor-
mation for extensive adoption of best practices and efficient cybersecurity strategies.

Another example of frameworks provided by organizations is the one provided by the Armed
Forces Communications & Electronics Association (AFCEA). AFCEA is a non-profit US-based or-
ganization serving the military, government, industry, and academia. In [223], AFCEA presented a
discussion on cybersecurity economics in a practical framework. The framework guides private orga-
nizations and the US government highlighting principles to guide investments in mapping risks and
their associated economic impacts. Threats are categorized according to their complexity and their
mission criticality (e.g., defining how specific vulnerability could impair a service/process).

Also, the ISO 27001 [234] defines requirements for establishing, implementing, and maintaining
information management systems. A set of risk management and security best practices is provided,
too. The ISO 27001 is an auditable standard that allows for a well-recognized certification throughout
the industry. Organizationally mature organizations are more usually to take this certification due to
its associated complexities, costs, and certification process.

From a different perspective, the Information Technology Infrastructure Library (ITIL) frame-

work [45] is designed to standardize the overall lifecycle of IT services within a business. Therefore,
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ITIL provides best practices that explore the role of information security management systems to
align IT resources and offerings to businesses. ITIL security management is based on the ISO 27001
standard; however, it does not focus on providing guidelines, specifications, and implementation for
cybersecurity strategies.

Concerning mapping risks and threats (without a direct analysis of economic impacts), the NIST
developed a model for guiding the investment in cybersecurity countermeasures. Specifically, NIST’s
Special Publication 800-37 [166], and 800-53 [170] are part of the Cybersecurity Risk Management
Framework (RMF), including a method for assessing the implementation of controls to mitigate risk.
Although 800-37 and 800-53 do not present an analysis directly related to economic aspects, the
NIST framework to classify risks and the AFCEA mapping of risks allows for establishing economic
models based on threats. Although NIST 800-37 and NIST 800-53 do not present an analysis di-
rectly related to economic aspects, the NIST Cybersecurity Framework (CSF) [168] (as well as the
AFCEA) allows for the classification of risks, for example, to establish economic models based on
threats.

Also, specific models have been proposed over the years for different scenarios and applications.
For example, while NIST guidelines focus on the overall risks of an organization, STRIDE [246],
LINDDUN [245], and DREAD [213] map each specific type of threat as well as their mitigation
actions. For instance, STRIDE stands for Spoofing, Tampering, Repudiation, Information, Denial-
of-Service, and Elevation of Privilege. Itis an industrial-level methodology that comes bundled with a
catalog of security threat tree patterns that can be readily instantiated [246]. DREAD is a mnemonic
for Damage potential, Reproducibility, Exploitability, Affected Users, and Discoverability. This, al-
though similar to STRIDE, represents a different approach for assessing threats [213]. LINDDUN
is built upon STRIDE to provide a comprehensive privacy threat modeling [245].

Table 3.1 provides an overview of relevant regulations, organizational guidelines, and threat mod-
eling initiatives. In summary, there are a lot of interests and initiatives from governments, industry,
and academia regarding the future of cybersecurity. This goes toward the standardization of cyber-
security, new regulations, and different frameworks from the organizational to the technical level
proposed and promoted by institutions with a worldwide and national scope. These initiatives are
highly relevant and support the level of cybersecurity as we know of today. However, no easy-to-
follow guidelines fit all businesses; neither de jure nor de facto standards for cybersecurity planning
and investment are placed. Thus, cybersecurity still has to advance in different dimensions, not only
with better standardization and regulations but also with more tangible and accessible solutions for
SMEs and stakeholders.
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Table 3.1: Examples of Relevant Regulations, Organizational Guidelines, and Threat Modeling

Initiatives
Main
T ‘e
Work ype Stakeholders Characteristics
Cybersecurity . ENISA and Regulétion that strengthen the power of ENISA and
Regulation . established an EU-wide framework for cybersecu-
Act [61] EU Companies | . .
rity certification
Provides a concise manner to assess and showcase
Cybersecurity 11 EU SMEs that an SME understands the landscape and key cy-
Guidelines .
Label [74] and Start-ups | bersecurity elements needed for a good cybersecu-
rity posture
GDPR [101] Regulation AllEU Defines tbe rules'fc?r the process‘ing of personal data
Member States | and offering of digital products in Europe
A guide for cybersecurity activities in businesses,
NIST CSF [168] Guidelines Companies considering risks as part of the organization’s risk
management processes
A where-to-start guideline for cybersecurity con-
ETSI 1
Guidelines SMEs cepts, processes, standards, and frameworks for
TR 103 787-1 [62]
SMEs
Military, . . .
AFCEA P . A roadmap for incremental investments in cyberse-
Guidelines Companies, and

Framework [223]

US government

curity

Guidelines and

Comprises best practices and controls to ensure in-

ISO 27001 [234] Certification Companies fo‘rm.atlon covering people and processes are secure
within companies
OWASP 11 Developers and | Nonprofit foundation that works to improve the se-
- [17s] Guidelines . .
Foundation Companies curity of software
Standardization for the overall lifecycle of IT ser-
ITIL [45] Guidelines Companies vices within a business, including information secu-
rity best practices
Model of threat d by Mi ft to hel
STRIDE [246] Threat Modeling Companies odel of threals used by Wucrosolt fo help reason
and find threats to a system
Provides a mnemonic for risk rating security threats
DREAD [213] Threat Modeling Companies using different categories, previously used at Mi-
crosoft
Systematic elicitati d mitigati f pri
LINDDUN [245] | Threat Modeling Companies ystematic elicitation and mitigation of privacy

threats in software systems

The following literature analysis focuses on the research developed in academia and industry to

highlight the current trends toward better cybersecurity planning and investment. This analysis is

SS



conducted from an economic lens ever more than possible, which means that the ultimate goal is to

highlight how the current and novel solutions can contribute to cost-efficient cybersecurity strategies.

3.2 METHODOLOGIES AND FRAMEWORKS

Besides the fact that well-known methodologies and frameworks are placed, like those discussed in
the section before, there are research efforts to understand cybersecurity nuances to develop and
promote novel approaches that help during cybersecurity’s planning and decision process. This sec-
tion explores the knowledge and challenges of different fields and sectors to build a foundation (i.e.,
methodologies and frameworks) for efficient cybersecurity planning and investment.

Inspired by the Project Management field, the work proposed in [222] modeled an easy-to-use
cybersecurity canvas to address the problem of SMEs having a lack of knowledge to handle cyber-
security. The proposed framework is based on modular building blocks that can be individually or
together according to the demands of an SME. This work uses a top-down approach divided into five
layers: (i) Preparation and Assessment, (ii) Management Level, (iii) Technical Level, (iv) Attacks
Management, and (v) Implementation and Improvement. The framework defines eleven obligatory
tasks (e.g., objectives of security and budget, definition of critical systems, and employee awareness-
raising) for all organizations, ten strongly recommended but not mandatory, and four recommended
but optional. This helps companies use the framework as an initial self-assessment to think about
processes and complexities to determine or improve a cybersecurity strategy. However, although
the steps are well-defined and the framework easy to use, it does not indicate which kind of informa-
tion an organization has to collect nor which kind of techniques and tools are needed for a successful
assessment. Also, the outputs of the framework are hard to measure, since there is no indication of
what is a success/failure for each layer.

In another work, [31] provided a framework to improve the way how to think about cyber risk.
This framework relies on the knowledge of different fields (e.g., computer and network engineering,
economics, and actuarial sciences) to investigate and shed light on the nature of cyber risks. This
framework categorizes the risk factors into five sequential classes: threats, vulnerabilities, controls,
assets, and impacts. According to the framework definition, not every threat realize a risk, and nei-
ther does every pair of threats and vulnerabilities lead to a successful attack. The interaction between
threats, vulnerabilities, and controls determines the success of attacks. The value and importance of
an affected asset define the impact of an attack. The key outcomes of the work include (i) a differen-
tiated view on cyber versus conventional risk by separating the nature of risk arrival from the target

exposed to risk, (ii) the conclusion that economic impacts are characterized by incomplete informa-
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tion, externalities, and wrong correlation caused by risk factors, and (iii) quantification of cyber risks
suffers from a lack of relevant data, information sharing, and knowledge about threats and vulnerabil-
ities. Based on that, although the work discussed in-depth relevant challenges for cybersecurity, one
of the most relevant key messages is that relevant data will never become available unless policies are
written and regulations adopted (as discussed in Section 3.1 above).

[179] introduced an approach to identify cybersecurity challenges and opportunities, thus, help-
ing to the development of new risk assessment and management frameworks. The work investigated
the most well-known risk assessment methodologies and frameworks (e.g., ISO 31000, TOGAF Se-
curity Guide, MEHARI, and MAGERIT), thus, mapping how they fit specific requirements. The
analysis of existing frameworks identified that current risk assessment frameworks do not consider re-
lations between sectors and cannot address multi-sector and transversal issues. Based on this analysis,
the authors proposed a conceptual framework called E-MAF to evaluate cybersecurity risks in trans-
and multi-sectoral contexts. This framework is composed of (i) the Transversal Foundation Tier,
which guides the organizations to manage and reduce their cybersecurity costs in a way that com-
plements an already placed processes for cybersecurity and risk management, (ii) the Multi-Sector
Implementation Tier, where all multi- and inter-sector aspects are managed, such as supporting the
understanding of specific views and priorities of organizations, and finally, (iii) the Security Align-
ment Tier, which implements all security controls. Based on that, it is possible to argue that [179] de-
fines an interesting new approach that can be used for cybersecurity risk assessment and management
in multi-sector and transversal scenarios. However, although it looks to be a promising approach for
companies, it still lacks better comparisons and evaluations with the current frameworks.

Other frameworks are available for specific sectors or technologies, such as the one proposed by
[229]. It provides a valuable tool for senior management to understand security problems and orga-
nize security processes in the construction industry and civil engineering-related tasks, thus, handling
specificissues related to this sector’s supply chain and activities. Another example is the methodology
developed in [217] for the assessment of cybersecurity in healthcare scenarios based on IoT. Besides
these examples, many works have explored well-known frameworks to validate and adapt for specific
scenarios, such as for campus IoT collaborative defense using NIST CSF [243], and the analysis of
blockchain cybersecurity [108].

There are also different methodologies and frameworks focusing on investments in cybersecurity.
Most of them rely on the foundations provided by the well-established metrics discussed in Sections
2.2.2 and 2.2.3: the Return On Security Investment (ROSI) and the Gordon-Loeb (GL) model.
For example, in [106], the authors proposed the usage of the GL model as a logical approach when

considering the cost-benefit aspects of cybersecurity investment based on the implementation of the
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NIST CSE. This allows for an integrated framework that addresses economic and technical aspects
of cybersecurity. This kind of work might be used as motivation for a path to follow. As companies
and research results become mature, it is expected that best practices and solutions emerge to address
cybersecurity planning and investments using - at best - a common language and background.

The work conducted in [248] provided a comprehensive framework to measure the effectiveness
of the ROSI metric. The framework was validated and, based on an experimental analysis using the
Common Vulnerability Security System (CVSS) attack dataset, shown that it is possible to reduce
75% of annual loss due to cybersecurity by following the proposed systematic framework to deter-
mine the ROSL Thus, it suggests that organizations can save resources (e.g., time, money, and per-
sonnel) by following proper approaches and metrics during the investment in cybersecurity. In a
previous work [99], a family of analytical frameworks was proposed to assess and measure the effec-
tiveness of cybersecurity and the economic benefit of investments. This work helped to understand
the complexities and different ways to think when analyzing the economic-benefit returns of cyber-
security investments. Therefore, even with the excellent results of different frameworks placed, plan-
ning and investments in cybersecurity cannot be based only on rigid model structures or static steps

but requires a combination and selection of frameworks, models, and solutions.

3.3 MODELS AND TECHNIQUES

Aiming at the evaluation of economic risks, [6] proposes a model based on Routine Activity Theory
(RAT) to study the attacker’s goals by using the information about the attack reported in news articles.
It shows how RAT may explain DDoS attack trends in educational institutions. The work conducted
argues that DDoS attacks are not random phenomena, but attackers are instigated by their circum-
stances. Therefore, it was observed that measuring the actual economic impact of DDoS attacks is a
very complex task and requires, as a first step, understanding the context of a specific attack. From an
economic and societal perspective, these arguments and the model itself can be used to understand
different attacks, such as the current ransomware trend and phishing attacks.

In another work, [142] proposed a Deep Learning (DL) model to assess economic risks in vir-
tual power plants. The authors explored two techniques called Naive Bayes and the J49 bagging tree
model. The initial results suggested an exciting path for artificial intelligence as an ally for measuring
and understanding economic impacts during cybersecurity planning. However, challenges have to be
addressed in this field, such as the lack of explainability of DL algorithms [119] and insufficient cy-
bersecurity information sharing for training these kinds of algorithms [203]. Also, researchers from

the NIST proposed a model to assess cybersecurity risks to support investment strategies in network
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security [155]. This work highlights how ML can be used as a foundation for cybersecurity invest-
ments in different scenarios, e.g., those that use remote work tools, IoT devices, and mobile elements.

The work conducted in [133] proposed a model to measure data breach risk’s probability, thus,
identifying the maximum loss due to a cyberattack. The authors used an alternative approach to es-
timating the potential loss degree of an extreme event with one of the largest private databases for
data breach risk. The statistical estimation process for the data breach loss maxima comprises data
analysis, time-series analysis, extreme value analysis, and prediction techniques. Although existing
models empower organizations to compute optimal cybersecurity investments (e.g., GL and ROSI),
some uncertainties must be considered. For that, in [77], the authors proposed a game-theoretic
model that shows how uncertainties (e.g., possible new vulnerabilities after investments and mis-
taken values assigned for the risk assessment parameters) regarding the cybersecurity risk assessment
and planning might affect the efliciency of cybersecurity investments. The authors explored game-
theoretic concepts and combinatorial optimization techniques, such as a single-objective multiple-
choice knapsack-based strategy. The work argues that uncertainty is naturally a challenge that all
cybersecurity managers face when making decisions. The work also highlights that it is possible to
mitigate most damage by selecting proper cybersecurity measures even with some uncertainty during
the cybersecurity planning and assessment.

In [194], a novel model called Cybersecurity Economics and Analysis (CEA) is proposed to in-
crease the harmonization of European cybersecurity initiatives and synchronizing practices of cyber-
security solutions. This model is based on strategic and long-term thinking to incorporate economics
in the decision-making for cybersecurity. Thus, a holistic approach is used to propose a model that
considers technical perspectives of organizations’ security and institutional, economic, governance,
and human dimensions of cybersecurity. The CEA model was also a try to provide a benchmark for
the economic assessment of cybersecurity at a national and international level. However, it still lacks
evaluations to assess the effectiveness of the model and the economic impacts of cybersecurity.

Finally, an extension of the GL model is proposed in [52] to consider multi-period and relaxing
assumption of a continuous security breach probability function (cf. Section 2.2.2). This allows cap-
turing dynamic aspects of cybersecurity investment, such as in scenarios that are impacted by dis-
ruptive technologies and constantly evolving. The extension was demonstrated by conducting a case
study for critical infrastructure protection. This case study and discussions show evidence that the
extended ENBIS function (i.e., the difference between benefits and cost) and security breach proba-
bility function allows the GL model to capture the financial consequences on the optimal investment
level due to the advent of new and disruptive technologies. As a limitation, the authors highlighted

that simulations and empirical tests are still required to validate the approach, since it requires the
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specification of productivity parameters a and f3, which are not trivial to measure these parameters,
even though it is possible to derive by using specific GL model equations. In another work also based
on the GL model, the framework proposed in [146] illustrates a continuous improvement of cyber-

security performance and investment cost analysis in a real-world cybersecurity scenario.

3.4 SOLUTIONS

The solutions considered for this PhD thesis are tools, systems, or software that implement method-
ologies or techniques to allow users to handle cybersecurity demands. All of these solutions discussed
in this section provide at least (i) a backend that implements a set of features for cybersecurity plan-
ning and investment and (ii) a frontend that allows users to interact with the solution to access the
features. Therefore, solutions like those discussed below are essential for cybersecurity planning and
investment, especially for SMEs that need intuitive and simplified ways to handle their cybersecurity.

The Cybersecurity Osservatorio offers a set of cybersecurity services to raise SMEs” awareness of
the importance of cybersecurity. One of these services is composed of a cybersecurity self-assessment
tool [48]. The main goal of the tool is to provide a quick and straightforward tool for cyber risk self-
assessment. The tool requires two types of input: information about security measures and informa-
tion about key assets of the enterprise. When all inputs are provided, the tool estimates the expected
annual losses for every relevant threat and a total one. The output is to be available when the input
information is correctly provided.

Also, a radar chart, as shown in Figure 3.1, provides the average values of compliance for each
category (e.g., access control, communications security, and security policies) for the companies that
used the self-assessment questionnaire. Also relying on questionnaires, the work developed in [28]
presents an SME cybersecurity evaluation tool based on the NIST Cybersecurity Framework (CSF).
By selecting and improving a set of the controls defined by the NIST CSF, the tool makes it easier for
SMEs to complete a cybersecurity risk assessment. Also, the tool aims to provide best practices and
specific recommendations on how to improve security in an organization.

[123] developed a tool named SERViz to support the risk assessment and economic analysis of
cybersecurity. By using the tool, decision-makers can configure different parameters related to their
business (e.g., business sector, operation systems, and most common attacks), analyze the risks, ob-
tain insights about direct and indirect costs (e.g., due to business’s downtime and reputation loss), and
receive recommendations of cost-efficient countermeasures. The tool also relies on ROSI to high-

light, besides technical aspects, the better from the economic perspective. However, the tool is still

60



Information security (1S) policy

Organization of 1S Compliance

Human resource security S aspects of Business

Asset ma nagement IS incident man agement

Access control Supplier relationships

Cryptography System development/maintenance

Physical/environmental security Communications security

Operations security

Figure 3.1: Summary of Compliance for Each Category in the Self-Assessment Questionnaire,
as presented in [48]

a conceptual prototype, requiring more investigation related to available cybersecurity economics
metrics, validation with industry partners, and populated with relevant cybersecurity information to
become used in production.

[120] proposed a recommender system that tracks and recommends protection against vulnera-
bilities. The work uses a pipeline composed of Natural Language Processing (NLP), fuzzy matching,
and ML. The automation provided by the solution allows a cybersecurity analyst to obtain a list of vul-
nerabilities that match their software or hardware inventories. The recommender system was tested
and compared against a human analyst. During the evaluation, 5o software and 5o hardware invento-
ries with commonly used software, network, and computer hardware components were considered.
As a result, for these given datasets, the recommender system saved over 7 hours of work while also
providing more accurate results than vulnerability analysis conducted by humans. Although other
recommender systems are available in the literature, this is, according to the authors, the first work to
address, in an automated way, the problem of the matching of vulnerabilities in private inventories of

software and hardware.
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A recommender system for data protection was introduced by [ 147], which simulates protection
options and provides insights into aggregated plans. The system recommends protections for a given
data group to achieve a higher risk deduction with a given budget. Also, related risk factors can be vi-
sualized in the user interface, allowing for interactions and recommendations according to the user’s
demands. This kind of system can reduce security analysts’” cognitive load and improve the perfor-
mance of tasks required for efficient data protection decisions. Even though this work can serve as
the first step toward data-centric security application, the authors emphasize that evaluations with
larger samples are still needed to validate and improve the proposed system.

In another work based on NIST CSF, the authors proposed a user-interactive cybersecurity tool
to simplify and automate the NIST-compliance of companies [118]. This work developed a front-
end and back-end to provide a robust and user-friendly NIST-compliance guideline tool. For that,
features were developed, such as the questionnaires generators based on NIST CSF according to
the company being analyzed, a heat map generator to visualize the CIA score, and a database edi-
tor for information management. Also, APIs were developed to allow the interaction between the
different components and features of the work. The work was validated in a scenario considering
e-commerce risk management. However, even simplifying the process by providing Web-based in-
terfaces and other features, applying the NIST CSF remains a challenge for SMEs, since it requires
an understanding of cybersecurity-related information, concepts, and interactions.

[195] proposed a new solution for the analysis and risk management. The solution novelty relies
on the correlation between vulnerabilities and assets available in the company. It is possible to under-
stand the potential impacts on the assets if a given vulnerability is exploited or an incident happens.
The authors argued a gap in the literature that concerns technical and economic impacts, since most
of the solutions available for risk management focus on the threats only without understanding the
assets and their possible economic impacts.

Atool named ReCls was introduced in [ 114]. The tool applies the Return on Cybersecurity Invest-
ment (ROCI) model, also proposed by the authors of the work, to quantify the effect of cybersecurity
investment on critical infrastructure. In the ROCI model, the ultimate return value to determine if
protection is cost-efficient is calculated as the annual difference between costs associated with cyber-
attacks minus the costs of those same attacks, now mitigated by a cybersecurity solution. This metric
looks very similar to the ROSI, one of the metrics covered by this PhD thesis. By using the ROCI
model and recommender systems, the ReCls tool can provide financial cost overviews. Also, it helps
during the decision process of selecting a cybersecurity solution for critical infrastructure. This work
was one of the first cybersecurity investment approaches to quantify a return on investment for the

critical infrastructure sector.
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As an example of effort from the industry, there are dedicated efforts to developing a tool for real-
time risk assessment called CERCA [ 152]. The tool receives input data from various sources that can
inform about changes in the target system (e.g., new threats, new target nodes, new vulnerabilities,
alarms from Security Information and Event Management, and Intrusion Detection System tools).
Input data can also come from historical events or questionnaires (filled by end-users). However, the
strength is the usage of real-time indicators, such as security events/alarms, configuration changes,
vulnerabilities (detected by monitoring tools), and potential threats/attack patterns (predicted by Al-
based tools or provided by threat intelligence sharing). These efforts show the potential and interest
of the industry in the market of cybersecurity and its potential economic impacts. At the time of this
PhD thesis, the CERCA solution was still under development [214].

An overview and comparison of different solutions discussed within this section are shown in Ta-
ble 3.2. These solutions are classified according to their categories (e.g, risk assessment or cyber-
security investment) and whether they are commercial products or research prototypes. Also, the
availability of important features to support cybersecurity planning and investment are analyzed, in-
cluding the (i) availability of intuitive and user-friendly interfaces to users access the features pro-
vided by the solutions, (ii) technical dimensions of cybersecurity, such as analysis of vulnerabilities,
identification of violations of CIA triad, and integration with robust monitoring solutions, and (iii)
coverage and analysis of economic aspects of cybersecurity, such as considering financial loss due to

cyberattacks and cost-effective decisions for better cybersecurity.

3.5 KEY OBSERVATIONS

This chapter provided an analysis of the state-of-the-art of cybersecurity planning and investments.
This analysis was conducted during this PhD thesis’s development and was fundamental to identi-
tying and validating research gaps, opportunities, and challenges for the field. This PhD thesis cov-
ers different aspects of cybersecurity, from the planning and risk assessment to the investment and
deployment of cybersecurity strategies. Therefore, the related work also has to investigate different
domains while maintaining the focus and scope relevant to pave the path and contributions of this
PhD thesis, i.e., methodologies, frameworks, and solutions.

Different organizational guidelines and standardization approaches were mapped to highlight the
efforts toward better cybersecurity. It is possible to observe that the most well-known and accepted
initiatives (e.g., NIST CSF, ENISA, and STRIDE) have been placed there for many years. However,

there are still many complexities (from the technical, legal, and economic perspective) involved in
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Table 3.2: Overview and Comparison of Solutions for Cybersecurity Planning and/or Invest-

ment
-Friendly | Technical | E i
Solution Category Type User-Eriendly | Technica conomic Characteristics
Interface Aspects Aspects
b it
24 ersecurity Risk . Provides report on ex-
Osservatorio Product Yes Partially Yes
X . Assessment pected annual losses.
Questionnaire [48]
Rea-Guaman Risk Research ) ) Correlatlc.:n}. between
Yes Partially Partially | Vulnerabilities and
etal. [195] Assessment | and Prototype
Assets.
Risk Real-time Assessment
CERCA [152] Assessment Product Yes Yes Yes and SIEM integration.
NLP and ML tech-
Trackin: Recommender Research niques is applied to
o & System and Risk No Yes No . ! pp .
Vulnerabilities [120] and Prototype list vulnerabilities in a
Assessment .
software inventory.
Quantifies the effects
ReClst [114] Cybersecurity Research Yes Partially Yes of cyberse.curity . .in—
Investment and Prototype vestment in  critical
infrastructures.
. Questionnaire-based
Risk R h
CET [28] Mana Sement and Ie’srzat:t . No Yes Partially | tool with 35 questions
8 7P based on NIST CSE.
b it R« h Protecti
SERViz [123] Cyl ersecurity esearc Yes Partially Partially rotection  measures
Planning and Prototype and ROSI integration.
Visual tool that simpli-
Risk R h fi h
CSAT [118] S esearc! Yes Yes No es 'and. automates the
Management | and Prototype application of NIST
CSF in companies.
Recommender Provides recommenda-
. System and Research tion for data protections
Lietal. [147] ) Yes Yes Yes ]
Cybersecurity | and Prototype based onrisk factors and
Planning a given budget.

following cybersecurity guidelines and achieving compliance with regulations in the short term, es-

pecially if considering the reality of SMEs. Therefore, the cybersecurity culture might need to be

promoted by state-sponsored actions, while approaches that simplify the adoption of cybersecurity

become more accessible for any interested stakeholder.

These investigations conducted observed that the methodologies being researched for investment

in cybersecurity are based on three fundamental areas for building cybersecurity strategies: People,

Processes, and Technology. The methodologies address the open challenges considering different

views and dimensions. For example, approaches had been undertaken to improve cybersecurity plan-

ning by exploring project management concepts to support how companies plan and implement cy-

bersecurity strategies [ 150]. Also, there are different approaches exploring cybersecurity economics
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metrics (e.g., GL and ROSI) together with risk assessment methods to build frameworks that allow
for the analysis of cybersecurity from an economic perspective, thus, helping to better plan how and
where to invest in cybersecurity to reduce the financial losses due to cyberattacks with the minimal
possible investment. Nevertheless, there is still a need for validation and better evaluation of the
potential benefits, in real-world scenarios, of most of the methodologies and frameworks proposed,
since they are addressing a field that has many uncertainties and lack of information, especially due
to the information asymmetry that makes it hard to build an approach that fits all scenarios.

As can be seen by looking at related work regarding models and techniques, there are efforts and
open challenges to propose efficient models to understand and evaluate economic risks. Many of
these models are inspired by the models proposed at the beginning of the century. However, these
models have used many extensions to achieve better and more reliable performances. Itisstillan open
field regarding techniques being used, which requires exploratory research in the sense that different
techniques can be used together with a theoretical foundation to evolve these models [203].

The analyzed solutions are helping the adoption of cybersecurity by companies from different
sectors. For that, most of the solutions are implementing user-friendly Web-based applications to
simplify the interaction of stakeholders with novel algorithms, models, and techniques. These so-
lutions are evolving with different workflows and integration proposed by the research conducted in
the field and industry efforts to address cybersecurity challenges, especially for SMEs in a market that
still needs more popular and cost-effective solutions. However, these solutions are still limited by the
amount of information needed to plan and invest. This limitation can be described as a paradox, since
new solutions are needed to understand cybersecurity planning and investment information. At the
same time, these solutions also need specific information for cybersecurity planning and investment.
Hence, research in the field is crucial to develop solutions that can correlate information and also
provide insights to decision-makers based on the information they have at hand.

In conclusion, the cybersecurity field is receiving much attention on different fronts, from the miti-
gation of cyberattacks to the planning and investment for defining cybersecurity strategies. This PhD
thesis will focus on the open gaps of the last one in order to shed light on challenges and opportuni-
ties in this direction. These gaps and opportunities identified will be analyzed and addressed with the
technical view that is required for a complex field like cybersecurity but also with an economic bias,
since economic aspects (e.g., financial losses due to cyberattacks, lack of budget to invest in cyberse-
curity, and profits made by attackers) are highly relevant when discussing and planning cybersecurity

strategies for all involved stakeholders
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If you spend more on coffee than on IT security, you will be
hacked. What's more, you deserve to be hacked.

Richard Clarke

The CyberTEA Approach

ETERMINING stakeholders and its economic dimension concerning costs of different sys-
D tems and processes is one important pillar for efficient cybersecurity planning. Besides, there
are different steps to be followed to plan and deploy an effective cybersecurity strategy not only from
a technical perspective but also considering economic aspects (e.g., cyberattack costs vs. protection
costs). For that, the Cybersecurity Technical and Economic Approach (CyberTEA) focuses on three
main contributions: (i) a methodology that maps key elements and guides business in the initial and
critical steps, when planning a cybersecurity strategy, (ii) a framework that defines the components
required to be implemented by solutions that aim to cover the important steps of cybersecurity plan-
ning, and (iii) a set of solutions that implements different features to support the planning, invest-
ments, and deployment of cybersecurity. These solutions satisfy one or more components deter-
mined by the framework proposed as well as can be mapped within the methodology defined by the
CyberTEA approach.

Therefore, this chapter is organized as follows. First, the methodology is introduced, including all
phases. Next, the framework is presented, and each component required is discussed. Finally, novel
designed and developed solutions are introduced, providing proofs-of-concept that implement fea-

tures and components. All of the implemented solutions covered at least one phase of the method-
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ology while also implementing one or more components of the defined framework. Also, APIs are
implemented for each solution to enable the exchange of information. Therefore, the solutions can
be placed as a stand-alone solution or as part of the same ecosystem to address the demands for an

efficient cybersecurity strategy.

4.1 METHODOLOGY FOR CYBERSECURITY PLANNING AND INVESTMENT

The proposed methodology comprises five phases representing sequential tasks decision-makers must
consider, when planning a new (or updating an already placed) cybersecurity strategy [93]. Figure
4.1 shows the methodology, including all phases (from A to E) and examples of critical steps that
must be performed in each one of these phases. This methodology was defined based on an in-depth
literature review, interviews with cybersecurity experts and decision-makers from industry, SMEs,
and academia, and based on all knowledge obtained and discussions conducted. It is important to
mention that the steps highlighted for each phase are examples of general steps common for most
companies, but not exhaustive. The methodology can be extended and adapted to fit the specific

demands of a particular company or sector.
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Figure 4.1: The Methodology for Cybersecurity Planning and Investment with the 5 Phases
Mapped by the CyberTEA Approach

The methodology starts in Phase A (i.e., Briefing and Business Demands), where all information

related to the business have to be collected and a briefing conducted with the stakeholders involved.

67



An example of the relationships of stakeholders in the financial sector is provided in the Appendix
C. For this phase, information regarding the business is the key, such as company sector, technolo-
gies being used, number of employees, revenue, and portfolio. Next, the personnel expertise is an
important indicator of understanding possible challenges or technical weaknesses to be considered
during the planning of a cybersecurity strategy. If the company does not have a high level of educa-
tion in cybersecurity, it can become a vector for many attacks (e.g., phishing and ransomware). Also,
an important point to consider is if the company has a dedicated security team or a person to handle
security-related issues. Understanding the maturity level of the business and its processes is also rel-
evant for this initial step, since it shows the capacity of the company to adopt new processes during
the planning of a cybersecurity strategy.

For the final step of this phase, the history of past attacks on the company has to be collected. Ex-
amples of this information can be the frequency of attacks in the last years (e.g., last three years, a
company has a yearly average of seven phishing attacks), the success rate of these attacks, and their
impacts (e.g., business disruption during 8 hours). This is an important metric that can help, com-
bined with other statistics and security trends for the sectors (e.g., Healthcare, Telecom, and Finance
sectors), to plan the initial cybersecurity requirements for business.

This kind of information can trigger alerts that have to be considered by the company. For example,
even if a company did not face any critical impact due to cyberattacks, a high rate of attacks in the
sector and also a high success rate of other attacks in the company mightlead to the conclusion that the
company has to conduct the risk assessment for this kind of attack carefully. Therefore, the company
should not rely only on the idea of no critical impacts due to cyberattacks but read the success rate
of these attacks in the business as an indicator of possible problems in the future. For example, a
phishing attack that does not look so dangerous for the company can be used to infect the whole
company infrastructure with a ransomware attack, which can cause business disruption, leak of data,
and, consequently, high financial losses.

In the Phase B (i.c., Risk Management), the focus is on the security analysis and threat modeling of
the company. For that, state-of-the-art tools and solutions can be considered for the risk assessment,
including well-known and commercially established tools in the market to analyze security-relevant
data and conduct penetration tests (e.g., Nmap, Metasploit, Elastic Stack (ELK), and Splunk). Also,
during this phase, the threat modeling can be conducted by using specific models, such as the STRIDE
threat model and MITRE ATT &CK framework, as discussed in Chapter 3. Besides that, an analysis
of the economic impacts is also a highly relevant step, since the difference between investments in
cybersecurity and the costs of cyberattacks have to be positive. An analysis has to be conducted to

determine how valuable each asset is for the business operation (e.g., segments of information within
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the business, marketplace, and underlying infrastructure) and the likelihood of these assets being
attacked. Also, besides understanding the risks and costs of an attack individually, it is crucial to
understand the interdependence between systems/subsystems, which can trigger cascade failures.

Information sharing is also essential, when conducting risk management, since companies can de-
fine a consortium of trusted partners sharing information regarding technical and economic impacts
within companies with similar characteristics (e.g., same sectors and attack vectors). Furthermore,
to avoid reducing substantial economic impacts in case of a cyberattack or failure, it is possible to
share the risks with third-parties companies, such as contracting a cyber insurance company to cover
unexpected costs due to cyberattacks. Cyber insurance is a growing market in which companies pay
premiums to have coverage that alleviates the costs of cyber incidents. Without cyber insurance,
many companies (especially SMEs) might not even continue with their business after a cyberattack
due to the direct and indirect costs.

After having defined the business profile and understanding the risks, the Phase C (i.e., Cyberse-
curity Requirements) can start. This phase consists of defining cybersecurity requirements to achieve
a sufficient level of protection, mapping processes that must be modified or created within the com-
pany, and defining activities required to implement, deploy and operate the cybersecurity strategy.
After the information is mapped and all relevant cybersecurity requirements are defined (e.g., the
main goal, acceptable level of protection, and which risks can be assumed), it is possible to map pos-
sible protection candidates. For example, the company can decide that a new solution against DDoS
and phishing attacks must be placed. Therefore, a list has to be determined with possible solutions
or providers that offer a proper level of protection against DDoS and phishing while also address-
ing the company’s requirements. After all cybersecurity requirements are defined, the costs must be
investigated and determined.

In the Phase D (i.e., Cost Management), the costs of implementing the cybersecurity strategy
have to be estimated and adapted. As an initial step, a parametric estimation can be conducted to
determine the costs of time and resources required to implement the cybersecurity strategy. This
step might use the company’s historical data and successfully implement cybersecurity strategies in
companies with a similar environment. It helps to estimate, with a certain level of granularity, the
resources and time required for that. As SMEs do not have extensive experience with cybersecurity,
it is possible to use both (i) information from other companies and partners with similar character-
istics and sectors and (ii) expertise in other IT projects that shows the costs to deploy, train, and
operate new solutions. This, together with other models, can be very useful to be used as an estimat-
ing tool with a reasonable level of accuracy. Examples of aspects to be considered for the parametric

estimation (i.e., for the estimation of costs and time) include:
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« Historic and market data on the cost and time requirements to implement similar protections

and training;
« Determine the maturity of the team to lead and implement the project;

« Determine the steps that are critical for the success of the project, which cannot be excluded

from the budget available;

« The number of solutions to be deployed and how large is the infrastructure to be protected

(e.g., number of endpoints, computers, and network devices).

Thislist of aspects cannot be considered complete for all scenarios but highlights important aspects
as an example of which kind of information to focus on. Considering this information and metrics,
itis possible to apply the parametric estimating formula for each relevant metric to view the project’s
cost estimation, which can be correlated with the optimum investment and ROSI. Still, it is important
to determine the maximum amount to invest in cybersecurity based on its value and data in the Cost
Management phase. For example, it is more adequate to assume risks than invest a large amount of
money in protecting not critical systems in some instances. In order to obtain the optimal investment
amount, the CyberTEA explores the GL model, one of the most well-accept models for cybersecurity
investments (cf. Chapter 2, Section 2.2.2). As one of the assumptions for optimal calculations, GL
determines that the investment in security must not exceed 37% of the potential loss (d). It relates to
how much the system is valued (1), how much the data/system is at risk (¢), and the probability that
an attack on the data/system is going to be successful (v).

After obtaining the optimum amount of investment in cybersecurity (i.e., the GL calculation), the
next step consists of, based on the budget available, determining which of the candidate solutions
and strategies will be selected to be implanted, as mapped in the previous phases of the methodology
(i.e., Step C - Cybersecurity Requirements). For that, recommender systems (cf. Section 4.7) can
be used together with other methodologies based on the company’s technical know-how. After the
solutions are mapped, the ROSI model (cf. Chapter 2, Section 2.2.3) can be calculated for each one
of the solutions and strategies mapped to be implanted. This includes, for example, the calculation of
ROSI for investment in solutions (e.g., firewalls, antivirus, and cloud-based services) and other tasks
(e.g., training and backups). The ROSIis considered satisfactory (i.e., the investment is reccommended
compared to the potential loss) if it results in a number higher than one.

The ROSI considers the ALE, the mitigation rate, and the investment cost to assess if a solution is
worth the investment or not. For that, the SLE and the ARO have to be considered, which describe
the estimated cost of a security incident (e.g., a data breach ora DDoS attack in the company) and the
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estimated annual rate of an incident occurrence (i.e., based on the historical data and threat modeling,
which are the probability of being attacked). This information has to be investigated in Phases A,
B, and C of the methodology. Furthermore, the cost of the investment and the possible proactive
mitigation (i.e., how much of the attacks can be avoided or mitigated by implementing the solution)
have to be mapped during Phases C and D.

Finally, an overview of all costs, optimal investments, and understanding of investments versus
economic impacts in case of no mitigation can be used to deploy the cybersecurity strategy. It might
also be possible to return to one phase if the costs are high and new requirements have to be defined.
In the last phase of the methodology (Phase E), the company already knows different artifacts and
information provided by early phases to manage the execution and deployment of the cybersecurity
strategy with a clear view of its risks, costs, goals, and success rate. In the light of this information,
the company can define requirements for an external technical consultant or schedule different tech-
nical tasks required for the effective deployment and configuration of the new cybersecurity strategy
adopted by the company. Also, operation and maintenance tasks have to be mapped within this last
step in order to reach not only a proper protection level but also an efficient plan to manage and
operate the entire set of countermeasures, which might require additional training, employees, and
equipment that fits the budget as previously defined in the cost of the cybersecurity strategy.

This methodology shows a path for companies to start planning and investing in cybersecurity.
However, many of these steps are not trivial, since most SMEs do not have this amount of informa-
tion or solutions to support them in all of these steps. In order to address this issue, a framework
architecture has been proposed to describe the main different layers and components required to be
implemented by solutions that want to support these relevant steps in an integrated, simplified, and

effective way.

4.2 FRAMEWORK ARCHITECTURE

The framework is an important contribution provided by the CyberTEA approach to help decision-
makers and software developers understand the requirements, information, and relationships be-
tween components, when developing cybersecurity planning and investment solutions. Also, the
framework maps essential components analyzed, designed, and implemented by the CyberTEA to
provide data, information, and elements that enable companies to perform all steps defined in the
methodology explained above (cf. Figure 4.1). It is worth mentioning that the framework is not ex-
haustive and is defined to be modular. This modular architecture allows for integrating solutions

already placed in the real-world and those under research once a company or a specific model can
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require additional steps or information. Therefore, the framework maps and implements all method-
ology phases into layers and components while also providing a concise path for novel solutions to

emerge to support cybersecurity planning and investments.
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Figure 4.2: The Architecture of the Framework Defined by the CyberTEA Approach

The framework, proposed as part of the CyberTEA approach, is divided into four layers, as shown
in Figure 4.2. The Business Layer (BL) represents the interface between the user and the different
components, also being in charge of receiving inputs regarding the business information to be used

by the other layers and components. Next, the Risk Management Layer (RML) focuses on the
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steps required for understanding and analysis of threats and risks. For that, the RML is in charge of
obtaining data from monitors and inputs from the business (e.g., from CISO or external advisors) to
perform different tasks required to understand better and quantify the risks. Finally, the Decision
Layer (DL) focuses on the overall cost management and selection of adequate protection. Further-
more, a2 Supplementary Layer (SL) allows for the implementation of external solutions that can
support specific tasks performed by each layer or provide additional features, e.g., when cyber insur-
ance models can be considered after analyzing risks and marketplace for protections can be used to
find protections. The communication between the BL, RML, and DL layers happens, respectively,
via the Business Manager, Risk Manager, and Decision Manager. For the SL, integration APIs are ex-
posed to establish the communication, in a standardized way (e.g., based on RESTful APIs and JSON
syntax), between external solutions and the framework components.

Databases are not explicitly highlighted in the framework due to decisions regarding the visual
representation of the framework. However, the Business, Risk, and Decision Manager components

might implement their own databases, whenever needed, to store and retrieve data/information.

4.2.1 BUSINESS LAYER (BL)

The BL comprises steps mapped in Phase A (i.e., Business and Demands) of the methodology pro-
posed. Therefore, this layer is in charge of handling business information to understand better the
different characteristics that define the business. For that, a Web-based Interface is available, where
users can interact with a solution. A Profile Builder also has to be provided in this layer in order to
collect data from the user/company (e.g., revenue, sector, infrastructure, technologies being used,
organization of the company, and the number of employees), store this data in a structured way,
and feed the other components and layer whenever required. The Profile Builder can be extended ac-
cording to the demands, thus, being possible to add new fields in the Web-based Interface to user’s fill
regarding the business or implement automated algorithms for collecting the required data.

Next, the Business Analyzer is in charge of processing the data available, refining, and obtaining
insightful knowledge regarding the business. For example, based on the sector, business processes,
technologies being used, protections available, and level of training of employees in a company, the
Business Analyzer can infer the maturity of the business, understanding of past attacks history, and
also classify the personnel expertise. The other layers can then use this information, especially during
risk management. Finally, the Business Manager stores and manage all data and information available,
answering requests from other layers with adequate information. Thus, the Business Manager works
as a data manager and also an interface for communication between layers via other managers (i.c.,

Risk Manager, Decision Manager, and Integration APIs).
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4.2.2  RiSK MANAGEMENT LAYER (RML)

The RML implements the components used to understand and analyze risks, thus, processing data,
modeling threats, and analyzing the likelihood of threats. This layer is related to Phase B of the
methodology, where the steps related to the threat modeling, analysis of risks, measure of impacts,
and risk-sharing are placed.

The RML has a Data Processor that receives data from different sources (e.g., Security Information
and Event Management (SIEM) systems, network monitors, and manual inputs from human oper-
ators) in order to organize that for further analysis of risks. Thus, with this data at hand, the Risk
Analyzer applies different techniques, models, and solutions to identify, estimate, and evaluate the
risk of cyberattacks and their impacts (e.g., business disruption and potential economic losses). The
Threat Advisor allows for the discovery and mapping of threats within the company, which can be
done by using data coming from the Data Processor or the BS via Business Manager.

The Risk Manager then is in charge of handling the threat models defined and the different informa-
tion related to risks, such as the likelihood of an attack happening, the successful rate of attacks, and
the potential of damages. The other layers can have access to this information if requested, especially
during the DL, since the risks are critical for defining the cybersecurity strategy. Also, supplementary
services can use the information provided by this layer for solutions that provide, for example, cyber

insurance models and information sharing approaches.

4.2.3 DEcisioN Laver (DL)

This layer implements the components required to execute tasks that are part of the Phases C and D
of the proposed methodology. Therefore, the DL has to perform tasks to support the definition of
the requirements for a cybersecurity strategy, the costs, and the most appropriate protections.

As a first step, the Cost Estimator has to allow for the estimation of the costs to implement a given
cybersecurity strategy, taking into account the business profile, risks, and potential impacts of cy-
berattacks. Next, the Investment Calculator is placed to determine which is the optimal investment
and how to address all requirements with the optimal investment. This optimal investment can be
calculated to achieve the best combination of the costs of investing in protections and the loss if not
investments in protections are not placed. Also, the price of protection, mitigation rates, and business
profile has to be considered for mapping protection candidates.

Finally, the Recommendation Engine recommends, from a list of protection candidates, which fits
better to the cybersecurity requirements and business profile. This is performed considering the bud-

get available (i.e., optimal investment) as well as the protection candidates received from the Invest-
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ment Calculator. The Decision Manager is responsible for storing and managing the decisions and also

sending/receiving information to/from the other layers.

4.2.4 SUPPLEMENTARY LAYER (SL)

The Supplementary Layer is defined to map supplementary solutions that do not fit in one of the
above layers but offer features and information that are highly relevant for cybersecurity planning
and investment tasks. These solutions can support any of the phases described by the methodology.

For instance, cyber insurance models have a key role in risk-sharing, as mapped in Phase B of the
methodology. Cyber insurance can be considered for a company that understands or even assumes
risks but wants coverage to receive a certain amount of money from cyber insurance companies when-
ever a cyberattack happens. This helps to amortize the economic impacts by paying a yearly premium
for the cyber insurers’ companies. Also, information sharing is crucial for the excellent planning of cy-
bersecurity, which can also be achieved by sharing with partners data from monitors and information
regarding (economic) impacts of past cyberattacks.

Also, solutions available on the SL can be used to support different tasks of the Phase E (i.e., Exe-
cution and Deployment) of the methodology. Examples of these solutions can be a marketplace that
allows users to compare and acquire protections. Also, these marketplaces can automate the deploy-
ment of the contracted solutions and monitor key performance metrics a contracted protection (e.g.,
mitigation rate and Service Level Agreement (SLA) monitoring).

Furthermore, solutions that offer Infrastructure-as-a-Service (IaaS) can also be an ally to compa-
nies that do not have the on-premises infrastructure to run the required protections, thus, needing
to find an adequate provider that provides required sources at the best price. Many additional solu-
tions can be placed in this layer. These examples show how cybersecurity planning and investment

are complex tasks that can evolve in different ways, supported by various solutions.

4.3 EMPOWERING ML FOR RISK ASSESSMENT IN BUSINESSES

Besides understanding the threat landscape and the different types of attacks affecting companies,
it is important to understand the likelihood of these threats and their possible impacts. Despite the
several risk assessment standards and approaches available (e.g., ISO 27005, NIST SP 800-30, TO-
GAF Security Guide, and SEConomy), organizations still find this activity challenging and are often
confronted with a massive volume of unstructured data, which hinders the identification of risks. In
this case, traditional techniques may not provide valuable insights and cannot perform an adequate

risk assessment due to the amount of data to be processed.
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Studies on possible applications of ML algorithms [ 119, 211] have highlighted their ability to pro-
cess large amounts of structured/unstructured data, extract valuable patterns, learn from historically
collected records, and make accurate predictions. Given the characteristics of learning and identi-
tying patterns, ML-based solutions can be an ally for the qualitative analysis of potential risks and
threats within a company, thus, helping in risk assessment and planning of cybersecurity. For exam-
ple, ML algorithms can be used to correlate specific characteristics and information (e.g., number of
employees, sector, cybersecurity strategies, and underlying infrastructure) ofa company to associate
it with a higher orlower risk to have a breach in its cybersecurity. In the field of cybersecurity, research
has tended to focus mainly on leveraging ML to detect various types of cyberattacks and recognize
breaches [211]. However, there are still opportunities for ML-based cybersecurity risk assessment
and prediction solutions based on business demands and characteristics, especially for early stages
assessment before cybersecurity planning.

The SecRiskAl solution [92 ] was designed and developed to address the lack of solutions for risk
assessment and predicting threats in a straightforward and simplified way. SecRiskAl implements
four ML algorithms for risk assessment and builds models to predict general and specific threats (e.g.,
the risk of a successful DDoS or phishing attack). Relevant information and features for the ML-based
risk assessment are also presented and described. A Web-based user interface is also part of SecRiskAI
to simplify understanding the business risks in a user-friendly and more intuitive way. Therefore, the
SecRiskAl implements components that fit the BL (e.g., Web-based Interface, Profile Builder, and
Business Analyzer) and the RML (i.e., Risk Analyzer).

The SecRiskAlI solution focuses on predicting the risks of companies to support the planning and
deployment of effective cybersecurity strategies, which can avoid technical problems and reduce po-
tential financial losses resulting from cyberattacks. For a qualitative cybersecurity risk assessment and
understanding of the likelihood of attacks in companies, SecRiskAl provides an approach based on
three main steps: (i) datasets definition and data generation due to the lack of real data available, (ii)
ML model creation, and (iii) the risk prediction. Different data sources and features are determined,
and ML algorithms are employed in different situations and constraints (e.g., limited amount of in-
formation and size of datasets available). Also, it is critical for companies, especially those without
in-house expertise (e.g., SMEs and micro enterprises), to have a straightforward approach. Therefore,
SecRiskAl integrates the entire risk prediction process in a user-friendly and intuitive Web-based In-
terface. The source code of SecRiskAl and a fully operational prototype is publicly available at [ 56],

including all components, training datasets, and models.
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Figure 4.3: SecRiskAl's Architecture Overview

Figure 4.3 introduces the SecRiskAl architecture and stakeholders. First, the user (i.e., companies
and decision-makers) accesses the dashboard. The Web-based interface is designed to provide visi-
bility of business-related risk indicators and, at the same time, increase productivity and better fore-
casting of important aspects related to business security. Moreover, the user can change contextual
information through the Web-based interface, such as business value, operational region, number of
employees, level of employee training, and cybersecurity budget.

The Middleware module performs the task of using the data provided by the user (i.e., business
profile and characteristics) to make risk predictions. As soon as the request sent by the Web-based
Interface is received, the Request Processor handles it and forwards the information to the Profile Eval-
uator, which is in charge of contacting the ML models and evaluating the prediction response. The
risk prediction starts with a request to the Risk Classifier, which is a prediction service included in
the ML Classifier module and is essentially used to expose the trained ML models through an Appli-
cation Programming Interface (API). Additionally, the ML Classifier module also stores the trained
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ML models, as well as the Data Scalers, used to normalize the input data and increase prediction ac-
curacy.

The process of training and validating the ML models occurs in the Machine Learning (ML) Layer
and is usually carried out by data scientists/experts knowing about the business and respective sector.
This can also be part of consultancy services provided by third parties. The Data Generator compo-
nent is used to initialize the synthetic data generation process. This data generation is a Python script
implemented to generate synthetic labeled datasets based on characteristics of businesses (cf. Table
4.1), according to the requirements of the ML algorithms. Next, the data is processed (i.e., Data Pro-
cessor) and used by the Model Builder for training, validating, testing, and building the models. Lastly,
a Monitoring API is available to check the status of the deployed models, retrieve model-specific
metadata (e.g., version, creation time, accuracy), and other metrics about the prediction service (e.g.,
request duration in seconds and status).

Once the opportunities of applying ML to cybersecurity risk assessment are defined and well-
understood, the process of designing and developing an ML workflow starts. The most critical stage
is data collection/gathering. Usually, data is collected from sensors or other sources and stored for
further processing in this phase. However, in the field of cybersecurity risk assessment, companies
either do not disclose any information at all or, in some cases, publish various reports that are often
incomplete and difficult to extract meaningful results from. A synthetic data generator approach was
designed and implemented to overcome this limitation and feed SecRiskAl with data for the algo-
rithms’ training process.

An exploratory analysis was conducted to determine relevant parameters that can increase or de-
crease the risk of a company. This analysis consists of three main sources: (i) public reports from
different agencies and companies, such as those from ENISA and European Digital SME Alliance,
(ii) scientific works indexed by well-known digital repositories (e.g., IEEEXplore, ACM Digital Li-
brary, and Google Scholar) that covers the likelihood, severity, and effects of cybersecurity issues in
SMEs mostly, and (iii) interviews with cybersecurity experts and SMEs owners to understand their
reality and information asymmetry challenges. It is important to note that this is not an exhaustive
analysis but gives indications of the most common characteristics of companies that can be related to
the risks of being affected by a cyberattack. Also, the cyberattacks investigated are restricted to phish-
ing, ransomware, and DDoS attacks. After such an exploratory analysis of different cyberattacks and
corresponding companies’ contextual information, the following parameters to be used as a basis for

this work were identified:

- Revenue. Referred to the income generated from normal business activities and operations, and

in most cases, is also used to classify businesses by providing a scale for determining their sizes.
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- Cybersecurity Investments. Normally, businesses already have cybersecurity investment strate-
gies in place to ensure a proper level of defense. This kind of information needs to be taken into
consideration during the cybersecurity risk assessment, as it may impact the likelihood of being

targeted by a cyberattack.

- Number of Employees and Training Level. Similar to the revenue, information regarding the
actual number of employees in a company as well as the corresponding cybersecurity training level
(e.g., cybersecurity basic knowledge and phishing training) represent essential contextual informa-
tion required for assessing possible cyber-risks. The employee training level is measured as Low,
Medium and
textitHigh.

- Successful/Failed Cyberattacks. This parameter indicates the number of cyberattacks that the
company has already experienced. This includes different attacks (e.g., DDoS and phishing) that
have targeted the organization’s infrastructure and resulted in either a financial loss or reputation

damage. Failed attempts are also taken into consideration.

- Known Vulnerabilities. For an effective and comprehensive risk assessment, it is essential to re-
port any known vulnerabilities of the infrastructure. Vulnerability management is usually a key
responsibility of the company’s IT security team. This phase usually involves assessing and report-
ing any security vulnerability present in the organization’s systems. There are a variety of compre-
hensive tools used for vulnerability scanning, such as nmap, Metasploit, and OWASP. The total

number of known vulnerabilities is currently defined during the synthetic generation process.

- External Cybersecurity Advisor. In order to further strengthen their cyber resilience (i.e., the
ability to prepare for, respond to, and recover from cyberattacks), businesses are encouraged to hire
an external Cybersecurity Advisor (CSA). Furthermore, CSAs provide various services, such as
cyber preparedness, strategic messaging, working group support, partnership development, cyber
assessments, incident coordination, and support. During the synthetic data generation phase, a

binary value will be generated (either Yes or No).

- Risk. The last parameter represents the value of the qualitative risk assessment based on the pre-
viously generated parameters. Since the synthetic data generation process is designed to generate
historical records of companies operating in comparable industries, the value of the risk column
may be derived from past formal or tailored qualitative risk assessment techniques. The generated

risk can assume one of the following values: Low, Medium and High.
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The information mentioned above was generated based on some assumptions made. First, up-
per/lower boundaries for each column were specified so that each generated value would effectively
lie in the defined range. Table 4.1 provides an overview of the determined boundaries as well as ex-
amples of values for each generated information. These attributes are also used as input to map the
risks according to what is proposed by SecRiskAl in Equation 4.1.

Not all of this information must be available within the company, especially considering SMEs
that do not have in-house expertise. This is highlighted in the last column of Table 4.1. Therefore, the
Failed Attacks and Known Vulnerabilities are optional for the SecRiskAl. Although it is essential to
know these metrics for an accurate risk assessment, it is possible to address the lack of this informa-
tion by understanding the correlation between successful attacks and other statistics available (e.g.,
economic losses, number of attacks per sector, and trends) from companies from the same sector.
This can be adjusted by adding, in the training dataset, labeled data that represents this behavior or

trend.

invested_amount

i = ,
business_value

nr_employees

e = ————— % map(employees trainin
tot_empl p(employees_ g>
succ attacks
attr _ - = @@
max_attacks
known_vuln (4.1)
v, =

max_known_vuln

adv; = map(external_adv)

o, ifx = Low
map(x) = < 1, ifx = Medium
2, if x = High

computed_risk = i, + e + adv; — att, — v, (4.2)

The risk is computed based on the generated attributes shown in Table 4.1 using the generalized
Equation 4.2. For the supervised learning process, the dataset must be labeled. As a result, the com-
puted_risk output is mapped to either a Low, Medium, or High class. A manual labeling process
would be too expensive, since the generated dataset would include thousands of records. Therefore,
based on the numeric value of computed_risk, a mapping range is defined. This means that each com-

puted_risk value is labeled using the range as specified at the end of Equation 4.1.
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Table 4.1: Overview of the Generated Dataset Attributes

Information ID Range Priority
Revenue business_value o to 5,000,000 Required
Cybersecurity Investment invested_amount 0-30% * Revenue Required
Successful Attacks succ_attack oto 50 Required
Failed Attacks fail_attack oto so Optional
Number of Employees nr_employees 30 to 10,000 Required
Employee Training employees_training | Low, Medium, or High | Required
Known Vulnerabilities known_vuln oto 10 Optional
External Cy‘bersecurlty external_adv Yes or No Required
Advisor -
Risk risk Low, Medium, or High -

Figure 4.4 summarizes the ML workflow implemented by SecRiskAlI. Once a sufficient amount
of data has been successfully generated, the processing phase starts. The ML algorithms require an
initial processing step as they cannot work with raw data. In the first step, any categorical variable
present in the dataset is handled. Precisely, variables such as employee training level and external
cybersecurity advisor are mapped into numerical values using the one-hot technique, which is easier
for the ML process.

A further normalization may be necessary, depending on the selected ML algorithm. Normaliza-
tion is the process of scaling data into arange of [0, 1]. Some ML algorithms are susceptible to features
with varying degrees of magnitude, range, and units. The dataset generated for SecRiskAl includes
different features, such as revenue and the number of employees with different ranges. Training sen-
sitive models on unscaled data may lead to lower performance and accuracy. Therefore, a normaliza-
tion technique known as Min-Max scaling is used as defined by Equation 4.3. The Min-Max normal-
ization technique is applied to the entire dataset but only to features (i.e., every column except the

risk), which contains the three output classes based on which future predictions will be made.

x — min(x)

(4-3)

Focaled = max(x) — min(x)

The processing phase then involves splitting the dataset into a training, validation, and test set. Af-
ter successful training and validation, the final model is subjected to extensive testing. During this
phase, the final model is usually evaluated using previously unseen data (i.e., test set generated us-

ing the implemented synthetic data generator), also called the holdout set. The size of each dataset
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Figure 4.4: ML Workflow Implemented by SecRiskAl

used for training and testing is in the range of 5,000 to 50,000 entries. The nuances of the different

algorithms implemented by SecRiskAI are described below.

4.3.1 MULTI-CLASS CLASSIFICATION ALGORITHMS

In ML, Multi-Class Classification algorithms (MCC) are developed to solve the problems of classi-
fying instances into one of three or more output classes. Popular MCC algorithms are chosen for
qualitative cybersecurity risk assessments in the model selection phase. The main goal is to design
and develop ML models that, based on contextual information, can make accurate qualitative risk as-
sessment predictions and further monitor the organization’s infrastructure by providing continuous

assessment based on input data.

DxcisoN TrReE (DT) ALGORITHM

DT isa Supervised Learning (SuL) algorithm for the classification used in the proposed solution. This

technique essentially looks at the feature values of the input dataset and categorizes them according
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to a specific parameter, also known as information gain. Algorithm 1 shows the pseudo-code of the

procedure for implementing the decision tree algorithm.

Algorithm 1: Decision Tree (DT)
input: D, dataset containing organization’s contextual information
Tree = {}
for all attributes € D do
Find the attribute which best divides D using information gain
Xpest < feature column with the highest information gain

end for
Tree < Create a Decision Node that divides the dataset on X,
Dy, ¢ sub-datasets from D splitted on Xj,,
forall D, do
Treey,, < DTree(Dy,)
Add Treey,, to the corresponding branch of the tree
end for
return Tree

External Advisor

Employee Training

< 0.50, > 0.50 < 678281.50 > 678281.50

Successful Attacks ] Medium High

Known Known
Vulnerabilities Vulnerabilities

< 6.50 > 6.50 < 4.50, > 4.50

Low Medium Medium High

Figure 4.5: DT Trained using the Data Generated by the SecRiskAl

The goal is to find, in a given dataset D, the feature having the highest information gain, which will,

in turn, serve as a decision node of the tree. Next, the algorithm splits the dataset on the identified
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decision node and searches the sub-datasets. A tree structure is then constructed, with each node
representing a feature column and the leaves indicating the output class.

Besides being an easy-to-use and straightforward classification technique, this algorithm can be
trained on historical data without requiring extensive data pre-processing. Compared to other clas-
sification algorithms used in this approach, the decision tree requires less effort for data preparation,
and the normalization step is not required. The resulting model is therefore easy to understand for
both technical and non-technical stakeholders. Figure 4.5 shows the DT algorithm trained with the
datasets generated by SecRiskAi. In order to make a prediction using the DT, a new sample i would

traverse the tree based on each feature value, and the resulting leaf value would be the output class.

K-NEAREST NEIGHBORS (KNN) ALGORITHM

KNN is usually referred to as an instance-based classifier as the main idea behind this technique is to
memorize the input dataset to make future predictions. As shown in the Algorithm 2, KNN requires
three input parameters: a dataset D containing the historical information is given, a chosen number
of neighbors k and «, a sample that is to be classified. The algorithm then proceeds to compute the
distance between x and every record contained in D. Next, the computed distances are sorted in
ascending order and k closest samples, also known as neighbors, to x are selected. Finally, the predicted
class of x (Class, ) is based on the similarity with the neighbors, meaning that x is labeled following a

majority voting of classes among the neighbors.

Algorithm 2: K-Nearest Neighbors (KNN)

input: D, dataset containing organization’s contextual information

k, number of nearest neighbors

x, unclassified sample
forallr € Ddo

Compute distance between r and x

end for
Neighbors <— Sort computed distances and select k closest samples to x
Class, <— majority output class based on Neighbors
return Class,

In essence, KNN calculates the probability of a sample x belonging to a specific class based on
neighbors’ observations. Compared to the DT, KNN requires more data pre-processing. On the
other hand, the training phase is faster, and new training data can be seamlessly added without re-

constructing the model. Suppose that the representation of the KNN classification with k equal to
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seven and x being a new sample to classify. In this example, only two dimensions are considered (i.c.,
cybersecurity investment(s) and a specific number of employees). Figure 4.6 shows a visual repre-
sentation of the implemented KNN. Once the k closest neighbors to x are identified, the predicted

class of x is Low if the majority of the neighbors belong to the Low class.

F 3
l Class Low
= Class Medium L 3
E
L
'S
1+

>

Cybersecurity Investment(s)

Figure 4.6: KNN Visualization, where k = 7

SUPPORT VECTOR MACHINE (SVM) ALGORITHM

The SVM is the third SuL classification algorithm implemented in SecRiskAl In contrast with DT
and KNN, SVM uses a line or hyperplane to separate input data into classes. Moreover, SVM is com-
putationally less expensive than KNN but does not natively support MCC algorithms. To achieve
that, a One-vs-Rest strategy is followed. First, the multi-class dataset is broken down into multiple

binary classification problems as highlighted in Figure 4.7. In this case, the following classification

problems are identified:

- High vs {Low, Medium} (Figure 4.7 - Step 1)
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- Medium vs {Low, High} (Figure 4.7 - Step 2)

- Low vs {Medium, High} (Figure 4.7 - Step 3)
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Next, abinary classifier is trained on each binary classification problem. It can predict a class proba-
bility (Py,s), i-e., the probability of an object belonging to a specific class. After the training phase, the
binary classifiers return the probability of a sample being labeled as Low (Py,,), Medium (Pasegium),
and High (PHigh). Finally, the model that can predict the class of an unclassified sample x with the

Figure 4.7: SVM Visualization

highest confidence is chosen and is represented in Equation 4.4:

Classx = argmax(PLowa PMzdium7 PHigh)

When dealing with larger datasets and n output classes, SVM would require the creation of n binary

classifiers for each class, resulting in high computational costs. SVM also suffers from performance
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issues, when confronted with overlapping classes, i.e., data points are not well separated. On the other
hand, SVM is a very flexible algorithm and allows the specification of a kernel function that can be
linear (cf. Figure 4.7) but can also be of different types, such as non-linear, polynomial, radial basis

function, and sigmoid to solve many non-linear problems.

MuLTI-LAYER PERCEPTRON (MLP) ALGORITHM

MPL using the backpropagation algorithm is also explored in SecRiskAl. More specifically, MLP
is a class of feed-forward ANN. Figure 4.8 gives a visual representation of the MLP model imple-
mented for SecRiskAl. Each node in the input layer corresponds to a specific feature of the generated
dataset. Moreover, the MLP model has a total number of two hidden layers having five neurons each.
Choosing the best parameters for an ANN is a very challenging task, as there are no clear rules, and it
depends on the complexity of the underlying problem. The decision was based on the general guide-
lines available in the literature and extensive exploratory research and testing. On the other hand, the
output layer was defined based on the output classes of the model (i.e., Low, Medium, and High).
Therefore, it consists of three neurons representing each possible classification state.

During the training phase, the MLP uses a technique called backpropagation. An ANN propa-
gates the input data forward through the neurons towards the output layer, where the prediction
occurs. The backpropagation algorithm refers to propagating the information about the prediction
error backward from the output layer throughout the entire network, intending to adjust the weights
and improve accuracy. Figure 4.8 also gives an example of a backpropagation mechanism initiated
as soon as the original label (Medium) and predicted class (Low) differ. The computed error/loss is
calculated, and lastly is used to adjust the weights in the hidden layers.

Once the dataset is generated and the required ML algorithms are chosen, the training phase is
initiated. Examples of the training datasets and overall process are available at [ 56]. First, the dataset
is split following the 80-20 train-test strategy. Next, the process of choosing a set of optimal hyper-
parameters, also called hyperparameter optimization, takes place. The main idea is to use grid search
to test every combination from a pre-defined list of parameter values (cf. Table 4.1) required by the
ML algorithm to build the model. Subsequently, the performance of each model is evaluated with
the help of a 5-fold Cross-Validation strategy. The model with the highest accuracy is selected and
tested with unseen data (i.c., the test set). Lastly, the entire process is applied to each ML algorithm.
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Figure 4.8: Examples of a Visual Representation of the MLP Implemented by SecRiskAl

4.3.2  SECRISKAI'S IMPLEMENTATION

All of the ML algorithms (i.e., ML Classifier) explained above were implemented using the BentoML,
a flexible, high-performance framework written in Python for serving, managing, and deploying ML
models. In the SecRiskAl, the ML Classifier makes use of the full potential of BentoML for deploy-
ing and serving trained ML models efficiently and effectively. The frontend of the SecRiskAlI is im-
plemented using React]S, a popular and widely adopted JavaScript library for building user-friendly
interfaces. For this particular prototype, TypeScript, a well-known typed super-set of JavaScript, was
used. This decision was based on the benefits that TypeScript offers over plain JavaScript, such as
static typing, readability, and improved maintainability. Finally, the backend (i.e., Middleware) was
developed using Nest.js, a progressive framework for building efficient, reliable, and scalable server-
side applications.

Figure 4.9 shows the main page of the SecRiskAl, with all of the information regarding the com-
pany and the risk assessment placed, including the integration of a recommender of protections called
MENTOR (cf- Section 4.7). In the first row, the Web-based interface contains multiple tabs, includ-

ing contextual information, such as business value, employees, successful/failed past cyber-attacks,
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and known vulnerabilities. Additionally, the second row gives an overview of general information
(e.g, company name, industry, and operational region), the cybersecurity risk assessment predic-
tions, and the desired protection services parameters used for the recommendation process.

As soon as the user accesses the interface, the cybersecurity risk predictions are retrieved through
a POST request sent to the Middleware. SecRiskAl then provides an overall cyberattack risk predic-
tion, where the different ML model prediction outcomes are compared and predictions for specific
cyberattacks. It is important to note that, SecRiskAl is designed to be extensible. Therefore, addi-
tional ML models can be easily integrated with the current ML Classifier to cover specific cyberat-
tacks. The prediction result is shown in the Attack Risk Prediction tab.

This prototype also implements a table containing the recommended list of protection services
most suitable for the specified profile. Each row gives an overview of protections with a short descrip-
tion for each. The Middleware retrieved this list directly from MENTOR via Restful API. Moreover,
updating the service-specific parameters can trigger a new recommendation process if the user is not
satisfied with the recommended services. These parameters can also be configured by clicking on the

Configure button.

4.4 CONVERSATIONAL AGENTS TO SUPPORT RISK MANAGEMENT

As discussed in Chapter 2, from a human-centric perspective, simplifying the cybersecurity decision-
making process requires clear and straightforward approaches. It is essential to promote novel ap-
proaches that present cybersecurity technical information in an intuitive and user-friendly way, al-
lowing less-skilled personnel to make informed decisions while maintaining a proper level of protec-
tion for their businesses. SMEs can benefit from adopting faster and cheaper cybersecurity strategies,
e.g., by minimizing human experts’ needs while reducing costs by efficiently investing protections.
Conversational agents (i.e., chatbots) [191] have been recently highlighted as an ally to enhance
business’ cybersecurity adoption by sharing network and security information with non-technical
staff [s1] [25]. Advancesin NLP [134] — driven by novel ML techniques [198] — led to conversa-
tional interfaces capable of extracting meaningful information and simplifying interactions between
humans and machines. Compared to command-lines and technical dashboards, chatbots (i) provide
amore direct interaction using natural language, (ii) enable faster decision-making, and (iii) speed-up
complex processes. However, even with those benefits, the employment of chatbots in SME cyber-

security is still scarce and limited to particular scenarios. Hence, the current state-of-the-art neither
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Figure 4.9: Main Screen of the SecRiskAl

fully covers the demands of SMEs nor considers barriers to cybersecurity adoption in SMEs (e.g.,
awareness of standards, limited internal knowledge, and lack of clear implementation guidelines).
To address this lack of solutions and shed light on opportunities in this field, it was designed and
implemented the SecBot solution [86]. SecBot is a cybersecurity-driven conversational agent de-
signed to interact with non-experts to extract information on cybersecurity demands and business
requirements. Thus, the solution can (i) understand symptoms and business risks to correlate with
potential cyberattacks, helping users comprehend incidents and their impacts, (ii) provide recom-
mendations for actions in different levels of abstraction, such as which efforts are required to avoid
or to mitigate problems, and (iii) support the configuration (e.g., in-house firewall) or acquisition of
protections, preparing actions (e.g., command-lines or configuration files) required to configure or
deploy a solution. SecBot then can be placed as an ally for risk management and decisions on SMEs,
thus, implementing all components from the Business Layer of the proposed framework and allowing
for the integration with implementations of all of the components mapped in the other layers. It is

worth mentioning that SecBot was highlighted as one exciting application of chatbots by the Rasa
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Reading Group [221], one project funded by the Rasa community to analyze systems built using the
Rasa framework [193].

Two fundamental concepts are required for conversational agents: Intents and Entities. These con-
cepts determine the basis for describing information and flow supported by SecBot. Intents refer to
user’s intentions, when interacting with the chatbot, and Entities are defined to extract specific terms
or values. Extracting entities and intent classification typically involves an ML architecture. While
non-ML approaches do exist [134], they are normally outperformed by supervised learning algo-
rithms [251], which can generalize the information extraction process by understanding the context
of input phrases. In the case of SecBot, a Dual Intent and Entity Transformer (DIET) [37] archi-
tecture is used for intent classification and entity extraction, implemented by the Rasa framework
[193]. The DIET classifier relies on a transformer neural network to encode input text with context,
Conditional Random Fields (CRF) [ 145] to identify and extract entities from text encoded, and dot-
product similarity [237] to classify the input intent.

While Intentsidentify users that want to find protection according to the budget available or want to
ask for help to configure efficient protection, Entities are used to extract specific terms or values from
the user intent to provide a correct response. To reach accurate responses, all entities are connected
to knowledge databases, which describe values accepted for each of the specific entities. About 150
entries are defined for Entities of SecBot. New entries for these Entities as well as new Intents can be
added, such that the SecBot can cover different scenarios and demands. Table 4.2 provides examples
of intents implemented in SecBot.

Table 4.3 lists examples of entities supported as input by the SecBot. After identifying the user’s
intent and extracting entities from the input text, SecBot needs to decide which action to best help the
user. To that end, another important concept for conversational agents needs to be defined: Stories.
A single Story defines those steps SecBot can take in response to a user’s input, resulting in multiple
possible conversation flows. For example, after recognizing the intent attack notification and if the
next one is the Intent attack details, a message is sent asking for the budget available to invest in
protection before issuing a recommendation. However, if the next intent recognized is problem_-
desc, a different action will be executed to identify the type of attack. Thus, the definition of Stories
is critical, given that it is used to train the solution to recognize the context of a conversation and to
select the following actions or flows.

SecBot supports functions that can be run as an action in response to users’ inputs, according to
an identified Intent, such as providing feedback messages, running arbitrary code (i.e., custom ac-

tions), or listening for new inputs. Based on that, SecBot implements different custom actions that
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Table 4.2: Examples of Intents Implemented by the SecBot

Intent Example Associated Entities

My Windows systems are under

attack notification @target, @attack _name

a ransomware attack
attack details It is a WannaCry attack @attack type
target The target is my database @target

My server is receiving

problem_desc a lot of requests from different IPs @symptom, @target
) I want to block an @solution, @technology, @target,
solution_config SYN flood using my IPTables @attack name, @action

How can I block

solution_support a specific port using UFW?

@operator, @object, @solution

hould I'i i k
rosi_calc Should I invest in backups @attack_name

against ransomware impacts?

I have almost 10 TB @cardinal

critical data
— of critical data

run actions according to different scenario flows. These custom actions involve (i) finding the best
solution for a request, (ii) identifying the type of attack based on symptoms, (iii) helping during the
configurations of in-house protections, and (iv) calculating metrics related to the economic impacts
of different cyberattacks.

During the training phase of the SecBot, besides database entries and Intents, different Stories have
to be defined for the supervised learning to allow the implemented Rasa neural network algorithm
to obtain sufficient knowledge to extract and process information. Thus, it is possible to determine
which action to take during a conversation correctly. These Stories were defined to cover SecBot sce-

narios, being able to predict a correct flow based on an identified Intent.

4.4.1 PROACTIVE AND REACTIVE SCENARIOS

Two possible approaches are defined to describe different scenarios and to guide users during the
interaction with the SecBot: the Reactive R and the Proactive P approaches. This definition can be
viewed as complete, since it comprises the only two possible ways to behave in cybersecurity, i.e.,
situations where the user wants to react to protect against an imminent attack (reactive) or a user
who wants to operate a better plan defining the business cybersecurity strategy (proactive). These
two approaches are divided into six different flows that can be combined to provide a more accurate

and complete answer to the user.
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Table 4.3: Examples of Entities Supported by the SecBot

Entity Description Input’s Example
@attack_name Name of the attack I am being target of a @DDoS Attack.
@attack type Type of attack It looks like a @SYN flood.
T fth k
arget of the attac The target is my @Windows systems.
(@target or the component .
] It is my @database server.
with symptoms
@symptom Describe specific My server is receiving
problems or symptoms @alot of requests.
Amount and currency _
@budget vailable to invest My budget is @ 5000 EUR.
@solution, Describe in-house I have an @IPtables running
@technology solutions on @Linux.
‘ Describes the users’ I want help to @block
rator
@operato required action an IP traffic using the UFW firewall.
. Explicitly describes an I want to block the
@object ,
element to apply the operator @Port 22 using IPtables.

Figure 4.10 (a) describes the finite automaton for reactive scenarios. R, represents a conversation
where the user knows technical details of the attack (e.g., type of attack or log files) and wants to
know which solution matches his/her budget and demands. R, focuses on understanding symptoms
associated with cyberattacks and problems, thus, helping users find a suitable solution. Lastly, the
flow resulting in the final state R, covers users that have already deployed protection solutions but

need help to configure these.

The finite automaton for proactive scenarios is presented in Figure 4.10 (b). P, assumes users who
want to reduce the economic impacts of threats in their business. Different metrics can be employed
to provide useful information, directly helping, when deciding how investing in cybersecurity. e.g.,
the ROSI metric is calculated using the user’s inputs and business requirements to provide insights
about whether to contract a solution, assume risks, or even acquire cybersecurity insurance cover-
age. Furthermore, based on its knowledge database, the agent can suggest actions to reduce costs
and avoid a financial loss for specific business sectors. Scenario P, covers the conversation flow in
which users want to proactively protect their systems against specific cyberattacks (e.g., WannaCry

ransomware or Mirai Botnet). Recommendations for updates, configurations, or solutions to be ac-
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Figure 4.10: Finite Automaton for the SecBot Scenarios

quired can be provided. Finally, P, considers requests about the most common risks and vulnerabil-
ities according to the business configuration, sector, and information provided.

Users can configure a business profile descriptor to provide the SecBot with a detailed view of their
business. This information is used for the recommendation process and steps requiring specific infor-
mation on the business organization (e.g,, number of employees, regulations, sector, or underlying
security configurations/demands). To choose the best solution from a list of possible protections,
the SecBot is integrated with MENTOR (cf. Section 4.7), the recommender system for protections.

Different custom actions are presented next to handle information obtained during the conver-
sation, providing accurate answers for specific cases where algorithms and calculations are required
to process the output, such as those specific reactive and proactive flows described. Custom actions
are provided to SecBot to (a) identify a cyberattack based on a list of presented problems or symp-
toms, (b) provide configurations for protections according to requests, and (c) conduct an economic

analysis based on user’s requests to support the decision-making.

ATTACK IDENTIFICATION

The symptoms or problems extracted from the conversation can be used to identify the attack de-
scribed by the user. A decision-tree containing the relationship between known attacks and asso-
ciated symptoms is proposed as a custom action, which receives a list of symptoms and returns the

related attack for the user. This action is directly related to the intent named as problem_desc (cf. Ta-
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Figure 4.11: Symptoms’ Tree Structure to Search for an Attack

ble 4.2), which is recognized when the user describes problems without a technical understanding of
what is happening.

Figure 4.11 shows an example of the attack tree structure. The SecBot starts with an initial tree con-
taining examples of well-known attacks (e.g.,, DDoS and ransomware) relationships and their symp-
toms. Thus, the user’s described symptoms are checked in the attack tree. If the resulting path ends in
aleaf, it means that the attack was identified. Thus, using a Server as a target, the symptoms "receiving
many requests” and "many of them are SYN packets” can result in the identification of an SYN flood
attack. The same approach can be applied for different attacks in which previously known symptoms
can be used to create the attack decision-tree. If the path cannot achieve a leaf, it means that the attack

cannot be identified, resulting in negative feedback sent to the user.

PROTECTION CONFIGURATION

The SecBotalso interprets requests for help to configure protection already available in-house. Hence,
entities are extracted to understand (i) the user’s intent, which includes the name of the solution avail-
able, (ii) the operator (e.g., block, allow, or protect), and (iii) the attack type for which the user wants
a specific configuration. Based on these entities, SecBot can determine the associated configuration

or provide the syntax for the user to create his/her configuration. For that, descriptors are defined to
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store the relevant information about each configuration available. This information can be manually
added or automatically generated by scripts that can extract and process public information available

by solutions, such as using the Linux manual pages (man page) database.

<input>: "I have an IPtables installed and I want to protect my network against ICMP
flood"
Entities_Extraction {
"intent": solution_configuration
"solution": IPtables
"operator": protect
"target": network
"attack_name": ICMP flood

}
<custom_action>: find_configuration(solution, action, target, attack_name)
<output>: "The command for your configuration request is: iptables -t mangle -A

PREROUTING -p icmp -j DROP"

Listing 4.1: Example of SecBot Processing and Output Based on a User's Input

Listing 4.1 presents the input and output for scenarios where users want to protect the network
from an imminent attack (i.., reactive) or anticipate (i.e., proactive) this type of attack to avoid dam-
ages. E.g, the request “I have an IPtables installed and want to protect my network against ICMP flood”
results in a message containing a configuration for protection against ICMP flood tailored for the IPTa-
bles packet filtering solution. This configuration is provided as a JSON structure stored by the SecBot,

which maps different solutions, configurations, and commands.

{

"iptables": {
"version": "1.4.21",
"0S": "Linux",

"support":{

"block": {

"ports": "iptables -A INPUT -p <protocol> --destination-port <port number> -j DROP",

"ip traffic": "iptables -A INPUT -s <ip> -j DROP"

}

1,

"protection_config": {

"syn flood": "iptables -t raw -A PREROUTING -p tcp -m tcp --syn -j CT --notrack |
iptables -A INPUT -p tcp -m tcp -m conntrack --ctstate INVALID,UNTRACKED -j
SYNPROXY --sack-perm --timestamp --wscale 7 --mss 1460 | iptables -A INPUT -m
conntrack --ctstate INVALID -j DROP",

"icmp flood": "iptables -t mangle -A PREROUTING -p icmp -j DROP",

"port scanning": "iptables -N port-scanning | iptables -A port-scanning -p tcp --tcp-
flags SYN,ACK,FIN,RST RST -m limit --limit 1/s --limit-burst 2 -j RETURN |
iptables -A port-scanning -j DROP"

}

}
}

Listing 4.2: Example of a JSON File Describing a Protection Configuration
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Listing 4.2 provides an example of this data structure describing a specific solution. In this exam-
ple, astructure for an IPtables 1.4.21 running on Linux s defined, which supports requests to describe
different actions, such as how to block Ports/IP traffic, and also allows for the configuration of IPta-
bles to block different types of attacks (e.g., SYN flood, SSH Bruteforce, and Port Scanning [131]).
The OS being used by the business is taken into consideration to provide the correct configuration.

This information can be described in the business profile or during the conversation.

4.4.2  SECBOT’S IMPLEMENTATION

A proof-of-concept of SecBot was developed using Rasa 2.2.2 [ 193 ], an open-source machine learn-
ing framework to build contextual Al agents and chatbots. SecBot’s code and training data set are
publicly available [ 151]. The implemented solution relies on the Rasa framework abstractions of the
underlying NLP and ML algorithms to simplify the design and handling of Entities and Intents. Cus-
tom actions were developed using Python 3.8.3, while the knowledge databases are described as plain
text or JSON files. In its current version (as of March 2022), SecBot is composed of 61 stories (con-
versation flows), 37 intents (action conveyed in the sentences and all its participating parts), and 32
rules (short pieces of conversation that follow the same structure). Also, hundreds of entities values
for targets, attack names, attack types, symptoms, and solutions are listed in lookup files.

Also, SecBot was integrated with the Telegram messenger application. For that, Telegram’s BotFa-
ther was used, and an access_token was generated. A Ngrok tunnel was configured to make the chatbot
reachable at localhost and the Internet. The Ngrok tunnel automatically creates both an HITP and
an HTT'PS endpoint, which are then forwarded to the localhost s005. The newly created HTTPS con-
nection can then be assigned to an webhook url. Figure 4.12 shows a simple interaction between a
company (i.e., OTC Premium Clothing IT) and SecBot via Telegram chat.

In Figure 4.12 (a), the company interacts with SecBot by providing some description of the symp-
toms being perceived. SecBot then collects her/his information and classifies it as an SYN flood.
In Figure 4.12 (b), the company asks for SecBot what is this kind of attack. SecBot answers with a
definition based on its database. Then, in Figure 4.12 (c), the company asks what is the impacts of
this kind of attack, thus, receiving a brief description and a suggestion of PDF with more information
about that. This shows the potential of supporting users not only with detailed information but also

with supplementary material (e.g., guidelines, configurations, and scripts).
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[start
Hi SecBot

SecBot
I need your help
SecBot
SecBot

please do so now.

almost used up

@ SecBot

SYN flood

[Zia OTC Premium Clothing IT

Hey! How can I help you?

[Zia OTC Premium Clothing IT
——

(2l OTC Premium Clothing IT

o1C OTC Premium Clothing IT
[6

Can you describe what the problem is?

My server receives a lot of requests from many different IPs

Fine. If you still have (other) symptoms or problems to describe,

I could also identify many syn packets as the TCP table was

I am now processing the submitted information..

You are suffering from following attack:

(a) Attack Identification

o1 OTC Premium Clothing IT
How does a SYN flood attack work?

@ SecBot

A SYN-Flood attack takes advantages of weaknesses in TCP
handshake. To establish a TCP network connection the client
sends first SYN packet, which are basically initial request packets,
to the target server. The server in turn replies with a SYN/ACK
packet to confirm the communication request. This reply must
then also be confirmed by the client by sending the ACK packet to
the target server. During 3 SYN-Flood attack, the cyber criminals
block the third part of the handshake process. Waiting for the
ultimate confirmation of the handshake, which obviously will
never arrive, the victim's server remains with many open
connections, thus being rendered unavailable by exhausting its
resources.

erC

@

OTC Premium Clothing IT
What are the impacts of SYN flood attacks?

SecBot

The syn flood attack belongs to the group of ddos attacks. Since
there are many possible impacts to list, please check out the
following attachment!

Attachment:
https://1drv.ms/b/s!AvrjnnB8WaSCwDmMRFKskccJTMgRg

ddos_impacts.pdf
PDF File

(b) User Asking for Details About an Specific

Cyberattack

(c) User Asking for Details About Possible Im-
pacts of an Specific Cyberattack

Figure 4.12: Example of Interactions with SecBot using the Telegram Messenger App

4.5 VISUALIZATIONS AND ML FOR THREAT ANALYSIS AND IDENTIFICATION OF CY-

BERATTACKS

Network traffic analysis has been used for different purposes, such as monitoring and executing per-

formance, accountability, and security tasks. For that, popular tools [230] can capture and analyze

network traces (e.g., Packet Capture (PCAP) files and Netflow records). This can be useful for both

real-time and also postmortem analysis of attacks. In the cybersecurity field, a postmortem analysis

(i.e., after the attack occurred) reads traffic log files in order to extract characteristics of the attack,
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identify damages, and acquire sufficient knowledge to mitigate new attacks [98]. However, there
is still a certain lack of visualization approaches to explain cyberattacks and support cybersecurity
planning. Also, ML-based systems can benefit from insightful visualizations to represent data in an
accessible manner for different stakeholders without prior knowledge within such a field. Thus, these
approaches can be used during the process of taking action against further attacks, such as those re-
lated to DDoS attacks and malware infection.

The SecGrid platform [90] was designed and developed as an open-source solution for post-
mortem analysis, classification, and visualization of cyberattacks. SecGrid addresses the lack of in-
tegrated approaches for processing, analyzing, and visualizing complex datasets of cyberattacks by
implementing an extensible set of miners to process information from network traces (i.e., PCAP)
and providing visualizations for the analysis of cyberattacks. According to demands, both miners
and visualizations are extensible to address different scenarios and requirements. SecGrid is based
on an ML-based approach to automatically classify traffic given according to its type (e.g, SYN flood
and Ping of Death) or as regular traffic. SecGrid defines for the CyberTEA framework the part of
the RL, thus, implementing the Data Processor, Threat Advisor, and Risk Analyzer. Also, it provides a
Web-based Interface for user interactions.

Three main dimensions are defined to represent the requirements of the SecGrid: (i) Automa-
tion, (ii) Usability, and (iii) Scalability and Extensibility. A fully integrated and automated process
is provided to process and store information from PCAP files containing traffic originating from cy-
berattacks. Different abstractions are provided during the analysis and comparison of attacks, which
simplifies identifying characteristics related to a cyberattack for improved cybersecurity planning and
enhanced detection of attacks. Also, a supervised ML approach is used during the analysis and clas-
sification of cyberattacks. Finally, SecGrid’s components are designed to be extensible, which means
that both the extracted information and the visualizations can be rendered according to user-specific
demands. Examples of work that use and extend SecGrid include economic information sharing [ 76],
DNS Sinkhole [121], Real-time Netflow analysis [ 177], and Collaborative Mining [ 54].

SecGrid consists of (i) miners, which can decode PCAP files and extract features from different
protocols (e.g., Ethernet, IP, TCP,and HITP), (ii) a Web-based Interface that allows users to interact
with the platform and access overview statistics, (iii) an ML model to classify different attacks traf-
fic automatically, and (iv) visualizations that give insights regarding the datasets under investigation.
Besides, a Web-based user interface is provided, where users can share their insights and datasets with

interested users, taking into account privacy concerns (i.e., data anonymization).
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Figure 4.13: Architecture of the SecGrid Platform

The architecture of SecGrid is shown in Figure 4.13. The user accesses the Web-based Interface
to analyze a dataset available (i.e., PCAP file) or upload a new one. The Data Manager is in charge
of handling user requests to store and access data related to a cyberattack. After the user uploads a
new dataset, it is forwarded to the components of the Data Layer, which perform data extraction and
processing of all relevant features of the cyberattack. Finally, these features are available in a well-
defined data structure for the Visualization Module to build different visualizations according to user
interactions. The Data Layer and the User Layer communicate through the Communication API. An
Integration API allows for external solutions to request information and reuse available miners, which
provides also integration options with external solutions.

In the User Layer, the Visualization Module renders the diagrams based on the result produced by
the Data Layer modules. This module contains three components that work together and can be im-
plemented as one integrated module. First, the View Transformation component receives the results

of the mining process through the Communication API. It then transforms the properties of the data

100



structures into fitting visualizations, such as by mapping the number of packets contained in a result
to the values for a y-axis of a bar chart.

These data structure properties can then be further adapted by the Visual Transformation, which
can change the way how these properties are shown. E.g, given that a user wants to zoom out, it
aggregates specific data points on the y-axis of a bar chart. Finally, with this configuration, visual-
ization components can plot the data using different visualization techniques. For example, a set of
TCP ports and their number of occurrences could be plotted using different charts (e.g, line, bar,
histograms, pie). Therefore, the Visualization Module contains the required components that allow
SecGrid to build interactive visualizations. Each visualization is described as a template, which can
be fed with different information, thus, allowing the reuse of the same features to visualize different
behaviors (e.g., malware in its infection phase or a DDoS§ attack on the application layer). New visu-
alization templates can be added to enrich the capacity of SecGrid to plot the information available.

Figure 4.14 provides an overview of the SecGrid Web-based Interface. In this view, the opened
dataset (i.e., Dataset 1) can be seen on the top left. In the Metrics Tab, a summary of all extracted
information from this dataset is available (e.g., number of packets, attack size, and the number of
different sources IPs). All of the visualizations are accessible via the Visualizations Tab, separated
based on the OSI layer model (e.g., visualizations considering the application, transport, network,
and physical layers). After clicking on one visualization, a new window is added to the dashboard
grid, allowing for simultaneously analyzing different information and even datasets. For example,
these opened visualizations can indicate a possible SYN Flooding attack leading to port 8o with a
specific origin (e.g., IP addresses and country).

The Data Layer contains the Packet Decoder module, which reads a PCAP file provided by the Data
Manager and parses packets using the Protocol Parser, which is in charge of identifying the type of
packets and separating them for further analysis. Then, the Miners extract specific information from
the decoded packets, thus, making the extracted features available to users in different ways (e.g., as
a statistical report or in a set of insightful visualizations). These modules allow independent miners
to analyze some protocols’ packets without fetching packets that they do not need or without being
affected by other miners. The protocols decoded and processed today by SecGrid include: Ethernet,
ARP, IPv4 and v6, ICMP, TCP, UDP, and HTTP.

This set of miners, as summarized in Table 4.4, can access packets of a particular protocol or ab-
straction. Thus, it allows independent feature extractors to produce a visualization result for one or
more attack types. For example, one implements an autonomous miner to visualize a possible SYN

flood attack and an additional miner for a DNS amplification attack.
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Figure 4.14: Example of a Dataset Opened in the SecGrid's Web-based Interface

The first miner observes packets emitted in TCP protocol, and the latter observes an application
layer protocol. Then, they extract relevant features from the packets and store them for analysis. For
example, a TCP States miner analyzes the TCP flags that indicate the connection states, highlighting
the distribution of connection states of the overall observed packets. The miners then make avail-
able the results in a structured way to visualize such characteristics. It is important to note that al-
though a set of miners are provided, it can be extended by implementing new miners (e.g., JavaScript
or Python-based) and linking them with the Packet Decoder. Thus, SecGrid’s extensibility allows for
further analysis and insights about different types of cyberattacks and behaviors, such as traffic related
to WannaCry (ransomware), Mirai (Botnet) [97], or even a simple port scanning.

Table 4.4 lists examples of miners implemented by SecGrid. These miners can be applied sepa-
rately or combined to extract meaningful information about the traffic available in a PCAP file. This
information can then be combined to generate different reports and visualizations. For example, the

combination of the TCP States Analyzer, Device Analyzer, and Port Analyzer can be used to identify
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Table 4.4: Examples of the Miners Implemented for SecGrid

Miner Target Data Outcome
Attack duration, ) ; .
. Overview of metrics associated to a
Metrics Analyzer number of packets,
cyberattack log file
IPs and ports
Overview over the VLAN member-
IEEE 802.1Q Taggi F t
02.1Q Tagging rame tags ship of link-layer frames
IP Protocol Analyzer IPv4, IPv6 Analysis of the pacl.<ets acc'ording to
packets the IP protocol versions being used
Port Analvzer UDP and Overview of the most used UD-
z
4 TCP ports P/TCP ports by number of segments

Top Source Hosts Extractor

Source address

Overview of the hosts sending more
traffic and requests

Analysis of the frequency of TCP

TCP States Analyzer TCP flags flags in the packets, such as ACK,
SYN, and FIN
Device Analyzer HTIP ‘Identlﬁes which type of device is be-
User Agent ing used for the request
Browser and OS Analyzer HTIP Identifies ‘the browser and operation
User Agent system being used for the request
Analysis the most used HITP re-
HTIP Verbs quests (i.e., GET and POST) as well
HTTP Anal ’
ayzet and End-points as the end-points accessed via HTTP
protocol
Listens to all events emitted by the
ML -Feature Events emitted protocol parser and process the infor-

by the Protocol Parser

mation required for the attack classi-
fication ML model

Command and Control (C/C) traffic between IoT devices of a botnet. This traffic usually shows ac-
tivity in port 23 (i.e., Telnet), with most of the packets being SYN packets, and occasionally keep-alive

packets (e.g., PSH and ACK) can be observed [2].

For the classification of given attack traffic, the ML Handler acts as a gateway for the SecGrid and
the ML algorithms (e.g,, K-Nearest Neighbour, Random Forest, or Neural Networks). Thus, when
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traffic data has to be classified, the Data Manager sends a request to the ML Handler, which will be

in charge of preparing the data to be used as input for the implementation of classification ML algo-



rithms. Also, the ML Handler manages the ML Model Data, training and adding new data from the
ML-Feature miner. Details on the implementation and the ML models being used are presented in

the following sections.

4.5.1 SECGRID’S IMPLEMENTATION

All of SecGrid’s components and its Web-based interface were developed using Javascript (mostly
Node,js and Vue,js). An instance of a running prototype and its source code is publicly available at
[153]. Integration with the European DDoS Clearing House pilot is placed [ 82] to support better the
analysis of one of the most prominent cyberattacks: DDoS attacks, thus, allowing for the exchange of
information and features between SecGrid and the DDoSDB. Thus, SecGrid and the DDoSDB can
communicate via APIs provided by both solutions. The need for the development of new miners is
because extensibility and control of the different levels of granularity possible are important, when
extracting information to provide insights, novel visualizations, and features for today and the next
generation of cyberattacks.

One of the most important decisions, when implementing the packet parser of SecGrid, is which li-
brary to use for network capture decoding. The final decision for alibrary based on Node.js was taken
because of different reasons, such as (i) technical aspects related to the capacity to handle capture files
that are multiple gigabytes large and (ii) scalability aspects, which require well-defined structures to
allow all miners to be easily extendable and optimized. Besides that, to support the implementation
of the different miners, a list of protocol parsers was initially developed for the SecGrid. Table 4.5
lists protocols that are decoded by platform’s Protocol Parser. Besides those protocols listed, other
protocols and packet types are already decoded and emitted to miners (e.g., 802.11, IGMP, SSL, and
Websocket). Thus, it is possible to implement miners to extract features from them according to the
demands of the different scenarios.

Multiple miners implemented by SecGrid provide specific features for analyzing and understat-
ing cyberattack traffic. Also, they allow for a straightforward extension of metrics and scenarios to
be considered, which is helpful for different purposes, such as research experiments, cybersecurity
education, and companies with specific analysis demands. However, as an alternative for SecGrid
miners, well-known network tools like tcpdump and SmartSniff can use SecGrid as a more intuitive
visualization and reporting platform. Thus, these powerful tools can be integrated into the SecGrid
dashboard, enabling opportunities for SecGrid real-time analysis by using tools already tested and

validated by the cybersecurity market.

104



Table 4.5: Decoded Protocols by SecGrid's Protocol Parser

Protocol Description Decoding support
This network access layer protocol FU,IHY decoded pa?kets can l?e o'b-
_ tained and respective properties, in-
Ethernet | was observed most frequently during i
. . cluding 802.1Q tags, can be conve-
the initial investigations ,
niently accessed
The address resolution protocol pro-
ARP vides resolution services to the inter- | Decoding fully supported
net layer
Version four of The internet-layer IP | Full access to all properties in the
IPv4
protocol IPv4 header
, , Limited decoding support. Only the
IPv6 Version six of the Internet-layer IP fixed frame header is decoded with
protocol o .
limited support for extension headers
ICMP | The control protocol used along IPv4 | Decoding fully supported
Widel o
TCP idely used connection-oriented Decoding fully supported
transport-level protocol
UDP Widely  used connectionless Decoding fully supported
transport-level protocol
Parsers for certain attributes have
HTIP Application-level protocol been implemented, e.g, User-Agent
strings
BGP Exchange routing protocol used by Parsers for BGP messages

autonomous systems on Internet

Although miners as implemented (cf. Table 4.4) provide information for the analysis of attacks, it

is still required to process this data in order to be used to build the ML training model. Therefore, a

miner ML-Feature was designed to extract data available by other miners and transform them to build

the ML training model, such as transforming respective source IP addresses and ports into unique

counters, obtaining the percentages of packet types from packets extracted, and calculating the inter-

packet interval from the array containing all arrival times of packets.

The special ML-Feature miner listens to all possible events emitted by the package parser and pro-

cesses all information of a time window to provide all relevant features for the attack classification.
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Thus, the ML-Feature miner is used to process the PCAP files in order to generate the required infor-
mation to be used in the training phase of SecGrid’s algorithms and also during the classification of
attacks. The training dataset created and to be used by SecGrid consists of 55,349 records extracted
from different DDoS attack datasets, publicly available at [90]. Thus, as a proof-of-concept, the im-
plementation and training dataset is provided to classify seven different behaviors within SecGrid:

Regular traffic, SYN Flood, ICMP Flood, UDP Flood, IP Sweep, Ping-of-Death, and Port Sweep.

SecGrid

https://secgrid.figueredofranco.com

DDoS Attack-Type over Time s Distribution of Attack Types

e YN _— M
==

Figure 4.15: Visualization of ML-based Classification of DDoS Attacks Along the Time

Two ML algorithms implemented in the SecGrid platform were the Random Forest (RF) and
KNN. The Scikit-learn classifiers were used to implement these algorithms, allowing for customiza-
tion options and parameter tweaks. The RF classifier used ten estimators; thus, ten sets of random
decision trees were created and compared. After classifying these different attacks identified in a sin-
gle or multiple PCAP files, SecGrid provides a visualization in which the user observes along time,
when regular traffic or specific attack occurred. This visualization shows the duration and behavior
of attacks identified.

Figure 4.15 shows on the left the total distribution of the attack classified in the given time. The
darker the lines, the heavier the classified traffic is. Therefore, solid black lines highlight intensive
traffic (in terms of packets per second), while gray lines show less expressive traffic. In addition, on

the right side, a pie chart summarizes the percentage of packets representing each attack classified.
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4.6 DETERMINING OPTIMAL INVESTMENTS IN CYBERSECURITY

Another relevant challenge for cybersecurity, as discussed in the previous chapters, is how compa-
nies should invest their money. Currently, companies invest in cybersecurity solutions (and response
teams) to ensure availability and protect critical services and infrastructure. The cybersecurity market
is worth billions of dollars and steadily rising investments. However, achieving perfect security is es-
sentially an impossible task from a technical perspective. If an attack happens, prevention is cheaper
than reaction after an attack has already surpassed the infrastructure.

Suppose the companies do not invest correctly in cybersecurity. In that case, the security of its
operation depends on luck. The impacts of attacks can be devastating, which is not acceptable for
one with a reputation to maintain. Thus, it is important to understand risks and mitigate them to
reduce possible losses due to cyberattacks. One fact is that the more valuable an information or ser-
vice, the greater the amount of effort and money an attacker would spend to obtain or negatively
impact that (cf. Chapter 2). Therefore, the value of the different business assets should be carefully
analyzed during the different steps required to determine the economic impacts of a cyberattack and,
consequently, achieve better investments in cybersecurity.

In cybersecurity economics, the GL model (as discussed in Section 2.2.2), is the most well-accepted
analytical model to determine the optimal investment level in cybersecurity. The model considers (i)
how much the data or service is valued, (i) how much the data is at risk (e.g., attack probability-based
historical data), and (iii) the probability that an attack is going to be successful, which can be defined
based on the threat modeling and risk analysis. Also, extensions to the GL model have been proposed
over the years.

The idea of information segmentation was also introduced as a key element for investments in
cybersecurity. The information segmentation argues that the amount invested in cybersecurity, when
calculated using the GL model, should be considered in terms of specific information segment and
their potential benefits (i.e., invest more to protect information that can cause more losses). However,
this kind of model is not trivial to be applied by companies, nor is it well-known by non-technical
users. Therefore, solutions that help and simplify the application of GL and other economic metrics
to cybersecurity are very welcome for companies’ faster adoption, since economic motivation is one
of the strongest ones to convince a company to invest in cybersecurity.

Based on that, SECAdvisor, a visual tool for calculating the optimal investment in cybersecurity
is proposed. SECAdvisor allows to define information segments within a company and calculate the

optimal investment for each segment, including potential losses with and without an optimal invest-
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Table 4.6: Values Calculated and Provided by SECAdvisor based on the Gordon-Loeb Model

Internal External Without
- Customers ] . Total .
Operations | Operations Segmentation
Value of
] 120,000,000 | 60,000,000 | 20,000,000 | 200,000,000 | 200,000,000
Information
Vulnerability 40% 20% 10% - 31%
Expected Loss
Before Additional 48,000,000 | 12,000,000 2,000,000 62,000,000 62,000,000
Investments
Optimal Investment 2,280,000 788,528 180,000 3,248,528 3,321,363
Expected Loss
with Optimal 2,400,000 848,528 200,000 3,448,528 3,521,364
Investment
Total
Cybersecurity 4,680,000 1,637,056 380,000 6,697,056 6,842,727
Costs

ment in cybersecurity. This calculation uses the GL model and considers security-breach probability
functions to estimate values accurately. After calculating an overview of the number of funds in cy-
bersecurity, SECAdvisor can recommend protection measures using an external recommendation
engine (cf. Section 4.7). Furthermore, the ROSI metric is calculated for each recommended solution
to compare different protection alternatives in payback or cost-effectiveness. Table 4.6 overviews, as
an example, relevant costs and investments calculated by SECAdvisor for three determined database

» o«

segments (especially “Customer”, “Internal Operations”, and “External Operations”). These out-
comes are based on the GL model [144] and are suggested to be used to guide precise investments
in cybersecurity. The Appendix E shows examples of different values calculated in the background
until achieving this optimal investment.

Figure 4.16 gives an overview of the three different application layers and their responsibilities.
The flow starts with the decision-maker (i.e., user) accessing the Web-based Interface of SECAdvisor
and defining the business profile representing the company that he/she wants to conduct the calcu-
lations. To create such a profile, the user must submit key information about the company to the
SECAdvisor, such as the revenue, sector, and the number of employees. Next, the Segment Layer is
in charge of (i) managing the different segments within the company, (ii) estimating how valuable
each segment is (e.g., based on the critical data available and specific parameters for a given segment),

and (iii) calculating the optimal investment per segment. Finally, the Recommendation Layer allows

for the selection of specific threats and, based on the optimal calculation provided by the Segment
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Layer, can determine which protections are suitable for the company in terms of fitting the optimal

investment, budget available, and demands to mitigate/avoid a selected threat.

(y
<> Web-based Interface
Decision-Maker ¢ ¢
Segment Layer Recommendation Layer
Segment 1| [Segment2| = [SegmentN Threat Selector Business Profile

;I Protection Recommender |

v v b

Investment Valuation MENTOR
Calculator Estimator Engine
A A
Data Layer \ 4

Data Handler

Stored Information

Business
Profile

Figure 4.16: Architecture of the SECAdvisor

The Recommendation Layer prepares all information required and makes requests to the recom-
mendation engine implemented by MENTOR, which is another solution developed and discussed
in-depth in Section 4.7. After alist of protections is recommended for the company, the SECAdvisor
also calculates the ROSI metric (as introduced in Section 2.2.3) for each protection, since it can sup-
port cost-efficient investments by comparing different recommended protections. The Data Layer
is also implemented by SECAdvisor to store all relevant data (e.g., information regarding the busi-
ness, segments, and knowledge used for the segments estimations). Besides that, all configurations
needed for the GL model (e.g., security breach functions as discussed in Section 2.2.2) and for the
customization of the SECAdvisor are stored in a database. Therefore, although predefined equations
and configurations are placed, the SECAdvisor can be extended and adapted by changing key fields
in the database.
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4.6.1 SEGMENTS AND VALUE ESTIMATION

Determination of the segments and their values is critical for the optimal calculation of investments
and the recommendation of protections according to specific demands. As already discussed in Sec-
tion 2.2.2, a segment represents a technical business area of a company. The optimal investment
amount should be calculated per segment, since a specific segment might be directly related to the
potential benefits of cybersecurity investments. The following information is required to determine

anew segment:

« Segment Name: The parameter represents the name of the segment, which can be freely cho-

sen by the company (i.e., user).

« Segment Type: The type of segment is used to suggest suitable cybersecurity threats and to
simplify the monetary valuation of the segment. SECAdvisor allows for the selection of dif-

ferent pre-defined segments, such as Web Server, Network, or Database segments.

« Value: In order to calculate the optimal cybersecurity investment level, the monetary value
(USs$) of the segment is needed. Since it is often difficult to determine this value, the SECAd-
visor provides assistance for the valuation of the segment based on publicly available reports

and data.

« Risk: The Risk parameter describes the probability of a cyberattack. The user is allowed to
specify a number between 0% and 100%. This parameter is needed to determine the optimal

investment.

« Vulnerability: This parameter is also needed to calculate the optimal cybersecurity invest-
ment. It describes the probability that a cybersecurity attack on the segment will be successful.

Values between 0% and 100% are allowed.

Next, the value of the segment must be estimated. However, it is not a trivial task for a user to
determine the monetary value of the segment, such as how much a database is worthy for the business
or networking infrastructure. Therefore, the SECAdvisor provides aid to facilitate this decision. The
system allows the user to enter parameters tailored to the segment, which are evaluated based on
previous knowledge populated in the database (e.g., values based on estimations made by reports,
research, or shared by partners). Thus, the user can receive a suggestion for the segment’s value, which
he/she can use as it is or adapt according to his/her view.

One example of this valuation is shown in Table 4.7, with the different parameters with their cor-

responding values for a database valuation. Based on data breach evaluations and reports, such as



the one yearly provided by the IBM Security about costs of data breaches [122], the application can
determine the value of a segment. The user can specify how many records are stored in the database
for different categories. The system multiplies the given number by the value of a record of this cate-
gory. This allows the application to estimate the total value of the database based on the amount of

sensitive data.

Table 4.7: Database Valuation based on the Average Cost per Type of Data Compromised
According to the IBM Report for the Year of 2021 [122]

Parameter Cost per Record Compromised
Number of Customer Data USs$ 180
Number of Anonymized Customer Data US$ 157
Number of Employee Data USs$ 176
Number of Intellectual Property Data US$ 169
Number of Other Corporate Data USs$ 165

4.6.2 INVESTMENT CALCULATION

The SECAdvisor calculates the optimal cybersecurity investment based on an extension of the GL
model proposed by [144]. This extension combines the GL with the idea of information segmenta-
tion. Many concepts used for this calculation were discussed more in-depth in Chapter 2, precisely
in Section 2.2.2. Therefore, it is recommended to check this section to understand GL model partic-
ularities better.

An important factor for the investment calculation is the breach probability function. Itis denoted
as S(z,v), where z describes the monetary investment and v the vulnerability of the segment. The
breach probability function describes the productivity of the investment, which first increases and
then decreases after a certain point. Each additional investment is higher than the resulting benefit
from this point on. The following steps and definitions, based on the work conducted in [144], are

used to showcase the application of the GL model within SECAdvisor.

« L; describes the value of the segment where L comprises the value of all segments. The breach

probability function for a segment i (where i = 1, 2, ...n) is then expressed as follows:

Z.

S,‘(Z,', Vi) - S(L_/tL, vi)



« Each segment can minimize the segment’s total cybersecurity costs:

IIEII[S(LlZﬁ, V,‘)Li + Zi]

« With the resulting z*, the optimal investment can then be calculated:

*

Z;
S(m, v)L+1=o0

To calculate the optimal invest in cybersecurity, as the values shown in 4.6, the SECAdvisor uses
the breach probability function defined in Equation 4.5. Thanks to this GL model extension, the
SECAdvisor calculates the optimal investment level for each segment. In addition, the monetary ad-
vantage of information segmentation is also illustrated in the application. Note that these equations
are fully extracted from the original work that extended the GL model to support information seg-
mentation [ 144]. Therefore, it tries to generalize the security breach functions to cover hypothetical
scenarios anchored by some assumptions related to the reality of cybersecurity today. However, this
is not true for any company that wants to invest in cybersecurity. Thus, for an accurate optimal invest-
ment calculation, the security breach function has to be defined according to the reality and demands
of a given company or sector.

Vi

Si<zi7 vi) = 1 z (45)
1+

L X o.001 Z
L
To determine the cost-effectiveness of a cybersecurity investment, the SECAdvisor then uses the
ROSI metric. This metric is used because cybersecurity investments do not bring a direct profit but
reduce potential damage. The ROSI calculation extends the Return On Investment (ROI) formula.
The ROI calculation is shown in Equation 4.6.
Gain from investment — Cost of investment

ROI = P
Cost of investment (4.6)

The ROI index makes statements about how effective the investment is compared to the return.
The result is expressed as a percentage. The higher this number, the higher the effectiveness of the
investment compared to the return. This index can be poorly applied to cybersecurity investments,
as cybersecurity investments do not yield a monetary return. Instead, the ROSI metric is applied.

During the evaluation of cybersecurity investments, the focus is on assessing how much potential



loss can be prevented by an investment. Therefore, the monetary value of the investment must be
compared with the monetary value of the risk reduction. The ROSIs definitions and equations are
discussed in detail and with examples of application in Section 2.2.3. The ROSI metric applied by the
SECAdpvisor is shown in Equation 4.7.

(ARO x SLE X mitigation_rate) — Cost of the Solution

ROSI =
Cost of the Solution

(4.7)

While ARO stands for the estimated annual rate of a cyberattack occurrence, the SLE represents

the monetary damage caused by a successful cybersecurity attack. Using the mitigation_rate, which
represents the percentage value of risk reduction from the cybersecurity investment, the ROSI met-
ric can be calculated. Through the ROSI metric, the SECAdvisor provides the decision-maker with
valuable information on how effective his/her cybersecurity investment is. This makes it easier for
the user to select the appropriate cybersecurity solution for specific segments, such as selecting from
a given list of antivirus solutions which one is better from an economic point of view.

The rest of this section highlights how these different equations and concepts were implemented
and integrated into SECAdvisor to be used by companies during the decision process of investments
in cybersecurity. All of the technical decisions and interaction flows are explained and described

below.

4.6.3 SECADVISOR’S IMPLEMENTATION

The SECAdvisor was mainly implemented using Angular]S and Nest]S frameworks. The database is
the MongoDB, a document-oriented NoSQL database management system. The data used for the
SECAdvisor prototype is stored on MongoDB Atlas, which is a flexible and scalable cloud database
service. The database was connected using the Mongoose, an Object Data Modeling (ODM) library
for Node.js. The calculation of the optimal investment level is a core competence of the applica-
tion. For that, the library nerdamer was used to enable calculation operations that JavaScript does
not provide by default. Finally, the integration with the recommender system so-called MENTOR
(¢f. Section 4.7) was performed by making calls for a RESTful API implemented by MENTOR. The
source code and a full-fledged prototype of SECAdvisor are publicly available at [41].

In the first step, the user has to add his/her business profile and the segments that compose the
business under analysis. The user can use the SECAdvisor interface to add each segment required
for the optimal investment calculation. Figure 4.17 shows the interface for adding two different seg-
ments. In Figure 4.17 (), a database segment (i.e., segment type) is selected, which requires the

user to fulfill the information regarding the records stored in such a database (e.g., number of records
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with sensitive and anonymized data). If this information is available, the value estimation can be per-
formed automatically; otherwise, the value for the segment has to be defined manually. Also, the risk
of an attack happening in this segment has to be defined together with the likelihood of a successful
attack (i.e., vulnerability).

Figure 4.17 (b) shows a different segment being added, which represents an Web Server. In this
case, the fields required are different. If the user wants an automated estimation of the segment’s
value, the user has to provide the monthly revenue of the Web site running on the webserver. Based
on that, the SECAdvisor can estimate how worthy this is as an asset for the company. Otherwise, the

information has to be provided manually, as it is for the risk and vulnerability.

Add segment X
Segment Name: Segment Type:
Customers Database V.
Enable value estimation: No O Yes Add segment X
Value Number of Anonymized
Estimation: Number of Customer Customer Data Segment Name: Segment Type:
764331 0 )
Web Server Electronic Web Server v
Number of Intellectual
Number of Employee Pl Property . .
0 0 Enable value estimation: No © Yes
Number of Other Value Monthly revenue from

corporate data

Estimation: Website
O 17000000 Calculate Value

Value($): @ Risk(%): @ Value($): @ Risk(%): @
120000000 80 510000000 60
Vu\nerability(%):® Vulnerability(%):®
50 40
(a) Database Segment (b) Web Server Segment

Figure 4.17: Definition of Segments Using the SECAdvisor Interface

After having the segments determined (i.e., value, risk, and vulnerability of a segment), optimal
investments can be calculated by applying the GL model. The equations are used as defined by the
database (e.g., security breach function and additional calculations). Figure 4.18 shows the calcula-

tions made for each segment added to the SECAdvisor. In this example, three segments are available:
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Customers Database, E-Commerce server, and Internal Operations. An overview of information is

available in the table generated by SECAdvisor, and the optimal investment is defined.

& Actions Customers E Internal Total Without Economic Benefits of Information
b C Operati Segmentation Segmentation

Add new segment ©  Value of Information 20000000 1'600'000 4'000'000 7'600'000 7'600'000

Show segment details ® Calculated Vulnerability 21% 20% 12% 16%

Expected Loss Before Additional

420'000 320'000 480000 1°216'000 1'216'000
Investments

Optimal Investment 26'983 21027 39'818 87'828 88'533 705

Expected Loss with Optimal

28'983 22'628 43'818 95'429 96'133 704
Investment

Total Cybersecurity Costs 55'966 43'655 83'636  183'257 184’666 1'409

Figure 4.18: Overview of the Optimal Investments per Segment Calculated Using SECAdvisor

The user can use this information as input for the next steps of planning and investment, taking it
as a reference value for each segment. For instance, this value can determine the maximum budget
to spend with protections for a specific segment. By having this amount at hand, the user then can
go for the Recommendation tab, which allows obtaining recommendation of protections based on the
MENTOR engine (cf. Section 4.7). Besides providing the recommendation of protections that fit the
budget (i.e., optimal investment) and customized demands, the SECAdvisor also calculates the ROSI
metric by just clicking right below one suggested protection. Figure 4.19 highlights these features by
showing a list of reccommended protections as well as the button to calculate the ROSL

The ROSI calculation requires the user to provide the mitigation rate, the cost of the incident, and
the annual rate of incidence for each protection. According to the segment definition, these values
are already received from the MENTOR recommendation engine and provided by the SECAdvisor.
However, this can be manually edited by the user if needed. After receiving the recommendation and
the value for ROSI (i.e., a ROSI higher than one means cost-efficient protection), the user can decide
which protection to acquire to achieve suflicient protection while also investing only the optimal

amount in cybersecurity.

4.7 SELECTION AND RECOMMENDATION OF CYBERSECURITY PROTECTIONS

The cybersecurity market is worth billions of dollars [ 199] and investments are steadily rising. There
are financial incentives for Security Providers (SP) to enter the market by offering protection ser-
vices. At the same time, users can reduce protection costs (e.g., related to the deployment, config-

uration, and operation of services) by leveraging a competitive cybersecurity market to meet their
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to stop ransomware, viruses, and advanced
malware attacks in their tracks. Combining the
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threat hunting to the next level, detecting and
investigating suspicious activity with Al-driven
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Users of mobile networks require protection
from malware, phishing and other cyberattacks
more than ever. It is no surprise that consumer
concern is high. Service providers who
attempted to address the issue with client-based
security discovered that consumers didn't buy-in
and the adoption rates were low because hey
want a simple, transparent, zero-touch service
that only a network-based service can deliver.
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Calculate ROSI
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Figure 4.19: Recommendation of Protections and ROSI Calculation in SECAdvisor

specific demands. These protections may include acquiring physical appliances, software licenses,
virtual network functions, and cloud-based protection. Thus, although traditional models will still
meet specific demands, a notable amount of next-generation protection services — as an instance of
cybersecurity planning — can adapt to flexible business models and provide a different level of pro-
tection on-demand.

Several on-demand protection services and marketplaces are available, which are not only offering
protection services but also offer alternatives regarding the deployment and management aspects of
such services [34] [204]. However, it is not a trivial task for users to select one of them. Decision-
making is even more critical if the company’s infrastructure is under attack. The decision to mitigate
the attack should be based on information about the infrastructure, such as its economic aspects, de-
mands, and characteristics of the attack. In this scenario, it is essential to observe not only how often
attacks surpass the on-site infrastructure capacity but also which off-site services can provide the nec-
essary protection, considering their different service flavors, such as the amount of traffic supported,
the capacity to address particularities of a determined attack, and price conditions. In this sense, rec-
ommender systems [209] provide a valuable cybersecurity planning tool to support decisions during
the detection and mitigation process.

Therefore, MENTOR, a recommender system for protection [88], is proposed in the context as a
solution to support cybersecurity planning. The MENTOR solution assists companies in measures
to protect critical infrastructure and assets during the decision process, thus, performing an impor-

tant risk management task. The recommender engine indicates protection services available from
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different SPs to prevent and mitigate threats. MENTOR considers different properties from avail-
able protection services, the customer profile (e.g., budget available, region, and technical demands),
and characteristics of the cyberattack to establish a fair reccommender system, where one or more
services from different SPs (e.g., both small companies and global players) can be proposed to neu-
tralize a threat efficiently while minimizing cost and reducing damage. By looking at the framework

proposed by this thesis, MENTOR provides specifically the Recommendation Engine, one of the cores

of the Decision Layer.
MENTOR
Decqlilon-Maker , >  Service Handler [«
v 1

I
4
Requirements A4

Protection Service

Filters Providers (PSP)
I
Recommendation 5
6 \ 4
Similarity
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Figure 4.20: Recommendation Process Overview in MENTOR

The process overview of MENTOR is depicted in Figure 4.20. The user can describe his/her re-
quirements (e.g., budget, threat, and type of protection service) that can be used by the solution to
filter the content of available services from different SPs. MENTOR can then determine which one
is most suitable to support all requirements and demands described. For that, the recommendation

engine applies different similarity algorithms to determine the most appropriate service.

4.7.1  RECOMMENDATION PROCESS

Figure 4.21 shows the overall architecture of MENTOR, highlighting all components and steps re-
lated to the recommendation process. The reccommendation flow is described as follows. First, in Step
1, the Service Requestor receives information related to the infrastructure under attack and the charac-
teristics of the attack (e.g., logs from monitors). Such information is transformed into an appropriate
data structure and delivered to the Extractor, which initializes the reccommendation process. Next, in
the Extraction and Classification phases (Steps 2 and 3 ), the information is analyzed and correlated
with the type of attack to identify those requirements which fend off the attack. In turn, a list of possi-

ble protection services is generated (Step 4) and forwarded (Step 5) to the recommendation engine.
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Finally, in Step 6, the reccommendation engine uses the customer profile input to define which service

from the list of potential candidates is the optimal recommendation.

Recommendation Process

ISPs

Services
Catalog

Extractor <
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Service
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Figure 4.21: The MENTOR Architecture

In the first step, the Service Requestor receives data from monitors and stores relevant data in a
database for future analysis. If a threat or an imminent attack is identified, the component sends
the relevant information and meta-data to the Extractor component to start the recommendation
process. Next, the Extractor, which is the first step of the recommendation process, is in charge of
extracting relevant insights (e.g., attackers, attack characteristics, and infrastructure impacts) from
the data monitored. After the extraction, the information is forwarded to the data categorized into
different attacks.

During the next step, the Classifier is responsible for classifying the extracted data according to
the previously reported and identified attacks (e.g., DDoS variations). To achieve this classification,
techniques to identify attack patterns and also a database providing attacks fingerprints [189] are
applied. After the classification, the Service Aggregator communicates with different SPs to obtain a list
of available services available and relevant properties of each service (e.g., price, type of service, and
coverage area). Next, the database containing the services catalog is populated to supply customers.
The list of SPs can be modified according to customer preferences. Then, the Retriever is in charge
of querying the Service Aggregator, who can fully or partially address the demands of the user. Such
services selected and returned can yield different solutions targeting the same problem but vary in
performance, price, and technology.

The final step of the recommendation process is composed by the Recommendation Engine, which
supports different algorithms to select the optimal service based on the list provided by the Retriever.
Besides the input provided by the Retriever, a set of details is described by the customer to map the
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user profile and requirements. Therefore, to support such a decision, different aspects have to be con-
sidered, such as budget constraints, service coverage, and the capacity to address the particularities

of a cyberattack.

4.7.2 RECOMMENDATION ENGINE

The input data for the recommendation engine depicts a list of available protection services from SPs.
This list comes from the MENTOR'S database previously populated manually or by automated sys-
tems that search for protections available on the market [227]. The database contains general infor-
mation about the service (e.g., price and type of service) as well as technical details regarding threats
and attacks supported by each service. The data returned by each SPs should optimally be provided
through an interface to communicate with MENTOR’s Service Aggregator to be incorporated into the
recommendation process. Thus, providing such an interface is in the interest of every SP.

Table 4.8 presents those parameters that define the requirements of the user running the recom-
mender system. These parameters are to be defined inside a profile and requirements descriptor (e.g.,
a JSON file), containing helpful information used during the filtering and recommendation steps
conducted by the Retriever and the Recommendation Engine. One user, for instance, can use such de-
scriptor to configure the recommender system to temporarily contract a reactive virtual protection
service being remotely hosted in South America, with a deployment time of just a few seconds. The
amount available to spend on such service will be defined as US$ soo. Also, if available, informa-
tion about an imminent attack or threats possible to be exploited can be described. Thus, protection
services that do not support all requirements will not be considered a viable option based on this in-
formation. The descriptor can also be extended to support new parameters and relevant information
provided by the protection services available.

In order to evaluate the feasibility of the recommendation process, the MENTOR was assessed
using four widely used similarity measures: (i) Euclidean distance, (ii) Manhattan distance, (iii) Co-
sine similarity, and (iv) Pearson correlation. These measures were selected because of their potential
to quantify the similarity of two objects [209]. Thus, users” demands can be compared with protec-
tions available to decide which fits better for each specific case. MENTOR was designed to be generic
and extensible to support other algorithms to recommend protection services. In this regard, service
requirements from customers and offered protection services are mapped as vectors in space as de-
picted in Figure 4.22, i.e., their set of attributes as well as magnitudes represents a direction in space,

allowing a geometric evaluation of similarity.
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Table 4.8: Customer Profile and Requirements

Parameter Description Value

Describes if there is a demand to protect

Type of the network from further threats (i.e., proac- . .
. _ . .\ . Reactive or proactive

Service t1ve) or react in order to mitigate imminent

attacks (i.e., reactive)

Type of Provides details of the attack which a pro- e.g, SYN Flood or
Attack tection is being required a specific malware

Attack Details | Uploads log files or details about the attack €& D,DOS fingerprints or
behavior data of any attack

Defines specific geolocalization that one )
Continent, country,

Region protection service should be deployed or _
city, or any
able to act
Describes the maximum time between the .
Deployment . . . Seconds, minutes,
. service being contracted until it be able to
Time hours, days, or any
protect the customer
Leasing Defines the period for which the customer Minutes, hours, days,
Period want to contract a protection service weeks, months, or any
The amount (e.g., in Euro or USD) available
Budget (e, ) Any

to spend with protection

Equation 4.8 presents the Euclidean distance. The Euclidean distance is calculated by taking the
square root of the sum of the squared pair-wise distances of every dimension. In terms of the rec-
ommendation process, a vector containing the parameters defined by the user (cf. Table 4.8) are de-
scribed as a vector x;, and each service available is transformed into a vector y; in the same way. Then,
the sum of differences of all individual squared pair-wise distances is squarely rooted. Thus, the Eu-
clidean distance determines if a service is adequate for the request: i.e., the optimal recommendation

is the service with the lowest possible Euclidean distance.

(4.8)

euclidean(x, y) =

In a similar approach, the Manhattan distance, introduced in Equation 4.9, calculates the distance
(B) between two vectors by considering the difference in the absolute values of each vector. The

vector x represents the protection service and y the user profile. The best service is the one with
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Figure 4.22: Protection Services Mapped into Vectors and Compared to Customer Profiles
using Different Similarity Measures

the shortest diagonal path between the two vectors. Like the Euclidean distance, the best protection

service with the lowest possible value is optimal.

manhattan(x,y) = Z lx; — i (4.9)

Equation 4.10 shows the Cosine similarity calculation, which finds the normalized dot product of
two attributes x and y. cos(x, y), where x is any dimension of the user request and y is a dimension
of a protection service), is calculated between the two vectors to decide if one service fits the user
request. If the angle is equal to o the value for the cosine will be 1 (best reccommendation), and it is
less than 1 (i.e., it ranges from 0.99 to -1) for any other angle.

"
cos(x,y) = LinXi- ¥) (4.10)

V) S s SN 7

The fourth measure under investigation is the Pearson correlation (c¢f. Equation 4.11). The Pear-

son correlation determines linear relationships between two normalized distributed variables. This
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correlation provides a value ranging from -1 to 1, representing the correlation between two vectors.

Thus, the lower the value, the worse is a protection service x reccommended for a demand y.

>oim (i — %) (i —7)
Voo (i = %) (i — 3)?

The recommendation process works as follow. Initial preparation steps involve () receiving/prepar-

(4.11)

pearson(x,y) =

ing input data and (b) filtering unrelated services. The input () requires receiving protection services
from the Service Aggregator, which for the purpose of evaluation were created randomly. Next, the
customer profile is determined (i.e., received from the front-end or to establish the comparison of
those services offered for protection. Before calculating similarities, unrelated services are discarded
in the filtering process. This involves eliminating services, whose binary properties do not match the
customer’s requirements, e.g., type of service (reactive or proactive) or service region (Europe).
Step 1 involves the indexing of (a) service parameters required by the customer and (b) each ser-
vice in order to build an integer array representing the service. These steps are necessary to map
services and enable the application of similarity measures geometrically. Similarly, Step 2 is applied
to each service to index its properties. Steps 3 and 4 involve the actual recommendation of services
and storing the rating. In Step 3, the customer profile is mapped as a vector Y and each protection
service as a vector X, provided as input to similarity algorithms. In Step 4, ratings are stored as a simi-
larity dictionary with the service ID as a key, especially to later enable the export or plot of similarity

data.

4.7.3 MENTOR’S IMPLEMENTATION

A prototype of MENTOR was implemented to evaluate the feasibility of such a solution practically.
The Web-based user interface was developed using React]S 16.8. The Recommendation Engine was im-
plemented using Python 3.7.3. Flask 1.0.2 was used to implement REST APIs allowing the commu-
nication between components. The recommendation engine’s code is available online at [149]. An
additional instance of MENTOR called ProtectDDoS [89] was developed to provide a Web-based
interface and refinements in the engine to make it optimized for the reccommendation of protections
against DDoS attacks. The source code is available at [55] and shows the first integration of MEN-
TOR with an external solution via API. The API allows for easy integration with other solutions.
Examples of this integration is mentioned also in Sections 4.3, 4.6, and 4.4 by showing, respectively,

how SecRiskAlI, SECAdvisor, and SecBot are integrated with MENTOR.

122



(83 user Profile

Coverage Region(s) Europe X v
Service Type(s)  Reactive X v ®
Attack Type(s) Application X v Drag & Dropa @
JSON file or
Browse
Deployment Time = Seconds v Priority: ~ Low Medium High
Leasing Period = Days v Priority:  Low Medium High
Budget 5000 " usD Priority: ow Medium High

Figure 4.23: User Requirements Configuration using ProtectDDoS’'s Web-based Interface

Figure 4.23 shows the interface where users can access to configure their requirements (i.e., cus-
tomer profile) and prioritize each demand from High to Low. Defining priorities during the recom-
mendation process, such as High priority for the price, will impact the recommendation and, thus,
return the protection service with a lower price while neglecting others, less prioritized criteria. After
that, a list of the most recommended protection services available is returned. Even though a dash-
board was implemented, the reccommendation engine is loosely coupled to the dashboard. It can be
executed autonomously, without any interaction, only providing the adequate inputs (e.g., attack’s
characteristics or specific demands) via MENTOR’s API to automate the process. The possible au-
tomation favors further steps towards a real-time recommendation of protection services.

As the MENTOR offers support for different algorithms, the user can select the recommendation
algorithm according to preference. In order to help in the decision process, different information is
provided, representing how the algorithm classified each protection service. Thus, the user can visu-
ally process and understand the accuracy of a recommendation by comparing the vector describing
the customer profile and the vector of each protection service.

The MENTOR not only optimizes the service selection for users but also encourages SPs to ac-
tively publish their prices, which in turn increases price competition and usually results in a decreased

price for the user. New services can be automatically added using descriptors provided through the
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Figure 4.24: Upload of a New Protection via the Web-based Interface of ProtectDDoS

RESTful API running on the SPs side. For this, each SP that wants to announce its service needs to

describe its services as a JSON file containing relevant information about the service and adhering to
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the model provided in Table 4.8. This can be done automatically by using the Web-based Interface
of MENTOR as shown in Figure 4.24. After that, MENTOR’s components receive such descriptors

and extract information to populate the database.

budget: "200 USD",
requirements:{
protection_type: "Reactive"
region: "Europe",
deploymentTime: [
"minutes"
1,
leasingPeriod: [
"days"'
1,
}
infrastructure:{
technology: "Openstack"
services_running: [
"Apache Web Server",
"MySQL Database"
1,
protection_running: [
"IPtables"
]
priority: "high"
3,
attack:{
type: "SYN Flood",
log_file: "attack.pcap",
fingerprint: "attack.json"

}

Listing 4.3: Example of JSON File Describing a Customer Profile

The prototype implemented also allows for uploading log files to provide feedback on protection
services. The users’ feedback can feed a reputation system for SPs and customers. Thus, a reputa-
tion system can provide more accurate reccommendations, decreasing the necessary trust placed in
information advertised by the SP.

By using the input of the user, a JSON file, as shown by Listing 4.3 is automatically created via
the dashboard, thus, describing requirements and attack characteristics. Also, user infrastructure in-
formation can be described to refine MENTOR filters. For example, some protection services can
be highly recommended for specific technologies (e.g.,, Openstack-based infrastructure), while other
on-site protections (e.g., IPtables-based Firewalls) are already running. This file can be created man-
ually by any SP interested in offer a protection, following the standard defined by MENTOR. This

file is used as one input for the reccommendation engine (cf. Figure 4.21) and, based on the require-
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ments described on such a file, MENTOR can apply filters and determines the similarity between

each service and the customer profile.

4.8 SUPPLEMENTARY SOLUTIONS

Besides the solutions introduced above to satisfy the main layers of the framework proposed by the
CyberTEA approach, there are a set of supplementary solutions designed and implemented to provide
additional elements and features that can also contribute for an adequate cybersecurity planning.

Therefore, although optional, it is highly recommended to consider solutions like those to address
known demands of the cybersecurity community and also to highlight opportunities that the cyberse-
curity field can explore, such as cyber insurance models, information sharing enablers, marketplaces
for protections, and mechanisms to deploy and host protections as a service. All of the solutions in-
troduced in this section are placed in the Supplementary Layer of the CyberTEA framework and also
cover key steps of the CyberTEA methodology.

4.8.1 AUTOMATING CYBER INSURANCE MODELS USING BLockcHAIN (BC)

As discussed previously in Section 2.1.3, the costs related to cybercrime are increasing fastly. In this
sense, to reduce the impact of successful attacks and to enable companies to recover faster and with
fewer costs, different cybersecurity investments can be considered; in which one of the most promi-
nent strategies includes cyber insurance coverage models [ 178]. Although the cyber insurance mar-
ket is fast-paced and is under intense development [139, 141], cyber insurance approaches still have
room to advance from a risk transfer tool to a critical requirement for companies’ risk management.
Currently, different cyber insurance approaches are explored by companies, effectively expanding
the market, either (a) introducing new business models and mechanisms to gain advantages or (b)
improving their insurance services by using new technologies. However, critical open challenges for
a cyber insurance adoption exist, e.g., the information asymmetry that has to be considered during
the contract’s design and the customer’s eligibility for coverage [24]. Thus, different cyber insurance
approaches have been proposed, and new paradigms have been applied in such a context [241]. One
such new paradigm that is a suitable catalyst in the insurance market is the BC, which allows for re-
ducing intermediaries, automating the deployment and management of insurance contracts, and sup-
porting novel insurance models [ 100]. Due to the automation enabled by SCs and the immutability
of the BC, BC-based cyber insurance models can provide a trustworthy and immutable agreement

between cyber insurers and customers.
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Thus, in order to explore opportunities in this field, SaCI is proposed as a BC-based approach for
the creation, deployment, and management of a cyber insurance contract [81]. SaCl correlates rel-
evant customers’ aspects and cyber insurance companies’ (i.e., insurers) requirements, such as busi-
ness information, contract constraints, and security aspects, to create an SC that describes and man-
ages the agreement between customers and insurers. Based on this, both stakeholders can interact
with the SC to proceed with coverage requests, contract updates, and premium payments. SaCI en-
sures a trustworthy record of the contract coverage and all changes along time; thus, not only (i)
providing automation of the process, but also (ii) acting as a referee or proof in case of disputes (e.g.,
customers requesting payment for a loss due to a cyberattack that the insurer has denied payment
for). Further, if funds are available and contractual requirements are satisfied, SaCI automatically
transfer funds between stakeholder to execute payments, such as those related to premiums paid and
loss coverage due to a cyberattack.

SaCl describes a JSON file structure to store relevant information about the contract and translate
it to SC code within well-defined functions allowing for interactions between customers and insurers.
Therefore, SaCl allows for the (i) payment of premiums and contract updates, (ii) request of damage
coverage and dispute resolutions, and (iii) check of contract information and its integrity, whenever
it is required (e.g,, in case one of the parties involved are not following the agreement defined). Be-
fore the development of SaCl, as a first investigation, the cyber insurance stakeholders were mapped,
and relevant information related to the cyber insurance market was collected. This helped to have a
better understanding of the challenges and also the opportunities within this market. Both mapped
stakeholders and collected steps (mapped as a framework) are available in the Appendix B. Also, a set
of interviews with cyber insurance underwriters working in Switzerland were conducted to validate
the view of the cyber insurance scenario.

The architecture of SaCI (cf. Figure 4.25) highlights the layers and components designed for the
blockchain-based cyber insurance model. It determines two relevant stakeholders (i.e., customer and
cyber insurer) for the approach at the top and enables the interaction with the system using those
components running on their respective layers (i.e., on their own infrastructures). The User Layer
is composed of a Web-based interface, with which the customer can access and add all information
related to business and demands (cf. Table 4.9). This information is forwarded to the Contract Builder
in charge of mapping this information into the JSON format. The respective JSON file is sent to the
Insurer Layer using the SaCI’s APL.

Within the Insurer Layer the Contract Processor reads information from this JSON file and stores a

copy of all contract information. The Premium Calculator estimates the premium for this contract’s
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Figure 4.25: SaCl Architecture

coverage. While SaCI does not focus on an optimal premium calculation, it provides relevant in-
formation in a standardized format, e.g., as input for a base rate pricing in which adjustments can be
accommodated according to insurer preferences.

After the premium calculation, the Data Anonymizer component is in charge of removing from the
contract all information that can be critical to identifying the company and its risks. This is essential
before deploying the contract within a public BC (e.g., Ethereum or Cardano). The SC Creator uses
all other information to transform the JSON file into an SC based on a previously defined one (i.e.,
Solidity code) and fills in missing information in those fields mapped. Finally, the contractis deployed
on the BC and available for interactions between all stakeholders (Actors) involved (cf. Table 22).

In order to define the relevant information for the creation of the cyber insurance contract and,
consequently, the SC, the necessary information was defined based on the related cyber insurance
market. Table 4.9 provides an overview of these main categories considered by SaCI. Every charac-

teristic demanded by a customer is assigned to one of these categories. Note that this type of infor-
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Table 4.9: Contract Information

Category Description Example
_ Standard Information about the company,
Business 1. _ Company name,
) which is not relevant for the premium,
Information o ] ! Company address
but which is needed to identify the company.
Information about the non-technical .
Contract . i Duration of the contract,
) constraints of the contract, which have to
Constraints . Payment frequency
be completely defined in each contract.
Non-technical information about the
Company . , Yearly revenue,
o company'’s business number, which affect
Conditions . Number of employees
the premium.
C Information about the measures of the Risk assessment metrics,
ompan
S P ‘ 7 company to increase its cyber security as attack history, security
ecuri
7 well as different metrics to measure it. software, security training
Company Information about the hardware and Used technologies,
Infrastructure | software used by the company. Critical data amount
DDoS attack: Business
Information about what attacks and interruption: coverage
Contract .
impacts are covered by the contract at 50%; data breach for
Coverage . . .
and by which conditions. third-person damage:
coverage: at 100%

mation has to be provided by customers, resulting in “inaccurate” information, and can be impacted
by companies’ biases, such as metrics related to risk assessment and threats impacts.

The business information contains standard information about the company, which is most likely
to be known publicly. This information is needed to identify the company but is irrelevant for a pre-
mium calculation. Basic conditions (e.g., contract duration) are stored in contract constraints. Com-
pany conditions comprise all non-technical characteristics and mainly include information about
business numbers. The following two categories are significantly related to each other, and they en-
compass all technical characteristics. With the information of these two categories, the probability
and partially the impact of a successful attack can be estimated to understand all risks by both actors
better.

While the company security category describes different metrics about security deployed and
measures taken to improve the security, the company’s infrastructure includes all information of hard-
ware, software, and technology as well as critical parts of those. Finally, details about every contract’s
coverage are stored in an unlimited list within the contract coverage category. For every attack, the

costs covered and possibly other constraints of the specific coverage (e.g., maximum indemnification
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of insurer) are defined. The contract coverage is the most important part besides the risk assessment
to calculate the premium. Listing 4.4 shows an example of a contract coverage against four differ-
ent threats (e.g., business interruption due to a DDoS attack and third-person damage due to a data
breach) defined in the JSON file’s descriptor. Finally, upon entering information of all categories, the
content is forwarded to the Premium Calculator, which calculates the premium for the SC creation.
At this point, the contract is deployed on the BC and can be accessed by the insurer, and the cus-
tomer utilizes functions available in the contract (cf. Table 22). This list is not exhaustive, and other
functions are also available in the SC. All details are available within the implementation at [ 160].
After the premium is paid and the contract is enacted, the actors can interact. For instance, in
case an attack happens, the customer can call the reportDamage() function to ask for refunding or
help. The insurer can accept or deny the coverage requested. If accepted (i.e., acceptDamage(id)), the
payment is made automatically via the SC according to what was defined previously in the contract.
Note that the customer can also provide a hash of a log file as proof of the attack. This hash is also
stored in the BC to enable an integrity check further. At the same time, the file itself has to be stored

off-chain, especially inside the contract information datasets maintained by both actors.

"contract_coverage": [
{ "name": "DDoS",
"coverage": [{
"name": "Business Interruption",
"coverage_ratio": 100,
"deductible": 1000,
"max_indemnification": 300000 }]},
{ "name": "Data Breach",
"coverage": [

{ "name": "Third-party damage",
"coverage_ratio": 100,
"deductible": 1000,
"max_indemnification": 300000 }]}]

Listing 4.4: Contract Coverage in a JSON Format

If the parties cannot reach a conclusion, counteroffers can be made by the insurer (i.e., payment
for a specific loss but not for all financial losses). Figure 4.26 shows the state diagram of possible
interactions after a reportDamage() is called by the customer. The report damage process has one
of the following states: New, Paid, UnderInvestigation, Dispute, Resolved, or Canceled. This diagram
exemplifies the usage of the different functions (e.g., reportDamage(), acceptDamage(), and accept-
CounterOffer()) to claim a settlement.

The Canceled status is an ending state, reached only if the customer cancels the request. Paid status
defines that the insurer accepted to cover the damage, and it was automatically paid. If the contract

has a lower balance than the value to pay out, the insurer must transfer funds to the contract, when
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Figure 4.26: Claims Settlement State Diagram for SaCl

accepting the coverage. If the insurer declines the coverage payment, a reason is provided, and a
counterofferisissued. Ifa counteroffer is not possible to be offered at that time, the status is defined as
UnderInvestigation, which means that further manual investigations have to be placed off-chain before
a counteroffer can be placed.

If the insurer provides a counteroffer (e.g., alower amount than the initially requested compensa-
tion for that incident) and the customer does not accept it, the state changes to Dispute. This refers to
the fact that no agreement has been found yet. Either the insurer creates a better counterofter, or the
two actors have to solve the dispute off-chain for which a third party may be considered. If the dispute
can be solved, the final status of Resolved will be achieved. Using the SC function getAllReportedDam-
agesWithStatus all reported damages with a specific status can be returned, which also allows verifying
the history of past interactions, e.g., accepted, declined, and under investigation coverage requests.

A prototype of the SaCI was implemented using Python as backend language and Solidity for the
SC development. The Ethereum blockchain running on the Ganache testbed has been used for the
deployment and tests of SC functionality. Flask was used for SaCI's Application Programming In-
terface (API) in its latest version. Finally, for the off-chain storage, the prototype uses SQLite. The

source code and all documentation are publicly available at [ 161].
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EXAMPLE OF APPLICATION SCENARIO FOR THE SACI

Suppose that a customer wants to protect her business from financial loss possibly caused by DDoS
attacks. The customer will access SaCI's Web-based interface and fills in all information related to
her/his business and individual requirements, such as the company’s conditions (e.g., sector, rev-
enue, and the number of employees), security aspects (e.g., attacks history, risk assessment, available
protections), and coverage demands. The insurer uses this information to propose a contract offering
coverage of 9o% of all financial loss if a business interruption happens due to a DDoS attack until a
maximum amount of US$ 300,000. For that, the deductible amount of US$ 1,000 is considered be-
sides a yearly premium of US$ 2,000. Figure 4.27 provides an overview of all interactions and actors
considered for this application scenario.

After the customer and insurer decide about the contract off-chain, this generates a JSON file with
allinformation, and SCis created with the anonymization of private information. Finally, the contract
is deployed on the BC, and the hash of the JSON file with all contact information is stored together
with the SC. Both actors also store a copy of the JSON file (i.e., all contract information without
anonymization) in private databases for further reference, while the hash stored in the BC allows for
integrity validation. The customer finally call the function payPremium(amount) for coverage.

If an attack happened at the customer’s IT resulting in US$ 15,000 of loss, a request for coverage
is placed by calling the function reportDamage(date, amount, type_of attack, logFile hash). Based on
this, the insurer automatically checks if the request complies with the contract and calls the function
acceptDamage(amount), ensuring that the amount is available in the SC for the payment. The amount
is automatically sent to the customer to pay for her losses. A counterofter will be placed if the damage
was not accepted or if further investigations are required. The logFile hash allows for the verification
of the attack and losses if required. Thus, the insurer can ask the customer to send log files via a secure
channel, e.g., containing network traces, reports, or internal analysis data explaining the incident. The

hash stored in the BC provides a trustworthy record if a dispute is required.

4.8.2 ENABLING ECONOMIC INFORMATION SHARING

Information sharing is one of the critical concerns toward a more collaborative approach that helps
companies better understand the scenarios and cyberattacks behaviors [9, 135, 238]. Today, there
are many challenges in making decisions regarding cybersecurity, mainly because of the information
asymmetry between companies. Companies have views only of part of the problem and do not share
their insights with others. This frequently happens due to privacy concerns and business competition.

Therefore, there is the fact that no single organization has visibility over the entire problem space. This
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Figure 4.27: Example of Information and Flows for the Application Scenario

makes the collaboration between companies critical for the following years since it is impossible to
plan better cybersecurity without sharing information between key stakeholders.

There are different initiatives placed to build communities and alliances that rely on a code of en-
gagement for information sharing [ 53, 152], provide incentives for collaborations between compa-
nies [228], and also platforms that simplify the process of sharing information about security inci-
dents [79, 212]. In this sense, there are still opportunities for approaches that focus on the economic
aspects of cybersecurity, enabling not only to share characteristics of attacks but the impacts that
certain types of attacks cause in the business, such as how much financial loss due to the attack and
the costs of mitigation and recovery measures. In this direction, the SHINE is proposed [76] as a
solution to enable the sharing of economic information between companies and their partners, thus
providing a better view of the economic impacts of cyberattacks and supporting cybersecurity plan-
ning and investments.

SHINE is an information-sharing module developed as an extension for the SecGrid solution (cf.

Section 4.5) that allows for the understanding and sharing of information regarding economic im-
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pacts due to cyberattacks within a sector or company. The SHINE solution allows companies to (i)
share overall economic impacts of a company in a year or for specific attacks, (ii) upload technical
details regarding an attack (e.g,, PCAP files or Netflow records) and its associate costs, (iii) obtain an
overview of the different sectors in an anonymized way, and (iv) share insights of a cyberattack with
key partners or interested stakeholders. Different features are implemented on the top of SecGrid to
support all interactions, visualizations, and information offered by SHINE. The source code of the
solution is publicly available at [ 39] and in-depth details of this Cyber TEA supplementary service can
be found at [76].

Figure 4.28 shows the different modules and components designed and implemented by the SHINE
solution. First, in the Economic Module, all finance-related metrics calculation and analysis are per-
formed, including the computation of cyberattack economic impacts and analysis of cybersecurity
measures. There are three components within this module, the Data Processor, the Metrics Calcula-
tion, and the Measures Analysis. The data is integrated and transformed in the Data Processor. Then
it is forward to the Metrics Calculation to compute different economic metrics (e.g.,, NPV and ROSI)
whenever needed. The results are used to generate visual analysis through the Measures Analysis. The
output of this module is made visible to users via the SecGrid’s Communication API and Web-based

Interface provided.

Economic Module

Data Processor

Y

Metrics Calculation » Measures Analysis

!

Information Sharing Module

u

SecGrid's Communication API

Data Sharing » Data Integration
Insights Module
Data Transformation » Incident Statistics

Figure 4.28: Components of SHINE Extending the SecGrid Platform

The Information Sharing Module serves as the middleware for data sharing and data integration

between Economic Module and Insights Module. Data from the Economic Module goes to the Insights
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Modulejust after the Data Sharing and Data Integration components of the Information Sharing Module
processes it. This processing includes the definition of which data and calculated metrics are going to
be shared, and also it has to be integrated (e.g., per sector or company).

Finally, the Insights Module is in charge of generate statistic information (e.g., impact, asset, and
adversary) about cyberattacks using the Incident Statistics components. This information will be used
to build visualizations and reports on the Web-based interface provided by the SecGrid solution. The
Data Transformation is responsible for handling and integrating data that might come from different
sources, such as technical data coming from automated analysis of PCAP files and adversary data
coming from the company’s manual input.

The integrated and transformed data passes into the Incident Analysis component for more specific
and in-depth statistics and analysis. This component provides multi-dimensional and multi-faceted
statistics and analysis, including analyzing cyberattack impacts, the inspection of attackers’ motiva-
tions, and the statistics of targeted assets/systems. These analyses help companies fully grasp their
cybersecurity risks and help them improve their cyberattack countermeasures. Meanwhile, they can
help companies get inspired and develop their network security strategies. These analyses allow com-
panies to perform targeted vulnerability repairs and security upgrades on their vulnerable applica-
tions and systems.

Examples of information that SHINE supports include: income loss, productive loss, SLA loss, in-
direct loss, duration of the attack, targets, type of attack and affected assets/systems, cost to recovery,
and discovery method used to understand the incident. This is not an exhaustive list, since additional
metrics are also supported. Therefore, it is possible to see that different elements and key details can
be shared with interested stakeholders. Then, by using visual representations and reports provided
by SHINE, companies can better understand the cybersecurity situation and economic impacts on
their sector, supply chain, and their own company. Figure 4.29 highlights some economic impact in-
formation being shared using SHINE. Besides that kind of information, Basic Information regarding
the business and its sector and many technical details regarding the Incident Information can be shared

using the form.

SHARING INFORMATION AND ANALYZING CYBERSECURITY TRENDS USING SHINE

Suppose that a company wants to review the overall situation of the cyberattacks in the last year to
find a reference for which categories of cybersecurity to pay attention to or invest in for the follow-
ing year. Suppose that relative datasets and sufficient information have been uploaded and shared by

other users using SHINE, and all information is available. Because the more information sets are in-
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Share More Information

{r]

Figure 4.29: Example of SHINE's Form for Submission of Economic Impacts

cluded, the more reasonable and comprehensive the results are, the user (i.e., companies) is supposed
to acquire information from others’ shared datasets and upload his/her datasets.

Figure 4.30 shows the SHINE dashboard with the most critical results of economic impact and
incident statistics regarding the under analysis. The first chart in the economic view tab is a time
distributing chart concerning monthly losses caused by cyberattacks. The user could obtain some in-
sights from this visualization, for instance, which month of the year is more vulnerable to all types of
cyberattacks. The second one is a pie chart showing the proportion of losses caused by various cyber-
attacks in a certain period for all sectors. From this visualization, the user could find the cyberattacks

that lead to the most severe financial aftermath for her/his business.
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Overview

m Monthly Losses Caused by Cyberattack Share of Losses Caused by Different Types of Cyberattacks

m Monthly Numbers by Cyberattack Number of Attacks in Each Incident Category
E et Testing s d Access D Service Exercise/Net

Figure 4.30: Company's Overview Page provided by SHINE

The first visualization shows a stacked bar chart reflecting monthly numbers of cyberattack in-
cidents occurring in an organization for the incident statistics section. Each of the bars shows the
number of attacks each month, while each of the colors composing the bar represents the number of
a type of attack. For example, the gray part in the first bar means that the Exercise/Network Defense
Testing in January appears once. This chart could uncover either the composition of attacks appear-
ing each month or the overall number of attacks across the year. The second visualization then shows
a radar chart demonstrating the number of attacks in each incident category for an organization in a
year. Each sector color represents an incident, and a larger space of color reveals the higher occur-
rence probability of a cyberattack incident.

Also, the user can move to the Sector View page and select the sector of his/her company in the
business profile. For this example, the Finance sector was selected. As over ten features are contained
in the sector view to enable the user to have deep analysis results of the entire sector and find the
features easier, a menu on the left of the section name is offered to select a particular category of
metrics (i.e., Impact Analysis, Adversary Analysis, Attack Analysis, Asset Analysis, and Discovery
Method Analysis). Figure 4.31 shows the view of the sector, when selecting the statistics regarding
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Impact Analysis. This consists of impact rating, loss duration, security compromise loss property,
and incident effect. This helps the company to understand economic-related information related to
cyberattacks in the Finance sector, which include the duration of the attack, the losses identified, how
relevant was the attack to the company, and when an attack was compromised or not, the security of

a company in the same sector.

Sector Incident Impact Analsis

Impact Rating Loss Duration

Minos Moderate Majo Exercise/Network Defense Testing

Numbers

Month Loss Duration

Security Compromise Loss Property

Numbers

Numbers

Month oss Property

Figure 4.31: Impact Analysis of Cyberattacks using the Sector View

This application scenario shows benefits for companies that want to gain and share insights on cy-
berattacks, especially the economic impacts. As can be seen, SHINE allows them to collect, process,
and calculate the relative uploaded attack information and gives out intuitive interfaces and visualiza-
tion results. The insights are organized in several levels and aspects. For instance, the user can check
the most critical features and results using an Overview Page, such as which types of attack occur the

most or generate the most significant losses. To inspect the overall conditions of a specific sector, the
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user could switch to the Sector View and have access to additional reports. Furthermore, the solution
provides interesting results about economic impacts.

Based on that, and taking the SHINE solution as an example, solutions of its kind can contribute
to companies and interested stakeholders better understanding the cyberattack scenarios they are
facing (or will face). By enabling the sharing of companies’ insights and information regarding tech-
nical and economic impacts, solutions can promote more collaborative cybersecurity to build more
robust and efficient cybersecurity strategies for a company or even an entire sector. As discussed in
Chapters 2 and 3, this problem being highlighted and addressed by SHINE is still a challenge for the
cybersecurity field and a key element for building threat intelligence.

4.8.3 MARKETPLACE AND SLA MONITOR FOR CYBERSECURITY

Trust management in distributed systems has always been a topic of active interest in the research
community to understand how to foster and manage the trust. In this sense, Distributed Ledger Tech-
nologies (DLT) and BC emerge as an alternative for shifting trust assumptions between users to the
protocol that regulates the interaction, fostering trust in distributed systems. Especially, reputation
management systems [26] have enabled several applications to be revisited as applications running
based on an underlying distributed system. Thus, a clear understanding of major properties, threats
and vulnerabilities, and challenges of reputation systems based on different DLTs and BCs (i.e., , per-
missioned and permissionless) is key to determining their usefulness and optimization potentials. In
this sense, a use case of a BC-based reputation system within the context of the cybersecurity market
illustrates such benefits and drawbacks of exploiting DLTs for reputation systems.

In order to address the challenge of trustworthy reputations and SLA for cybersecurity providers,
the Kirti solution [44] is proposed as a supplementary service of the Cyber TEA approach. Kirti is
a BC-based reputation system for the cybersecurity market, including automated SLA enforcement.
Kirti’s key scientific design consists of developing reputation systems integrated with SLA enforce-
ment while remaining intuitive for end-users’ usage. In order to provide a full-fledged platform, a
basic marketplace is also developed and integrated, which allows service providers to upload pro-
tection services and customers to buy and rate said services. The underlying reputation system was
designed considering different attack vectors regarding rating fraud. The SLA details of all services
uploaded by providers are automatically encoded into SCs, which handle the underlying protection
service’s payment, compensation, and termination. Further, the system allows the integration with
external parties, such as the recommendation system implemented by MENTOR (cf. Section 4.7),
by exposing reputation data via a RESTful APL
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As mentioned, the ultimate goal of Kirti is to implement a decentralized reputation system for cy-
bersecurity providers, including the generation and enforcement of SLAs using SCs. For that, Kirti
allows the upload and purchase of cybersecurity solutions whose SLA terms are encoded into SCs
running on a BC, providing automatic customer compensation in the event of agreement violations.
Major system events, such as uploading customer reviews and checking provider reputations, are
fully auditable by notarizing them in the BC and storing a reference to the BC record (i.e., transac-
tion hash). Kirti’s reputation system is designed following a decentralized approach to resist specific
attacks, such as Ballot Stuffing and Bad Mouthing. Additionally, its reputation data is available to
external parties via a provided RESTful API. Figure 4.32 introduces the conceptual architecture of
Kirti and describes its main components, showing the main functionalities and actors supported by

the solution.
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Figure 4.32: Kirti Architecture

The User Layer provides a front-end, allowing users to interact with the system. Users can be di-
vided into two groups: Those selling and those buying protection services, referred to as service pro-
viders and customers, respectively. The Catalogue Manager displays the currently available services
in the system and provides SPs with an interface to list a protection service up for sale. The Purchase
Manager enables a customer of Kirti to purchase a protection service and informs him about the cur-

rent state of her/his purchased SLAs. This information includes the current violation count and the
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time until the SLA expires. Figure 4.33 depicts a summary of an example of an SLA defined and listed
using the Kirti’s Web-based interface.

2. 2.2.2.2.0.0.0.¢ ¢ 1.0.8.0.98.0.9.8.9.8 .
Enterprise DDoS Protector 0
@ Leasing Period: 11 Days
9 Time to mitigate: 30min

‘otect
@  Service availability: 99.90% regl
appli

sl Mitigation Efficiency: 99.00%

TIME TO MITIGATE

HIGH MEDIUM LOW
Compensation 50 % 35 % 20 %
Threshold > 90min > 60min > 40min

Figure 4.33: SLA Details of a Protection Contracted using Kirti Solution

An appropriate data storage mechanism had to be identified to design Kirti in a decentralized man-
ner. The storage of data in the BC seems initially a possible approach. However, the associated costs
are prohibitive. All computations on Ethereum have an associated operational cost measured in terms
of gas. The price for a gas unit is termed as gasPrice and most commonly specified in units of Wej,
where a certain amount of Wei equals one Ether. The storage operation of 256 bits carries a compu-
tational cost of 20,000 gas [244]. Therefore, storing data on the blockchain is very expensive.

Thus, the InterPlanetary File System (IPFS) emerges as a feasible alternative to circumvent BC
developers’ data storage problem. Regardless of the size of the uploaded content on IPES, the cryp-
tographic algorithm SHA-2 56, most commonly employed in IPES, always returns a hash of 32 bytes.
Hence, the data storage overhead can be effectively reduced by uploading data to IPFS and storing
only the associated 32 byte-hash in the BC.
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Kirti was designed to make reputation data available for external parties via a RESTful API from
the external communication perspective. However, the data retrieval is slow using a BC, which ap-
proaches unsuitable for some scenarios. Therefore, IPES also becomes a suitable storage medium as
it harnesses the power of decentralized storage while allowing for quick data access. In an endeavor
to maximize data verifiability in Kirti, each major event triggered by a customer is first recorded in the
BC before being stored in the data layer. The service upload by a service provider, rating generation
by a user, and an SLA contract creation are all handled similarly. In this way, audibility and trans-
parency are ensured. Each customer rating includes the transaction hash of the transaction triggered
by the Data Registration SC. Assuming a production deployment to the Ethereum main net, each
rating could be audited by verifying the transaction details via the transaction hash.

The Kirti solution was implemented using different technologies. The front-end was implemented
using the Ionic Angular mainly because of its support of Typescript. Ethereum was used as the BC
platform and Solidity as the SC language. For the IPFS layer, the OrbitDB was used. The source code
and all documentation required to run the Kirti is publicly available at [1]. An in-depth description
of all details and the development process of Kirti is available at [44].

ExamMPLE USE OF KIRTI IN THE CYBERSECURITY MARKET

To showcase the system’s functionality in a real-world setting, suppose a user of Kirti is either a service
provider, a customer, a monitor, or an external party interested in the reputation data of cybersecurity
services. As a first step, the owner of a monitoring solution named ArgusEyed is interested in acting as
a monitoring solution for Kirti. The owner then makes a POST request to the end-point of the Kirti
RESTful API and receives a successful message confirming the monitoring solution’s registration at
the BC and the IPFS Data Layer. Therefore, now the solution is selected as the monitoring solution
for a deployed protection service.

Next, assume that the provider Piranha Networks wants to make his/her protection service Pi-
ranha Web Application Firewall (WAF) available to customers via Kirti. Thus, he/she navigates to
the appropriate section in the front end to enter her/his service’s general details and its SLA speci-
fication, which takes no more than two minutes. Upon confirming the service upload, the provider
is informed by a popup that her/his service upload was successful and is displayed the hash of the
transaction which registered her/his service upload with registerService() of Kirti.sol.

Now supposing that a specific customer is interested in purchasing a WAF to secure his/her Web
application. He/She navigates to the overview of available protection services in the front-end, as

shown in Figure 4.34. After a short inspection and comparison of a potential solution, he/she opts
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Piranha Networks, Inc.
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Piranha WAF-as-a-Service

SHOW ALL RATINGS

SHOW ALL RATINGS

Piranha WAF-as-a-Service enables anyone to

Figure 4.34: Kirt's Marketplace and Catalogue

to purchase Piranha WAF-as-a-Service as the service that matches his/her technical requirements,
offers a generous SLA compensation, and is well rated by fellow customers. The fact that he/she can
verify each review on the Ethereum BC further increases his/her trust in the validity of customer
ratings. After confirming the purchase, the front-end displays a popup asking the customer to select a
service in charge of monitoring the protection service and reporting violations to the SLA SC. After
selecting ArgusEyed as the monitor, a popup shows that an SLA SC as encoded by SLA.sol has been
deployed at address 0x545d8...4D91FCAc. Next, the MetaMask (a BC wallet plugin) pops up, with
the transaction details regarding the newly created contract’s address and its price already filled out.
The user now has to confirm the transaction.

If the transaction was successful, the user is informed and may also verify the transaction details.
The user may now navigate to the My Services section of the Kirti's dashboard to inspect the current
state of his/her newly purchased service, as shown in Figure 4.35. Of particular importance is the

Current Compensation field, which displays the up-to-date value of the SLA’s compensation as calcu-
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Figure 4.35: State of a User’s Service

lated by the number and severity of reported violations. Now that the SLA SC is activated through
the user’s payment, the monitor must check the deployed protection service. Suppose now that a
DDosS attack on the customer’s Web application occurs. Luckily Piranha WAF-as-a-Service includes
DDoS protection. While the attack is successfully mitigated, the monitor notices that the mitigation
took 62 minutes instead of the promised 30 minutes specified in the SLA agreement.

The monitor may now call the /contracts/ox545d8...4D91FCAc/thresholds endpoint to receive in-
formation about the SLA’s threshold values regarding the violation. Using the obtained data, he/she
concludes that he/she should report a violation of the severity medium of the Time to Mitigate met-
ric. Note that to make a successful request to contracts/:address/violation, a monitor must include a
message and signature to verify her/his identity. The monitor then generates a unique message and

signature using Ethereum’s Elliptic Curve Digital Signature Algorithm (ECDSA).

{

"message": "b9f9elee -55e9 -4 df7 -a83a - d5156813e192",
"signature": "O x4184f ...24 fefOO",

"violationType": O,

"violationSeverity": 1

}

Listing 4.5: Request Body Reporting a Medium Severity Violation of the Metric “Time to
Mitigate"
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The monitor now sends an HTTP POST request to /contracts/:address/violation, including the
obtained values for message and signature, as highlighted in Listing 4.5. Note that the values of o for
violationType and 1 for violationSeverity correspond to Time to Mitigate and medium, respectively. A
monitor is informed about the encoding scheme regarding both violationType, and violationSever-
ity in the response body of a call to /orbitdb/monitors/add. Meanwhile, the customer sees in the
front-end that a violation has occurred. The current compensation has been updated to 2.45 Ether
(i.e, 35%) compensation at a price of 7 Ether). After seven days, the service and its associated SLA
SC expires, and the contract terminates by refunding 2.45 Ether to the customer and releasing the
remaining funds to the provider.

Finally, after the contract is finished, the user can provide feedback in the form of a rating. For
that, the user can evaluate the different dimensions of the services, such as features, price, usability,
the accuracy of the promised protection, and the support received from the provider. Figure 4.36

shows an example of the interface provided by Kirti for the rating process.

Rater: Oxebf...58963

Verification Hash: 0x53a...56d2f

Accurracy 2.2.2.0.0.9.0.0.0_¢
Usability 1. 2.2.8.0.0.8.0 0.9 ¢
Pricing 2.2.0.0.0.9.9.0 .04
Support 2.2.0.2.8.8.8.0.1
Features 1.8.2.8.2.0.8.0.08 ¢
Text Comment Solid protection service suited for my needs

Figure 4.36: Rating of Service using the Kirti's Interface

4.8.4 INFRASTRUCTURE AS A SERVICE (IAAS) FOR THE DEPLOYMENT OF PROTECTIONS

Once the end-user acquires protections, they need to deploy it in their or third-party infrastructures
that satisfy specific requirements. This is the case for Virtual Network Functions (VNF) that imple-
ment security (e.g., virtualized firewalls, DDoS mitigation, and Deep Packet Inspection) [17,95] and
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network functions [ 34], which have to be deployed in an infrastructure that supports Network Func-
tions Virtualization (NFV) and dynamic resources allocation [115]. Suppose the end-user does not
own a physical substrate to host acquired VNFs. In that case, the user can still choose between hiring
generic infrastructures (e.g,, Amazon AWS or Microsoft Azure) or marketplaces’ infrastructures. In
both cases, companies usually expose the conditions and prices of their services in an open fashion,
i.e., any user can observe the market and pick the more affordable or suitable infrastructure. Competi-
tion, in this case, is open but relatively static: prices are not tailored according to end-users demands.
The introduction of strategies enabling real-time, user-tailored competition between Infrastructure
Providers (InP) favors lower prices and also contributes to the expansion of marketplaces for VNF
while meeting specific demands of end-users [113]. Both established and new InPs can achieve a
large audience and offer their infrastructures by estimating costs based on each demand according to
their current business model (e.g., lower prices for a firewall with more significant memory than one
with CPU core demands). To address such issues, the concept of reverse auction mechanism [240]
has been used over the years to enable an eflicient and flexible approach to support fair and auditable
competition between providers.

Inspired by these concepts, a solution named BRAIN, a blockchain-based reverse auction for in-
frastructure providers [91], was designed and developed. BRAIN uses SCs to provide competition
and reliable records. Such records contain agreements between end-users and InPs during the auc-
tion and even bids’ history. Thus, end-users can benefit from lower prices, while InPs can offer their
infrastructure to a broader audience. The proposed solution determines a straightforward path to in-
tegrate it with generic marketplaces, since a few components should be inserted inside marketplaces
catalogs, while the remainder of the solution is running in a distributed way. Marketplaces must only
implement a parser to create SCs regarding available information and run a component to control
the auction (i.e., Auctioneer). By looking at the framework of the CyberTEA, BRAIN is proposed
and developed to be a supplementary solution that can support, whenever is the case, the process
of selecting infrastructure to deploy virtualized protections in companies without in-house infras-
tructure. Although BRAIN showcases a VNF scenario, this can be extended to any marketplace for
protections that need specific performance and resource demands.

BRAIN explores the concept of the English reverse auction [ 171] to define how bids are processed.
Bidders place their bids in a sealed envelope and simultaneously hand them to the Auctioneer. En-
velops are then opened, and the bidder with the lowest bid wins, paying the amount bid. Based on
this, concerning a VNF-as-a-Service (VNFaa$S) scenario, InPs will send their bids without knowing
the amounts placed by other bidders. All such bids will be recorded in the SC, which will reveal

the winning bid only, when the auction ends. After the auction, the information about the auction
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will be available to the other bidders for audition purposes. Such reverse auction is supported by
a blockchain implementation that guarantees a joint trust assumption between InPs and end-users.
Therefore, each bid is processed as a blockchain transaction from the InP to the SC, defining the

correspondent auction.
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Figure 4.37: BRAIN Architecture

Figure 4.37 presents the architecture of the BRAIN solution. White boxes represent optional com-
ponents that should be implemented by marketplaces or InPs that desire to use the proposed auction
solution, while the dark gray boxes highlight the BRAIN components. The NFV broker is the entity
that manages and offers VNFs. Thus, current marketplaces can be viewed as brokers implementing
the auction components inside their architecture to support BRAIN. Additionally, every candidate
NFV-enabled infrastructure is implemented following the ETSI standards [ 58 ] for NFV management
and orchestration. Thus, InPs in such an approach can host VNFs and end-users to sustain their de-
mands, when renting/deploying VNFs, since their infrastructure is not available. In addition, this
may simplify VNF deployment after the auction conclusion. The chosen InP is aware of the VNF
configurations, and code can be quickly deployed to offer the service according to end-user prefer-

ences.
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The architecture flow is described as end-users first accessing a catalog (i.e., marketplace) and ac-
quiring a VNE. Next, priorities defined by end-users during the acquisition process and requirements
of the selected VNF are sent as a Profile Descriptor (PD) file to be processed by the SC Creator. The
PD is a structured JSON file. Then, the SC Creator processes the information received and created an
SC according to the specifications. After its creation, the SC is sent to the Auctioneer, which deploys
the SC in the blockchain and communicates the InPs, via an interface provided by the Bid Manager,
that an auction is opened. In addition to establishing communication, the Bid Manager also imple-
ments algorithms that will issue automated bids according to their configuration and the infrastruc-
ture status (e.g., resources available and costs). The Auctioneer can send a command to the SC to
finish the auction and return the best bid. Finally, after knowing which is the best infrastructure,
the Auctioneer forwards it to the marketplace, and the process of VNF deployment can be started as
implemented in the NFV Broker.

A prototype was implemented to demonstrate the feasibility and effectiveness of the BRAIN solu-
tion, taking as a scenario the offering infrastructures to host VNFs (e.g., virtualized firewalls, proxies,
and Deep Packet Inspection). The source code is available at [ 148]. The Python programming lan-
guage was chosen, in its latest version 3.7.1, to implement the auction mechanism. This decision was
due to multiple programming paradigms’ possible support and focus on code readability. The devel-
opment integrates well-defined libraries to deal with blockchains and SCs. Flask 2.0.3 implemented
the RESTful APIs supporting the communication between components.

SCs were coded using Solidity 0.4.24, an Ethereum contract-oriented programming language. In
order to validate such implementations, the Ganache Framework in its latest version was configured
and executed to simulate the blockchain where the SC will run. It allows for creating a development
blockchain to run tests, execute commands, and inspect states. Ganache itself provides the Remote
Procedure Call (RPC) server. Thus, a behavior similar to the Ethereum blockchain and its operations
can be emulated to support calls from all auction components.

Payment issues are out of the work scope. However, BRAIN was designed generically to be inte-
grated with innovative payment methods that address the auction phases and a VNF billing. Auto-
matic payments can be implemented by using the Ethereum cryptocurrency Ether. To this end, the
payment can be processed inside the blockchain, and transactions containing the respective value can
be done between different wallets (e.g., end-users pay directly to InPs). Monitoring tools (e.g,, BC-
based SLAs monitors and malicious behavior detectors) can be helpful to measure if stakeholders
(i.e., end-users and InPs) involved in the auction are complying to contract clauses, thus, executing

the full payment or applying monetary penalties to the parties that not follow the deal, e.g., when an
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InP promises to host a VNF with a specific requirement that cannot be achieved by using the provided

infrastructure.

EXAMPLE OF APPLICATION SCENARIO FOR THE BRAIN SorLuTION

Suppose a marketplace that provides a Web-based interface, where the end-user can interact with a
catalog composed of specific VNFs for protection. The end-user decides to acquire and instantiate
a VNF, but he/she does not operate his/her own NFV-enabled infrastructure. Such a marketplace
concept is similar to the one proposed by the FENDE project [34]. Hence, one customer (i.e., end-
user) wants to contract a VNF that implements a state-of-the-art firewall for more than one month,
which is available to be purchased in the marketplace. The desired VNF has a descriptor (i.e., VNFD)
defining as minimum resources for the firewall the following: 4 GB RAM, 2 GB disk space, and 2
CPU cores. Additionally, the end-user requests two additional GB of memory to be used only in
unusually high demand periods and defines a maximum latency of 20 ms. With such information, the
contracted VNF is instantiated in an NFV-enabled infrastructure. Thus, the marketplace should know
the best infrastructure available that supports these demands and provides a cost-efficient solution.
For this, the BRAIN solution is executed.

After VNF acquisition by the end-user via the marketplace (cf. Figure 4.38), an SC is created by the
SC Creator component based on the VNFD (provided by the marketplace) and end-user particular
demands that were defined during the acquisition. After that, the Auctioneer identifies, based on a
database request, that there are four infrastructure candidates available to supply the VNF demand.
The Auctioneer deploys the SC inside the blockchain and sends the SC address to each InP via the
RESTful API Thus, they can obtain information about the end-user request and issue bids based
on their implemented algorithms. Table 4.10 presents the information defined in the PD file, which
represents priorities previously indicated by the end-user. Note that only the contract period input is
mandatory. Other fields are optional for users. Besides this information, the VNFD containing the
network service description is also used as an input to the bid calculation.

The bid is calculated by using a customized algorithm that is part of the Bid Manager and runs
inside each infrastructure. This algorithm obtains information from the SC and calculates the final
bid based on resources required, VNF type, and end-users priorities (e.g., maximum latency and ge-
olocalization). Each one of these InPs has its algorithm configured with actual values. Thus, based
on the input containing information from the auction, the output with the final bid is provided and

recorded on the blockchain. Finally, the Auctioneer sends a last transaction to the SC in order to ter-
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Figure 4.38: Case Study Scenario

Table 4.10: Priorities Defined by End-Users in the Profile Descriptor File

Parameter Value Required
Contract period Weekly Yes
Geolocalization Preference | South America and Europe No
Additional CPU +2 core No
Additional Memory +2 GB No
Additional Disk Space +20GB No
Maximum Latency 10ms No
Traffic Supported 10.000 packets/s No

minate the auction. Hence, the final bid and auction winner is revealed to the marketplace, and the
process continues with the deployment of the VNF.

Table 4.11 shows each candidate InP and their available resources. The value calculated for each
bid algorithm shows that UFRGS and UZH provide lower prices to supply VNF demands. These
lower prices are due to the number of resources available and their cheaper operational costs (e.g.,

infrastructure optimized to deal with firewalls with high demands) to host the VNF. Note that it is
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not guaranteed that the infrastructure with more resources will provide the best price. The final bid
depends on several factors defined inside the bidding algorithm, presenting the business model. In
such a case, UFRGS provides the best bid. Therefore, the Auctioneer will let the marketplace know
the bid value and the UFRGS address of the blockchain.

Table 4.11: Infrastructure Providers Overview

Provider Country | Free Resources Final Bid
40 CPU cores
University of Zurich UZH | Switzerland | 128 GB memory | US$ 49.22 monthly
15 TB disk
20 CPU cores
Federal University of .
Brazil 3 2GB memory | US$ 43.63 monthly
Rio Grande do Sul (UFRGS)
1 TB disk
4 CPU cores
Federal University of '
Brazil 16 GB memory | US$ 55.02 monthly
Santa Maria (UFSM)
1 TB disk
5 CPU cores
Swiss Federal Institute of ]
Switzerland | 32 GB memory | US$ 59.18 monthly
Technology (ETH)
2 TB disk

Finally, the communication between the marketplace and UFRGS to effectively deploy the VNF
starts. UFRGS has to deliver the promised performance and resources; if that is not delivered, mech-
anisms to punish such an InP can be defined based on the SC (e.g., compensations or reputation

decreased).

4.9 SOLUTION’S OVERVIEW AND KEY TAKEAWAYS

The methodology described by the CyberTEA approach shows the key phases, steps, elements, and
information required for adequate cybersecurity planning and investment. This contribution is rel-
evant to helping companies, especially those without a technical expert, understand the nuances of
cybersecurity before implementing a cybersecurity strategy. The methodology can be extended to
address other elements and information, but its current version summarizes the most critical details.
This is one of the contributions that allows moving in the direction of investigating the components

and solutions required to apply this methodology in companies.
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Table 4.12: Overview of Solutions Implemented as part of the CyberTEA Approach

Solution Description Phase Addressed Components of the
P of the Methodology | Framework Implemented
SecRiskAI [92] . A ML—basec.I tool for . Phase A and B Bus1.ness Layer
risk assessment in companies and Risk Analyzer

A conversational agent for Business Layer

Phase A
SecBot [86] cybersecurity planning and management aseAandB and Threat Advisor
A platform for the Data Processor,
SecGrid [90] analysis and visualization Phase B Threat Advisor, and
of cyberattack traffic Risk Analyzer
SECAdvisor [173] ‘ A GL-based‘tool for ‘ Phase D Cost Estimator
optimal investment in cybersecurity and Investment Calculator
A
MENTOR [88] recommender system Phase Cand D Recommendation Engine

for protections

An extension of
ProtectDDoS [89] MENTOR for recommendation of Phase Aand C
protection against DDoS attacks

Business Layer and
Recommendation Engine

SaCI [81] A BC-based cyber insurance model Phase B Supp]{ear}r’l:rntary
An economic information sharing module Supplementary
SHINE [76] for the SecGrid platform Phase B Layer
A BC-based marketplace Supplementar
Kirti [44] and SLA audit system Phase C and E PpLa o Y
for the cybersecurity market 4
BRAIN [91] . A BC—based reverse Phase E Supplementary
auction for infrastructure providers Layer

As a second contribution, introduced in this chapter, a framework was proposed highlighting all
components, actors, and relationships required to consider, when designing, implementing, and in-
tegrating solutions to satisfy the requirements of cybersecurity planning and investment. The third
contribution includes introducing a set of novel solutions designed and implemented to address the
different phases of the methodology while also satisfying all components of the framework. Most of
these solutions are already integrated (i.e., via APIs) to work as an ecosystem for cybersecurity, thus
providing and obtaining key information, when needing to perform tasks required by companies to
achieve a proper cybersecurity strategy and level of protection.

Table 4.12 summarizes all solutions developed. It highlights which methodology’s phase is ad-
dressed and which framework’s components are implemented by each proposed solution. Therefore,
as can be seen, all phases of the methodology (cf. Figure 4.1) and components of the framework (cf.
Figure 4.2) are covered by at least one solution. Thus, these solutions address specific challenges
and issues of cybersecurity and show clear examples of how cybersecurity planning and investment
tasks can be addressed by using simplified mechanisms, user-friendly interfaces, and trend technolo-

gies. It is important to note that these solutions do not aim to provide a final answer for the problem
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of cybersecurity planning but shed light on how to evolve this field with well-defined scenarios and
prototypes that can benefit companies.

The contributions described in this chapter provide answers to specific Research Questions (RQ)
investigated: RQ2, RQ3, RQ4, and RQs. The methodology introduced at the beginning of this chap-
ter addresses RQ2. The solutions proposed show how to abstract technical details to guide SMEs
during the plan and execution of cybersecurity strategy, which answers RQ4 and RQs. Further-
more, the proposed framework covers RQ3 by defining the architectural components and actors to
integrate all solutions. The evaluations and discussions provided in the following chapters lead to the

final answers for all RQs, which is revised in Chapter 6.
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Science is a way of thinking much more than it is a body of
knowledge.

Carl Sagan

Evaluations and Discussions

IFFERENT dimensions must be considered during the evaluation to emphasize what is being
D analyzed, why, and how, thus, highlighting the feasibility of approaches and their actual con-
tributions. The evaluations are organized and conducted to provide measurable results for each one
of the contributions of this thesis. The evaluation methodology relies on independent quantitative
and qualitative evaluations for each contribution whenever possible, i.e., specific experiments are con-
ducted based on the nature, requirements, and key indicators of the solution under evaluation. These
experiments might include performance (e.g., time to execute certain tasks and resource constraints),
usability (e.g., questionnaires and case studies), accuracy (e.g., Precision, Recall, and F1-Score), and
economic costs associated with the BC-based solutions. Therefore, each evaluated solution has its
experiments defined and the results discussed in a dedicated section, followed by a discussion on the
experiments and solution’s limitations.

This chapter is organized as follows. First, evaluations for each solutions introduced in Chapter 4
are presented. Next, an end-to-end case study is conducted to show an application of the CyberTEA
approach in a company, thus covering the planning of a cybersecurity strategy and the key invest-
ments to fulfill its requirements. Finally, key observations are provided at the end of the chapter to

clarify and summarize important findings resulting from the evaluations.
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5.1 PREDICTION OF RISKS USING SECRISKAI

The SecRiskAl solution was evaluated considering a quantitative evaluation to analyze the perfor-
mance and effectiveness of the proposed algorithms and the features selection. The experiment setup

and all results are discussed below.

5.1.1 EXPERIMENTS AND RESULTS

The performance evaluation was conducted on a machine using the Apple M1 System on a Chip
(SoC) and 16 GB of RAM. For a quantitative evaluation and comparison of the various ML models,
the performance metrics of accuracy, precision, recall, and F1-Score were observed. The generation
of these metrics is also a significant step in every ML workflow to understand the implemented mod-
els’ behavior and performance.

The confusion matrix is a widely adopted technique to evaluate the correctness and accuracy of
classification models. In practice, confusion matrices can be used for both binary and multi-class
classification problems and provide a way to assess and compare the performance of classification
models. A dataset containing 50,000 entries was generated to compute the confusion matrix, and an
80-20 train-test split strategy was followed as the most recommended split ratio in literature [132].
After a training and Cross-Validation phase, each ML model was tested using the remaining test set.
Examples of the training datasets for widespread cyberattacks and DDoS attacks are available in the
training dataset folder available at [56].

This phase aims to test the model on previously unseen data, i.e., data not used during the training
phase. The ML model is used to predict the corresponding class for each entry in the test set. Fi-
nally, the predicted labels are compared with the actual class, also called true labels, and as a result, a
confusion matrix is built. Figure 5.1 shows the confusion matrices generated for each ML algorithm
implemented in SecRiskAlI.

A confusion matrix defines the summary of prediction results, where each cell corresponds to the
number of correct and incorrect predictions, broken down by predicted/true label combination. A
best-performing classifier would result in a confusion matrix where only the diagonal is filled with
values, meaning that every predicted class corresponds to the actual label. In that case, the model
would have achieved an accuracy of 100%. In other words, the accuracy of a model is calculated as
the number of correctly predicted classes divided by the incorrect predictions. As shown in Figure

5.1, for the SecRiskAl prototype, every model was able to achieve more than 90% of accuracy.
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Figure 5.1: Confusion Matrices for the SecRiskAl's ML Model

Table 5.1 shows the computed performance metrics, based on the generated dataset with 50,000

entries. Each model was trained and tuned to maximize accuracy, reduce over-fitting, and provide

better results. SVM and MLP achieved similar accuracy scores, although the difference is substantial

in terms of computation time. As for the training phase, SVM requires approximately half of the time

compared to the MLP model. The training time also impacts the grid search computation time, a

hyperparameter technique, which for the MLP model exceeds 200 seconds, since every tuned model

undergoes a 5-fold CV. On the other hand, DT and KNN have the fastest training time, while KNN

achieved the fastest grid search computation time of around 40 seconds.
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Table 5.1: Performance Metrics

. . Grid Search
ML Model | Accuracy | Training Time (s)
Computation (s)
DT 92.64% 0.18 146.77
SVM 99.03% 5.83 149.15
KNN 95.82% 0.08 40.06
MLP 98.86% 10.53 210.55

Based on the confusion matrices presented in Figure 5.1, the important metrics of precision, recall,
and F1-score were derived as well. The precision metric expresses the proportion of units labeled by
a model that belongs to that class. As shown in Figure 5.1 (a), DT was able to predict a Low risk for
1638 profiles out of all predicted profiles (1638 + 161 + 0), resulting in a precision of (1638 / 1799)
=~ 91%.

Additionally, the recall metric quantifies a model’s predictive accuracy for a particular class, i.e., it
represents the ability of a model to find all entries in a dataset that belong to a particular output class.
As presented in Figure 5.1 (), out of 1842 (1638 + 204 + 0) profiles with Low as a true label, DT was
only able to classify 1638 correctly, resulting in a = 89% (1842 / 1638) recall.

The last performance metric considered in this evaluation is the F1-score, which ranges between o
and 1. This metric aggregates both precision and recall by computing the harmonic mean and com-
pares ML models to determine which one produces the best results. Similar to precision and recall,
F1-Score is computed for each output class. Table 5.2 shows an overview of the derived performance
metrics calculated for each ML model.

Additionally, the computed performance metrics summarized in Table 5.2 reveal that MLP, despite
having a marginally lower accuracy than SVM, was able to achieve an F1-Score of 1.0 for the High
output class. MLP also marginally outperformed SVM in both precision and recall scores. The small
performance gain comes at the cost of training time, which, according to Table 5.1, is generally higher
compared to SVM classifiers. This is mainly due to the higher complexity of the MLP algorithm. The
other two ML models used by SecRiskAI (DT and KNN) were also able to achieve high precision,
recall, and F1-Score. However, similar to the accuracy scores presented in Table 5.1, the metrics
presented in Table 5.2 confirmed once again that DT provided the worst performance, despite having
faster training times.

Finally, the impact of the size of the synthetic datasets on both accuracy and training time was

investigated. First, datasets of different sizes were generated. Each ML model was equally trained
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Table 5.2: Computed Precision, Recall, and F1-Score for each ML model

ML Model Class Precision | Recall | Fi1-Score

Low 0.91 0.89 0.90

DT Medium 0.90 0.91 0.91
High 0.96 0.95 095

Low 0.99 0.98 0.99

SVM Medium 0.98 0.99 0.99
High 0.99 0.99 0.99

Low 0.97 0.93 0.95

KNN Medium 0.94 0.96 0.95
High 0.98 0.97 0.97

Low 1.00 0.99 0.99

MLP Medium 0.99 0.99 0.99
High 0.99 1.00 1.00

and tuned on every generated dataset using grid search followed by a 5-fold Cross-Validation tech-
nique. The results are shown in Figure 5.2. For small to medium size datasets (i.e., between 5,000
and 15,000), the MLP model is able to outperform every other model with an accuracy of almost
100% (Figure 5.2 (a)). Moreover, the impact on the training time is also relatively low, with MLP
requiring approximately 2 seconds. However, the outcome is different once the size of the dataset
increases. On the one hand, the training time for both SVM and MLP increases drastically, which
for MLP leads to a =~ 388% increase with double the dataset size. On the other hand, as highlighted
by Figure 5.2 (b), the accuracy of the MLP model suffers a slight decrease while having the highest
accuracy score among the other ML models.

Once the generated dataset size reaches over 50,000 entries, MLP performs worst than SVM while
requiring twice as much time to be trained. While this may not seem to be a significant difference
in seconds, with datasets exceeding millions of entries, the gap may become even more substantial,
leading to extremely slow model training and poor scalability. Furthermore, from Figure 5.2 (a), it
can be observed that, with larger dataset sizes, SVM has a minimal but constant increase in accu-
racy. Similarly, KNN and DT also experienced an accuracy gain while maintaining a low training
time. Therefore, based on the Figure 5.2, it is possible to conclude that MLPs exceed medium-sized

datasets, and SVMs should be taken into consideration, when dealing with large datasets.
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Figure 5.2: Analysis of the Impact of different Dataset Sizes in the SecRiskAl ML Model

5.1.2 DISCUSSION AND LIMITATIONS

The quantitative evaluation of the four implemented ML algorithms demonstrated that SVMs achieve
slightly higher accuracy for larger datasets while maintaining a lower training time, when compared
to the MLP algorithm. Nonetheless, all ML algorithms performed well and achieved more than 90%
of accuracy in most cases with the correct training dataset. Moreover, the generated confusion ma-
trices also confirmed that the evaluated ML algorithms could classify most samples correctly. Other
metrics (precision, recall, and F1-Score) also provided valuable insights into the performance of the

ML algorithm for every output class.
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One limitation of SecRiskAl is the current lack of real-world datasets for training the used ML al-
gorithms. To partially circumvent this issue and show the effectiveness of the prototype, a synthetic
dataset generation approach was followed. However, although synthetic data mimics various prop-
erties and aspects of real-world data, it is usually very challenging to generate high-quality data for
complex problems. However, further investigations are still required to determine which is the best
information to consider for real-world companies and how each attribute’s weight changes according
to the application scenario.

If the generated dataset does not match the behavior and properties of the real-world dataset, this
will negatively impact the performance of the trained ML models. Also, the current implementation
of SecRiskAI supports assessing the risks of DDoS and phishing attacks only. Still, the system pro-
totype is extensible so that new ML models, trained explicitly considering other cyberattacks, can
be integrated into the current solution and exposed through the same API. For that, the same ML
workflow defined for SecRiskAI can be followed.

5.2  EXTRACTION OF CYBERSECURITY DEMANDS USING SECBOT

The capacity of SecBot to recognize Entities and identify Intents in conversations is directly related to
its feasibility in being used for understanding cybersecurity demands. For that, evaluations have been
conducted in terms of accuracy and performance, including the analysis of different configurations to
optimize the prototype’s performance. The evaluation was performed using a Dell XPS desktop with
the configuration of an Intel Core i7-3770 at 3.40 GHz, 32 GByte of RAM, running a Linux Ubuntu
18.04 LTS 64-bit with the Linux Kernel version 5.3.0-53.

5.2.1 EXPERIMENTS AND RESULTS

The current training of SecBot is done using a neural network implemented in Rasa to select the next
action, which is described as a Long Short-Term Memory (LSTM) architecture defined in [236]. For
the training of the neural network; it receives the user’s phrase as input and actions as output. During
the training phase, it is used as a fitting model with 958 samples (i.e., examples of intents and entities)
and a validating split of 0.1 (i.e., 10% of the training dataset as validation data only), which covers
15 different conversation flows with 100% of accuracy for the intent and entities extraction. These
preliminary results indicated that SecBot could map the conversation for the correct intent available,
thus, also being able to extract entities. However, it is still important to check how it performs with

additional flows that are not obvious or previously defined.

160



In terms of scalability, a stress test revealed that one single instance of SecBot can handle 20 mes-
sages per second. Among the currently supported custom actions, a more time-consuming request is
the one to identify an attack, using symptoms in the attack tree, which have a higher computational
complexity. In a simulation with an attack tree containing 100 symptoms and 30 attacks (i.., leaves),
the time for the SecBot to process the request and return the correct attack is less than 2 s on average,
considering 1,000 repetitions.

In a second step, in order to achieve higher accuracy and better performance for the SecBot, the
training dataset was optimized with more data and details enriched. Also, specific configurations have
been tested, such as changes in the training pipeline and policies directly in the Rasa training setup

(i.e., the configiyml file). These configurations were exhaustively investigated and described in [210].
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Figure 5.3: Precision, Recall, and F1-Score for the Three Different Configurations Tested in
SecBot

161



Three different pipeline configurations were defined: (i) Initial, which uses SKlearnIntentClassi-
fier for intent classification and the CRFEntityExtractor for entity recognition, (ii) the DIET, which
uses a DIET classifier for both intent classification and entity recognition, and (iii) the DIET-Masking,
which enables a hyperparameter named use_masked _language model of the DIET Classifier and the
number of epochs equal to 400. Each of these configurations was testing running all of the bench-
marks available in the Rasa framework. The test was performed three times for each specified config-
uration to achieve the results for Precision, Recall, and F1-Score.

Figure 5.3 (a) shows the comparison between the different configurations tested for the Intent
identification. The initial scenario shows the first configuration of SecBot without any refinement. It
has the worst performance of the three scenarios, while the DIET performs slightly better than the
DIET-Masking. By using the DIET pipeline’s configuration, the SecBot increased its performance
for both metrics being evaluated. For example, the Fi-score for the DIET configuration is 72.96%
compared to 66.02% of the initial configuration. A similar methodology was also applied to analyze
the capacity of recognizing Entities. Figure 5.3 (b) summarizes the results. Again, the DIET shows to
be the best option in the three configuration scenarios for the pipeline. The DIET achieves 88.33%,
82.17%, and 81.93% for the Precision, Recall, and F1-Score. This shows a quite significant improve-
ment from the initial configurations of the SecBot.

The changes in both intent classification and entity recognition have given SecBot a massive per-
formance boost. In addition, after these changes, SecBot works much better on the recall as well.
Therefore, since the F1-score is an average of the recall and precision, SecBot’s overall performance
was improved despite having a slightly lower precision in entity extraction. This results also highlights
the importance of calibrating this kind of solution, taking into account the optimal trade-off of each

kind of configuration.

5.2.2 DISCUSSION AND LIMITATIONS

SecBot shows opportunities to simplify the different steps involved in cybersecurity management.
The design of chatbots is still challenging, especially because the accuracy achieved by supervised
learning methods is directly related to the quality of inputs used. For these scenarios and flows de-
fined, the accuracy of answers provided was precise and useful to address users’ demands. As ob-
served in the prototype implemented, the current state provides directions and shows the benefits
of addressing cybersecurity-related information using conversational agents. Custom actions, devel-
oped as contributions of this work, indicate the path for further implementations and highlight the

proposed solution’s extensibility.
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Given that SecBot’s prototype has been evaluated using selected information and scenarios, it is
possible to learn new information to handle more requests and conversation flows. There are op-
portunities to improve the training phase by creating new Stories and considering different datasets
available for cybersecurity, such as describing more attack characteristics and their relationships. By
building a larger dataset of cybersecurity-related information, it is possible to define additional En-
tities to extract from a conversation, thus, resulting in different flows and scenarios covered. In the
same way, new Intents and scenarios can be defined based on the amount of information that the
SecBot can extract. Such Intents need to be defined considering the actual demands of businesses,
thus resulting in different custom actions to be implemented to address specific requirements.

In terms of scalability, several instances of the SecBot can be provided quickly to address high
demands for interactions. As one instance can handle 20 messages per second, it is reasonable to
assume that a single instance of the SecBot can be used by many businesses simultaneously, such as
processing more than 100 scenarios in one minute. Thus, despite relying on similar underlying data
sources, each instance runs independently from the others in a modular fashion via replication. In
terms of security, it is an option that each SME can run locally their instance of the chatbot, which
increases the means to operate on dedicated resources in a controlled environment, also allowing a
knowledge database customized according to the specific demands of that business. It also can scale
to complex problems and solutions. However, it depends on how to define the correct training dataset
and configurations to avoid an over-fitting of the ML model being used, i.e., ensuring that the model
will be able to extrapolate the knowledge of complex scenarios and not only perform with trained
scenarios.

Although SecBot is motivated by identifying the benefits and challenges of chatbots for SMEs,
large companies can also benefit. Professionals with prior knowledge in cybersecurity can explore this
approach to meet different goals. Cybersecurity analysts can interact with SecBot to find a fast and
accurate answer for a customer request regarding technical and economic aspects related to SMEs’ cy-
bersecurity. Also, mechanisms can be implemented to help large companies justify their investments
in a specific solution or cybersecurity strategy, such as understanding requirements to define the di-
rections of their bug bounties programs. This can help build foundations for long-term cybersecurity
strategies rather than sporadic engagements of specialists. Another use comprises the opportunity

offered to cybersecurity companies to develop their solutions integrated with the SecBot.
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5.3 DATA PROCESSING FOR THREAT ANALYSIS USING SECGRID

SecGrid implements miners that satisfy the requirements of the Data Processor component intro-
duced by the proposed framework. In order to understand how it can scale and its potential, an anal-
ysis of the performance (in terms of time and resource consumption) of the implemented miners is
required. Also, it is essential to understand the capacity of SecGrid to process the data to provide

valuable insights for companies.

5.3.1 EXPERIMENTS AND RESULTS

For the SecGrid solution, experiments were conducted to evaluate (i) the miners’ performance and
scalability to process information from different datasets composed of real-world cyberattacks, (ii)

the accuracy of the ML-based attack classification, and (iii) SecGrid’s overall usability.

MINERS’ PERFORMANCE AND SCALABILITY

In order to investigate the performance of the SecGrid’s miners and the scalability of the platform,
the time to extract the features from different PCAP files were measured, as well as the RAM and
CPU used during the process of opening, extracting, and storing information from these files. The
experiments were conducted with SecGrid instantiated in a container-based application limited to
the usage of 2 GB of RAM running in an Intel Core i7-8650U, with a base frequency of 1.9 GHz, 16
GB of RAM with a clock speed of 2.133 GHz. All evaluation’s scripts used are available at [153].
For the analysis, three different datasets of PCAP files are considered: (i) the DDoSDB [189],
which provides data from collaborators that usually collected the data as a victim, (i) the IoT-23
(3], a dataset of network traffic from IoT devices captured by the Stratosphere Laboratory of Czech
Technical University in Prague during the years of 2018-2019, and (iii) the IoT Network Intrusion
dataset [110], which contains various types of network attacks simulated in IoT environments for
academic purposes. The process was conducted as follows. First, the dataset files were stored locally.
Then, for each one of the datasetlog file, the miners of the SecGrid were applied to extract information
from them, and the time and memory used to process each file was recorded. Also, it was recorded if
the datasets were successfully processed or not. Finally, the average time to process each dataset was
calculated besides processing each file. This approach was applied in 10 different rounds to base the
analysis on statistically accurate results. Thus, 300 PCAP files were tested in total, with a total size of

112 GB in datasets. The number of files in each dataset is identified as n in the experiments.

164



. DDOSDB (n = 225) 27,5 120 | 000508 (0 = 225) 123.51
oT-23 (n = 1 oT-23 (n = 33)
250 oT-Intrusion (n = 42) oT-Intrusion (n = 42)

100 1 As file < 10 MB

: 10 MB < file < 100 MB
1 100 MB = file = 1 GB
i file = 1 GB

A: file < 10 MB

B: 10 MB < file = 100 MB
"] €: 100 MB < file < 1 GB
D: file > 1 GB v 80

~Amp

Time (in seconds)

40 1

&
o
204
v R
1
Lom
A B

(a) Average Time to Analyze PCAP Files (b) Average Memory Consumption to Analyze
PCAP Files

A B C D

Figure 5.4: Performance Evaluation of SecGrid for 300 PCAP Files

Figure 5.4 presents the overview of the experiments performed with the SecGrid’s miners. The
three datasets were separated into four different scenarios (i.e, A, B, C, and D) based on their files’
size for abetter analysis of the results. Figure 5.4 (a) shows the time to process each one of the datasets.
It is possible to see that the response time for smaller files (i.c., those presented in the IoT-Intrusion
dataset) seems to increase linearly. Still, when comparing other datasets (e.g,, DDoSDB), it is possible
to observe that the time required to process files between 100 MB and 1 GB (Scenario C) is higher
than to process the files higher than 1 GB (Scenario D). This happens because the response time is
dependent on the size of the file and the entropy present on the file (e.g., how much information,
complexities of the packets, and characteristics have to be extracted). The dataset that showed large
files with higher entropy was the IoT-23 [3]. The average time to analyze the files with more than 1
GB (Scenario D) in the dataset [oT-23 with high entropy was roughly 2 minutes. However, in this
dataset, the worst scenario observable required roughly 25 minutes for a file, representing a Gafgyt
Malware traffic, with 22.1 GB of size and very high entropy. It was not the larger file analyzed but the
one that required more time to process.

The RAM is another critical resource for SecGrid scalability and stability. Therefore, its usage by
miners was also measured during the experiments. Figure 5.4 (b) provides the average memory used
to analyze each one of the PCAP files. All 300 PCARP files were successfully analyzed, with the highest
recorded memory consumption being around 1 GB for a file of 50 GB of a real-world DDoS attack.
On average, the highest consumption was 277.5 MB for the dataset of DDoSDB (Scenario C), rep-
resenting a log file of a massive TCP Flood. Based on the tests performed, it is possible to ensure

that SecGrid can process files up to so GB without any restriction. It was also measured that the In-
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put/Output medium (e.g., Hard Disk Drive or Solid-state Drive), from which the PCAP file is read,
has to provide read speeds of at least 50 MB/s; otherwise, it might become a bottleneck for files with
huge sizes and high entropy.

ML-BASED CLASSIFICATION EVALUATION

For the evaluation of the performance and feasibility of the ML-based classification implemented
inside of SecGrid, different algorithms and datasets were tested, resulting in high overall accuracy for
both RF and KNN implemented algorithms. The final model has a total length of 55,349 records
and contains 18 datasets, with most of them containing two to four attacks. The defined model had a
size of 8.9 MB, which was only a fraction of the original datasets that were often gigabytes in size. A
model is trained using data from different data sources that include various DDoS attack types. This
also includes regular traffic so that the system does not accidentally classify regular network states as
attacks. The model was cross-validated using an 80% train and 20% test split. This cross-validation
was performed ten times with a randomized dataset to split. The reported results are in the form
of Precision, Recall, F1-Score, and Accuracy. The evaluation procedure was run with two different
setups: without duplicates in the dataset (i.e., removing all repeated occurrences of a record in the
model) and with duplicates kept.

The results of each evaluation setup are displayed as macro averages (i.e., overall classification of
all attacks without distinction of the records available in the model) and as weighted averages (calcu-
lates the metrics for high and low-occurrence of records for each attack type in the model separately).
This helps to show that not balanced occurrences of records can result in a misrepresentation of at-
tacks in the dataset, which is masked by the correct classification of other attacks. For example, in a
model comprised of 95% of TCP flood records and 5% of UDP records, even if the algorithm per-
forms very poorly for UDP flood classification, the total metrics would still result in a good classifica-
tion supported by many TCP attacks correctly classified. The accuracy was calculated by rounding a
floating-point value, while Precision, Recall, and the F1-Score were calculated by averaging percent-
age integers.

Table 5.3 summarizes the results of the experiments. The Precision, Recall, and F1-Score in all
unweighted tests reached 100%, from which it is possible to infer that the system performs very well
with attack types for which many records exist in the database. In this test, most records consisted
of regular traffic, SYN Flood Attacks, ICMP Flood Attacks, and UDP Flood attacks. Even though
not all attack states were classified correctly, the large ratio of attack types classified 100% correctly
to falsely classified types averaged out to 100%. Comparing those values to their weighted counter-

parts, it becomes clear that the system had trouble classifying attacks that were not well represented

166



in the dataset, such as IP Sweeps and Port Sweeps. Therefore, the metrics could be closer to their

unweighted counterparts if the dataset had more records of these underrepresented attack types.

Table 5.3: Evaluation of Random Forest (RF) and K-Nearest Neighbors (KNN) After Cross-
Validating the Built Model

Method Precision | Recall | F1-Score
RF with Duplicates 100% 100% 100%
RF with Duplicates (Weighted) 95.1% 92.3% 92.4%
RF without Duplicates 100% 100% 100%
RF without Duplicates (Weighted) 97.9% 95.9% 96.5%
KNN with Duplicates 100% 100% 100%
KNN with Duplicates (Weighted) 83.7% 81.2% 82.3%
KNN without Duplicates 100% 100% 100%
KNN without Duplicates (Weighted) 85.4% 83.5% 84.3%

All tests that had duplicate records removed performed better than their counterpart that kept
the entire dataset. Duplicate records shrunk the model data to 43,714 records, which means a 21%
reduction in length. The algorithm RF performed significantly better in the weighted result scores.
The RF classifier manages to classify low-occurrence attack types better than the KINN classification.
However, both algorithms performed equally well in classifying the well-represented attack types in
the model.

Additionally, the time required to build the model with more than 50,000 records was 651 ms, with
a classification time of 27 ms for the RF algorithm and 204 ms for the KNN algorithm. This shows
that, based on the time required for the classification, real-time analysis is possible, and RF can be
a possible candidate for a production environment. Comparing these values achieved by SecGrid’s
classification with other state-of-the-art approaches available in the literature, it is possible to verify

the excellent results of SecGrid’s approach, especially from the RF classifier.

USABILITY

An online survey was conducted to analyze the usability of SecGrid. This was based on eight tasks
selected to be performed and followed by a System Usability Scale (SUS) questionnaire [35]. The
survey was conducted anonymously with 23 participants from different countries and institutions
(both industry and academia), with different levels of scholarship (Bachelors, Masters, and PhDs),
and with expertise in Computer Science-related areas (Computer Networks, Information Systems,

Software Engineering, and Cybersecurity). The participants’ ages varied from 23 to 6o years, all know-
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ing at least three or more types of cyberattacks. After filling in the initial information regarding their
fields, scholarship, and previous knowledge, each participant was requested to watch a three-minute
video introducing the main features of SecGrid. The participants were required to answer the ques-
tions as of Table 5.4 using SecGrid, resulting in respective success rates (i.e., how many users answered
correctly). Appendix D provides details of all tasks and questions that the participants of the study

had to answer.

Table 5.4: Tasks Performed by Users using SecGrid

Task Answer | Success Rate
T1: How many packets are present in the dataset? | 1640892 95.7%
T2: How many hosts participated in the attack? 2678 91.3%
T3: From which part of the world .
Asia 91.3%
were most packets sent?
T4: Which destination port received
8o 95.7%
the largest number of segments?
Ts: Was the traffic only sent to
3 Y No 69.6%

ports in the ‘well-known port range’ (1-1024)?
Té6: Which of the following attack vectors SYN
describes the attack in dataset "Dataset 1” best? | Flooding

T7: Regarding the HTTP traffic
in the "Dataset 2”, would you consider No 78.3%
this traffic as being part of the attack?
T8: Looking at the metrics,
which of the following attack vectors describes
the attack in "Dataset 2” best?

60.9%

ICMP

0,
Flooding 69.6%

Most of the tasks achieve very high success rates. However, T's and T, even with binary answers
(Yes/No), provided results slightly above 60%. This is because some of the participants did not use
the visualizations provided to answer the questions but relied mainly upon the overview of statistics
provided by the platform. This resulted in wrong answers, since a SYN Flooding (the correct answer
for T's) can be easily confused with an HITP flood (most of the wrong answers for T's) without a
more in-depth check. The same happens for T'7, in which some participants did not analyze the entire
traffic but only the most used port (HTTP 80). Therefore, it is essential to organize visualizations and
statistics to improve usability and avoid misinterpretation, thus guiding the users to the most accurate
insight possible.

Besides these tasks conducted and according to the SUS questionnaire answers, most users found

SecGrid easy to use (91.3% of the answers) and well-integrated (91.3%). Also, users were confident
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in using the system (82.6%) and would like to use SecGrid frequently (78.3%). Although most par-
ticipants’ feedback was positive, suggestions to improve the usability were provided at the end of the
survey. The most frequently suggested suggestion refers to the feature of freely creating and saving a
dashboard using available visualizations and datasets. Thus, this feature was implemented addition-
ally to improve the overall usability. However, other relevant features mentioned by participants can
improve the users’ capacity to gain insights using SecGrid, such as those related to the analysis of

datasets based on time-series plots, more contextual information, and support for insights sharing.

5.3.2 DISCUSSION AND LIMITATIONS

The experiments conducted show clear evidence of the usability of the platform. A high percentage
of success was achieved in the tasks performed by the users interviewed, including the capacity to
understand the magnitude and type of an attack, its technical aspects, and its behaviors (e.g., ports
and traffic). Besides that, all of the users interviewed indicated a measurable level of interest in using
SecGrid to analyze attacks, with 91.3% of them highlighting that the platform is easy to use and well-
integrated. Performance tests were conducted with three different datasets (with a total size of 112
GB). They show measurable evidence of SecGrid’s capacity to handle large datasets in a few seconds,
which is a highly desirable feature to ensure the platform’s scalability. Also, SecGrid’s memory con-
sumption is low considering other tools, allowing SecGrid to handle files up to 50 GB in commercial
off-the-shelf hardware (e.g., personal desktops and laptops).

Although SecGrid was initially designed for postmortem analysis of cyberattacks, real-time anal-
ysis is also possible by integrating real-time monitors with SecGrid. This depends especially on the
complexity of the traffic (e.g., entropy) and the time to process the information being provided. For
example, in an additional work conducted on the top of SecGrid [177], the Netflow protocol was
integrated into SecGrid to enable real-time support. This implementation was done by adding live
miners that process information directly from Netflow monitors. However, the overhead introduced
by the real-time analysis is still unclear, when using the solution in real-life settings.

On the ML side, the results obtained by SecGrid show exciting results for understanding cyberat-
tack behaviors. This, when compared to the literature, achieves a high accuracy considering the F-1
score and the true positive rate. The results proved that high accuracy could be achieved even for the
classification of multiple attack types. However, one of the challenges identified during the research
is classifying attacks that cover a very short time window. As these short attacks only provided a lim-
ited number of time-frames, it is challenging to represent them in the model. Visualizing these short
attacks can also be a challenge, especially when analyzing a data set recorded over a day or more. Even

if correctly classified, the data points only appear as very points on the over-time classification and
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might be ignored by a user or accepted as falsely classified records. The solution to this problem and
visualizing day-long data sets, in general, could be solved by implementing clustering methods that
either use the most-occurred attack type over time or by using anomaly detection that analyzes the
time frames before and after each record.

The opportunities for the usage of SecGrid as an enabler for research, teaching, and protection
activities are vast. Different works have proven it by relying on SecGrid’s core to achieve their goals.
For example, [215] developed an ML-based model for the detection of malicious DNS-over-HTIPS
exploring the concept of miners introduced by SecGrid, [121] implemented a traffic sinkhole for
the analysis of cyberattacks having the SecGrid as the underlying platform, and [54] proposed, on
the top of SecGrid, a distributed analysis of cyberattacks in which multiple stakeholders can analyze
interrelated network traffic in a collaborative setting. The SHINE solution (cf. Section 4.8.2) uses
SecGrid as the basis to enable economic information-sharing regarding cyberattacks. An instance of
SecGrid called DDoSGrid has been considered as a supplementary service for the initiative named

DDoS Clearing House for Europe [40].

5.4 CALCULATION OF OPTIMAL INVESTMENTS WITH SECADVISOR AND GL

The evaluation of GL specifically is out of the scope, since it is already extensively evaluated in the
literature, such asin [247], [163], [112], and [ 144]. Therefore, this section focuses on evaluating the
capacity of the SECAdvisor tool to achieve the correct values of optimal investments by applying the
GL model. Also, the feasibility of the solution is highlighted, and the ROSI calculation is described.
A qualitative evaluation based on case studies is performed, thus showing the benefits of each inves-
tigated scenario. The first case study focuses on calculating the optimal investment of segments. The
second case study is dedicated to cybersecurity solution recommendations, while the last one shows
the calculation of the ROSI metric for supporting the decision between different recommended pro-

tections.

5.4.1 EXPERIMENTS AND RESULTS

The case studies covered by this evaluation were initially introduced by the previous supervised work
of [173]. The basis for the case studies is a hypothetical company named Montana AG. This company
is based on real-world data of companies with similar characteristics. However, as some specific data
are not publicly available, assumptions had to be made using public available reports [43, 184, 202]

with cybersecurity and business statistics. A hypothetical company is considered here because real-
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world companies are not fully open to providing all information needed for this kind of case study,
since it might need companies’ sensitive information.

The main business of Montana AG is, on one hand, to sell electronic devices, such as hardware,
computers, and cameras. On the other hand, they distribute household and garden products. The
headquarters of the company is located in Switzerland. Montana AG owns ten big retail stores spread
all over the world. In addition, they also sell their products with the help of two online stores. One
store offers the electronic assortment, while the other sells household and garden products. The com-
pany employs 2000 people, and its annual revenue is US$ 600 million. As can be seen, this company
is not an SME but an MNE. These values were defined for demonstration purposes. However, the
same approach fits also if it was the case of an SME.

The company’s CEO is very concerned about the ever-increasing threat of cybersecurity attacks, so
she asks an I'T manager to analyze the current business segments and propose suitable cybersecurity
solutions. The CEO emphasizes that the budget for cybersecurity investments is minimal and that the
IT manager should choose the most efficient solution. He/she has also heard of a tool that calculates
how much money should be invested in cybersecurity and presents suggestions for cybersecurity
solutions, so he/she should use this one. After the CEO’s prompting, the manager gets to work. First,
he/she creates a business profile that depicts Montana AG. Due to the headquarters beinglocated in

Switzerland, the manager has decided to use Europe as the region.

CASE STUDY: CALCULATING THE OPTIMAL INVESTMENT

For this case study, suppose that an I'T manager is focusing on investing in security for the databases of
Montana AG. The company owns three databases and the manager’s goal is to determine the optimal
level of investment for each database.

The first database manages customer data such as credit card information and customers” data.
Currently, 764,331 entries are stored in the customer database. The manager estimates that the prob-
ability of an attack is 80% and 50% that a cybersecurity attack will be successful. The second database
contains information about internal operations. This database stores information about employees.
This database has 368,098 entries. It is estimated that the probability of an attack is 50% and 40%
that an attack will be successful. The last database manages records about external operations. This
database contains information about business partners. This database contains 133,333 records, and
the risk of a cybersecurity attack is 20%. The probability of a successful attack was estimated at 50%.

After analyzing the databases, the manager creates an information segment for each database us-
ing the SECAdpvisor interface. To determine the value of the databases, he/she can use the feature

provided by the solution for value estimation. The creation of the segment for the customer data is
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shown in Figure 5.5 (a), while Figure 5.5 (b) shows the dialog for creating the segment for internal

operations. The same process is used to define the segment for external operations.

Add segment X Add segment X
Segment Name: Segment Type: Segment Name: Segment Type:

Customers Database v Internal Operations Database v
Enable value estimation: No O Yes Enable value estimation: No O Yes
Value Number of Anonymized Value Number of Anonymized
Estimation: Number of Customer Test ~ Customer Data Estimation: Number of Customer Test ~ Customer Data

764331 0 0 0

Number of Intellectual Number of Intellectual

Number of Employee PII Property Number of Employee Pl Property

0 0 368098 0
Number of Other Number of Other
corporate data corporate data

; ;

Value($): @ Risk(%): @ Value($): @ Risk(%): @

120000000 80 60000000 50
Vulnerability(%): @ Vulnerability(%): @

50 40

(a) Customer Segment Creation (b) Internal Operations Segment Creation

Figure 5.5: Definition of Segments in SECAdvisor

After creating the segments, the I'T manager is presented with the table shown in Figure 5.6. These
segments created are displayed as columns. The first row represents the values of the segments, and
in the Total column, the sum of the values is displayed. The final vulnerability of each segment is cal-
culated by multiplying the risk and vulnerability previously defined by the manager. The third row
makes statements about how high the expected loss would be if no investments were made in cyber-
security. From the row Optimal Investment the IT manager gets information on how much money
he/she should invest in cybersecurity. It can be seen that the optimal investment level for the Cus-
tomer database is US$ 2,400,000. The optimal investment for the Internal Operations database is US$
788,528 and for the External Operations database the optimal investment is US$ 180,000.

Moreover, it can be seen from the table that the sum of all optimal investments is US$ 62,000,000.
The last column of the table shows that the information segmentation saves almost US$ 73,000 of

investment costs. The second row shows the expected loss with the optimal investment amount in-
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vested. The last line gives the manager an overview of the total cybersecurity cost, composed of the

sum of the optimal investment and the expected loss with optimal investment.

Internal External Without Economic Benefits of Information
Customers . < Total . .
Operations Operations Segmentation Segmentation

Value of Information 120'000'000 60'000'000 20'000'000  200'000'000 200000000
Calculated Vulnerability 40% 20% 10% 31%
Expected Loss Before Additional 48000000 12'000'000 20000000  62'000°000 62/000°000
Investments
Optimal Investment 2'280°000 788'528 180000 3'248'528 3'321'363 72'835
Expected Loss with Optimal )

2'400°000 848'528 200000 3'448'528 3'521'364 72'836
Investment
Total Cybersecurity Costs 4'680'000 1'637'056 380000 6'697'056 6'842'727 145'671

Figure 5.6: Overview and Information Calculated by the SECAdvisor for the Database Seg-
ments Considered in this Case Study

In the last column, the manager gets an overview of the total costs that can be saved thanks to the
information segmentation. He/she is surprised to see that the information segmentation results in a
benefit of US$ 145,671. Thanks to this table, the IT manager has learned how much to invest in each
segment and what advantages information segmentation offers. By comparing this information with
the original work of the GL model [144], it is possible to verify the correctness of the calculation
performed by SECAdvisor, since it obtains precisely the same values for the given scenario. In order
to refine or adapt the calculations for specific scenarios, it is possible to determine different security
breach probability functions, which can be easily changed directly on the SECAdvisor database.

After obtaining the overview of optimal investments and their economic benefits, the company
can move to the next step of obtaining recommendations for protections that fits this budget. For
that, the MENTOR engine (cf. Section 4.7) is integrated with the SECAdvisor to provide the recom-
mendations for each segment based on cyberattack demands and the budget available. Suppose that
the company now wants to invest up to US$ 120,000 in a proactive protection against a Ransomware
attack. The protection has to be offered by a provider is from Europe. Also, the leasing period is long-
term (i.e., several months), and there is no urgency in terms of deployment time (i.e., days). This
scenario is shown in Figure 5.7. After filling the form on the top and submit, the MENTOR engine
recommends two protections: one offered by Portwell and another by Sophos. The monthly price is

shown in blue right after each protection.
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Customers

Region: Investment($):

Europe W 120000
Attack Type: Deployment Time:

Ransomware o Days v
Leasing Period: Service Type:

Months g Proactive v

Recommendations

#*'Portwell @

Portwell Sophos
Implemented on Secure Web Gateways (SWG), Sophos antivirus protection for networks is built to stop ransomware, viruses, and
a gateway appliance, to scan all incoming advanced malware attacks in their tracks. Combining the industry's leading malware
network data and prevent malware threats.For detection with endpoint detection and response (EDR), Sophos will future-proof your
anti-malware, Portwell has desktop appliances organization against both new and old threats. EDR enables you to take threat hunting to
with PoE and performance with Intel Atom® the next level, detecting and investigating suspicious activity with Al-driven and expert
SoC. analysis. Stay ahead of the latest threats without adding headcount.
Deployment Time: DAYS [ 5 820 ] Deployment Time: HOURS GED
Leasing Period: MONTHS [ ROS!: 36 ] Leasing Period: MONTHS [ Ros!: 16 ]

Figure 5.7: Recommendation of Protections against Ransomware and ROSI Calculation for
Each of the Protections

Below the price, the ROSI automatically calculated by SECAdvisor is shown. In this case, it is pos-
sible to see that the cheaper one (i.e., Portwell) also has the best cost-benefit in terms of the value and
the mitigation rate offered. The parameters used to calculate ROSI and also the results for these two
protections are summarized in Table 5.5. As can be seen, the calculated ROSI is equal to 36 and 16,
respectively. It means that the Portwell protection provides a payback of 3600% (36 X 100%) while
Sophos a payback of 1600% (16 X 100% ). This result is obtained by applying the general equation of
ROSI previously determined in Section 2.2.3. Therefore, the IT manager can use these recommen-
dations to decide on the Portwell as a proactive solution against Ransomware. It is important to note
that the human operator has an important role in deciding if the features offered by the protections
satisfy the demands of the company, since (i) the ROSI relies only on mitigation rates and costs of
the protection and (ii) the MENTOR focuses just on the attack type covered and not in the actual

technical demands of the company.
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Table 5.5: Parameters and Results of the ROSI Calculation for Each Protection Candidate

Parameter Portwell | Sophos
Cost (Monthly) | US$ 820 | US$ 1,300

Mitigation Ratio 80% 60%
ARO 3 times 3 times
SLE 150,000 150,000

Calculated ALE 450,000 450,000
Calculated ROSI 36 16
Annual Rate of Occurrence (ARO), Single Loss Exposure (SLE), Return On Security Investment (ROSI)

5.4.2 DISCUSSION AND LIMITATIONS

The SECAdvisor tool supports the application of cybersecurity economics models intuitively. For
that, it relies on GL and ROSI as well as provides an integration with the MENTOR recommender
system. The results of SECAdvisor are hard to measure quantitatively, since it requires an exhaustive
evaluation of the GL model and not the tool itself. All of the equations and concepts proposed by the
GL model over the years (especially the information segmentation [ 144]) are replicated with perfect
accuracy in the solution proposed. This helps companies and people without know-how or expertise
in cybersecurity economic models to have insights into how to perform investments in cybersecurity.

However, the tool still performs as a black box approach, since no feedback for the user is pro-
vided about how the calculations are being executed in the backend. This helps in the way to make
the tool more adequate for non-experts (i.e., without technical complexities) but also limits the tasks
and scenarios in which the tool can be helpful. For example, it is important to allow users to change
and interact with security probability functions (i.e., the probability of a system with a certain vul-
nerability being breached) while also seeing the behaviors of the optimal investment. This can help
users calibrate the GL model for their reality and have sufficient information to justify better their
investment decision besides only the general scenarios provided by the original GL work.

The evaluation still considers only a hypothetical scenario defined using information collected
from public reports and open discussions. However, this still cares for more accurate analysis to un-
derstand at which extension the decisions provided by GL, and consequently by SECAdvisor, can be
effective for companies from different sectors. Therefore, although the initial investigations are posi-
tive, the feasibility of applying the GL model, as implemented by SECAdvisor, in real-world scenarios
still requires more investigation, including the definition and execution of experiments that provide

quantitative results.
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Finally, regarding the value estimation provided by the tool, it is supported by information and
reports publicly available. Additional segments can be mapped and added according to the demands
of a company. However, it is also limited by the amount of information available about cybersecurity
(e.g., trends and financial losses due to cyberattacks). This goes directly to the direction that a cul-
ture of collaboration has to be introduced and adopted in the following years, including information

sharing and threat modeling approaches [21, 238].

5.5 RECOMMENDATION OF PROTECTIONS USING MENTOR

The recommendation engine provided by MENTOR was evaluated regarding its capacity to recom-
mend adequate protections based on the demands defined by a company. A dataset was generated
for the evaluation, since there are thousands of protections available on the market and most of them
does not provide public information about their costs. The dataset contains 10,000 randomly gener-
ated protection services, with each service described based on parameters available for the customer
profile (¢f. Table 4.8) and with a price range between US$ 100 and US$ 1,000. Thus, by using such
data as an input to the MENTOR, the performance and accuracy of the measurement algorithms to

recommend protection services can be analyzed.

5.5.1 EXPERIMENTS AND RESULTS

The four similarity measurements described beforehand (i.e., Section 4.7) were used to conduct this
experiment. These requirements are indexed and translated into the vector composed of region, ser-
vice type, deployment time, leasing period, and price, which is given as input to the recommenda-
tion engine. The customer profile (i.e., input) was defined to represent a request for a reactive service
against a DDoS attack, running in Europe with a deployment time in minutes, a leasing period in
days, and the maximum budget to be up at US$ 200. Therefore, the customer profile is represented

as follows:

« Budget: US$ 200
» Type: Reactive

Region: Europe
+ Deployment Time: Minute

« Leasing Period: Days

After the dataset’s creation and the customer profile defined, the recommendation engine uses

both as input and applies a filter to discard unrelated services (e.g., outside the price range, region, or
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deployment time). The similarity is calculated based on the given vector (i.c., customer profile) using
each algorithm available on the current MENTOR version.

Figure 5.8 depicts the top fifty ranked services for each similarity algorithm, in which the best five
are detailed in Table 5.6. However, these recommended services were similar concerning the prop-
erties being compared, with significant differences in how these algorithms work depending on how
the input vector is mapped. For example, all protection service features are described as a vector in
space, in which specific properties can significantly change their direction and, consequently, their
rating. Therefore, high-magnitude variables (e.g., price, deployment time, and leasing period) cause a
significant influence on the vector’s direction in space and, thus, changing the rating of its recommen-
dation. For instance, a "worse” rating can be given to services that may be better than those specified
in the customer profile. A service with a slightly higher price and a significantly lower deployment
period may have a worse ranking due to the disparity, in absolute terms, between the properties of

the protection service.

0.285
Yy v v v
140 A v v v
0.280 v v v v v
v
v
0.275 A v v
v
130 . L/ Y -
0.270 1 >
g 3 5 2 g ‘ ‘
< 0.265 5 2 4 A =] o0
& 2 a A A € 1201 5 ® . p ®
0.260 = A ®
: » b ) S .
L3 ° ®
0.255 v oy
. \AJ v v v 4 w 110 4 a
v v .Y |V v v A b A A
0.250 v v vy o 33 A A 4
O 1 > 1 A
T T T T T 100 1 - 4
0 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000
Service ID Service ID
(a) Cosine Similarity (b) Manhattan Distance
150 v » J
v 0:370 A Best
¥ v
® Average
140 4 - - - —0.375 ¥ Worst
v v v ¥ v
- . ~0.380 A
_ - e ee °
o . § ~0.385 1
2 ° ° = 23 1
=} L] £ 5 4
8 ° ° = A A ‘ A
| * & -0390 W a i
120 o 0 & 4 A ° y oA
» ° » 0z0s ] @ ® s s O %e o ©
—0.3951 v
'W'*' vvy ¥ v ? v v \A
110 A a
2 —0.400 A
A A A
o S8 a4 A 2 |3 A
a2 1
100 4 1 A A ~0.405 A

o4

T T T T
4000 6000 8000 10000

Service ID

2000

(c) Euclidean Distance

4000 6000 10000

Service ID

2000 8000

(d) Pearson Correlation

Figure 5.8: Ratings of the Fifty Best-Ranked Protections According to Each Algorithm



Table 5.6: Summary of the Five Best-Ranked Protections According to Ratings Calculated as

of Fig. 5.8

(a) Cosine Similarity

Rank | ID | Rating | Price | Deployment | Leasing
1 5362 | 0.26585 100 Hours Days
2 8182 | 0.26493 102 Seconds Days
3 2062 | 0.26448 103 Seconds Days
4 3202 | 0.26361 105§ Hours Days
5 122 | 0.26318 | 106 Seconds Days
(b) Manhattan Distance
Rank | ID | Rating | Price | Deployment | Leasing
1 5362 101 100 Hours Days
2 7512 | 101 102 Seconds Days
3 1352 103 104 Seconds Days
4 8182 103 102 Hours Days
5 1552 104 10§ Seconds Days
(c) Euclidean Distance
Rank | ID | Rating | Price | Deployment | Leasing
1 5362 | 99.0202 | 100 Hours Days
2 7512 101 102 Seconds Days
3 8182 | 101.02 102 Hours Days
4 2062 | 102.02 103 Hours Days
5 1352 103 104 Seconds Days
(d) Pearson Correlation
Rank | ID | Rating | Price | Deployment | Leasing
1 7512 | -0.38774 | 102 Seconds Days
2 1352 | -0.38814 104 Seconds Days
3 1552 | -0.38834 | 105 Seconds Days
4 9312 | -0.38834 | 10§ Seconds Days
5 1692 | -0.38872 | 107 Seconds Days

This is observed in the distance-based algorithms (i.e., Cosine, Euclidean, and Manhattan pre-

sented in Table 5.6), in which the price was the most significant factor for the ranking of a service.

Figure 5.9 summarizes the decisions of each algorithm in contrast to the costumer profile provided.

For example, as can be observed, the service with ID §362 was the service most similar to the vec-

tor specified by the customer profile (according to the distance-based algorithms). However, it was

not necessarily the best service. In this sense, services with a shorter deployment time (in the order
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of seconds) and without a significant price difference obtained a worse ranking due to the price dif-

ference. This happened for services ID 8182 and 7512 in the tables of the Cosine, Manhattan, and
Euclidean algorithms.

Nz
] >

Bl Cosine
| Euclidean
BN Manhattan

i Pearson

7512

Values for each category
5362

5362
7512

Price

Deployment

Leasing Region

Figure 5.9: Best Ranked Solutions per Algorithm in Contrast to the Customer Profile Repre-
sented by the Dotted Line

However, the significant difference between the Pearson correlation and the distance-based algo-
rithms is that it is invariant to the magnitude of elements. Hence, differences in service prices do not
cause a major impact on their ratings because it mainly observes whether properties of protection
services and the customer profile vary similarly. Thus, the service "ID 7512” is recommended as the

best service because they consider an insignificant increase in the price compared to a significantly
shorter deployment time. Therefore, considering the mapping of these characteristics of a protection
service as a vector in space, the Pearson Correlation algorithm is presented as a better alternative in
contrast to other distance-based similarity algorithms.
A possible alternative to circumvent these differences is given by grouping each attribute’s vector
of protection services. Thus, it is possible to compare these service attributes with customer profile at-

tributes in a 1-to-1 manner. Therefore, the final rating of service is achieved by calculating an average
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of the rating of its attributes. However, it should be noted that attributes of protection services offer-
ing better conditions than those specified in the customer profile would receive worse ratings. Thus,
an alternative can be a rearrangement of input attributes to the best possible conditions, making the
recommendation algorithms offer the best alternative instead of the closer to the end-user request.
For example, if one wants a protection service with deployment time in minutes, protection services
are a bit more expensive, but deployment time in seconds can be the most suitable recommendation,
since this still fits the budget and other requirements.

Lastly, such an evaluation indicates that MENTOR can recommend adequate protection services
considering the price, geolocalization, and other requirements defined by end-users. The distance-
based algorithms recommend the cheapest service that is adequate for the end-user according to their
demands. However, this service recommended is not necessarily the best one in terms of perfor-
mance. The Pearson correlation decided toward a more expensive service fitting the end-users budget

while delivering the best performance possible.

5.5.2 DISCUSSION AND LIMITATIONS

Beyond the evaluation concerning the recommendation process provided above, other technical as-
pects and open challenges are important to be discussed to improve MENTOR and shed light on
further directions for cybersecurity research on the recommendation of protection services.

Although many protection services are available in the market, this number will arise together with
a global deployment of novel paradigms, such as NFV and SDN. Also, novel business models can be
used as an incentive to develop innovative cybersecurity solutions. Based on that, a recommendation
system should understand the nuances of services running on different technologies to recommend
a service efficiently. Besides, mechanisms to deploy the service directly on the customer’s infrastruc-
ture or in a third-party host should be available, thus, simplifying the acquisition of such protection
services by non-expert end-users.

The MENTOR evaluation used 10,000 possible protection services randomly generated. Such ser-
vices contain general information (e.g., price, deployment time, and leasing period) to demonstrate
the feasibility of the solution. However, those services do neither represent the actual amount of
protection services available nor contain exhaustive information on protection services. Most stud-
ies should be conducted to create a data model (e.g., descriptor) able to define different services and
demands, which may include the categorization by technology supported, features provided, and
performance aspects.

Also, the reputation of the SP and protection services themselves can be considered during the

recommendation process. One should be able to verify the feedback provided by other customers
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as well as verify performance logs and issues related to past experiences. Besides, mechanisms to
apply penalties to SP that do not meet the agreement demands should be considered. In such a di-
rection, decentralized reputation mechanisms (e.g.,a BC-based one as proposed in Section 4.8.3) can
be developed to provide a trustworthy and immutable record of reputation regarding the protection
services and its different vendors.

Another critical aspect of the recommender system is related to the trust of customers to share data.
This discussion is critical, and it is still an open challenge, not only for the MENTOR but for other
work related to cybersecurity that demands actual data to achieve an accurate output. Currently, as
a proof-of-concept, it is assumed a consortium of companies and institutions that trust each other.
Thus, one trusted node receives data from customers and offers the MENTOR recommendation.
Besides, the MENTOR is designed to run locally as well, which means that a customer can run his/her
own instance of MENTOR in private infrastructure, thus, ensuring that the data will not be shared
with third-parties.

Lastly, the process of recommending protection services assumes that end-users can provide data
and the correct parameters to find adequate protection. However, users may not know the kind of
attack they are under in some cases. Therefore, reactive service matching based on user input would
be impractical. In addition, it is a challenge to integrate a recommender system with a variety of logs
because, for example, there is no single standard of logs concerning the different types of services
and technologies. There is still a lack of mechanisms to deal with the deployment and management
of different technologies in an integrated solution, such as APIs and wrappers that help automate the

deployment of recommended services without additional user interactions.

5.6 EcoNomic ANALYSIS OF BC-BASED SOLUTIONS

A set of solutions backed by Blockchain (BC) have been developed as supplementary solutions to
CyberTEA approach. These solutions have been motivated by (i) the need for decentralized ap-
proaches that increase the trust and automate specific cybersecurity processes and (ii) the hype of
BC as paradigm-shifting technology [ 205 ]. Therefore, besides the clear benefits of BCs to these solu-
tions, there is also an exploratory aspect involved, since the application scenarios for BC are vast and
still yet not a consensus between experts in different areas.

Based on that, evaluations were conducted to verify the additional costs (in terms of money) that
BC-based solutions have. The feasibility of BC-based solutions have to be investigated also in scenar-
ios where the costs to operate solutions are critical. Therefore, the remainder of this section focuses

on investigating and discussing the costs of operating and interacting with the (i) SaCl, a BC-based
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cyber insurance model, (ii) Kirti, a BC-based marketplace for cybersecurity, and (iii) BRAIN, a BC-

based reverse auction for infrastructure as a service.

5.6.1 EXPERIMENTS AND RESULTS

Gas defines the internal pricing to run a transaction or a contract in the Ethereum BC. Gas does
provide a measure for the computational usage in terms of monetary costs (e.g., Gas per Swiss Franc
or United Stated Dollars (US$). These Gas costs in Ethereum were estimated using the function
estimateGas provided by the Webs3 library. Gas costs were converted into Wei (smallest denomination
of Ether) and Giga-Wei (GWei). 1 GWEei (i.e., 1 billion of Wei) is equal to 0.000000001 ETH.

Thus, evaluations are conducted to analyze the costs of deploying and operating an application
that runs on top of SC. For that, the Gas required to act has to be calculated, then calculating how
much it is in US$. It is possible to use a Gas cost of 20 GWei per unit of Gas, which is the default
value of the Ganache platform (the most well-known for local tests). However, for this experiment,
the amount of Ethereum’s main net is considered, which is 35 GWei per unit of Gas as of May 7th,
2022. The Ether (ETH) value was converted into US$ using an exchange rate of US$ 2,548.28 per
Ether, which was the valid exchange rate that day.

Table 5.7 summarizes all costs for calling functions available in the SC of SaCI, the BC-based Cyber
Insurance model described in Section 4.8.1. This includes the costs of the deployment and interaction
with the contract. As can be seen, The most expensive function is the one that deploys the contract

(i.e., Constructor), followed by the reportDamage function.

Table 5.7: Cost Estimations of SaCl’'s Functions

. Estimation in Ether | Converted in US$
Function Number of Calls J
(35 GWei/Gas) (US$ 2549.94/Ether)

Constructor 1 0.10893 278.69
paySecurity from 1 to 0o 0.00080 2.05
payPremium from 1 to 00 0.00084 2.15§
reportDamage from o to 00 0.00435§ 11.13
acceptDamage from o to 0o 0.00109 2.79
declineDamage from o to 0o 0.00174 4.4
acceptCounterOffer from o to 0o 0.00082 2.10
proposeToUpdateContract from o to 0o 0.00264 6.75
agreeToUpdateContract from o to 00 0.00098 2.51
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These functions represents high values, since it is paid only if the respective function is called.
Therefore, almost US$ 300 has to be paid for the contract deployment, and US$ 11.13 must be paid if
a coverage request is made. Note that all of these values already represent the worst-case (i.e., most ex-
pensive), in which the blocks are mined as fast as possible. Taking a Gas cost of 2 GWei, which is con-
sidered a price that usually persists a transaction in a block within the next minutes in the Ethereum
network [192], the final cost to deploy a contract can be divided by eighteen, thus, resulting in a cost
around US$ 15. Also, the approach proposed by SaClI can be implemented using any permissioned
or permissionless BCs that support SCs implementation [205]. The decision might depend upon
the insurer’s performance, privacy, and scalability demands.

There are also costs related to the Kirti solution, the BC-based marketplace, and the SLA monitor
introduced in Section 4.8.3. Two SCs are part of Kirti: Kirti.sol have to be deployed only once, while
anew instance of SLA.sol has to be deployed for each purchased service. The deployment of Kirti.sol
is associated with a cost of 3,383.264 Gas (around US$ 300, while the deployment of the SLA.sol
amounts to a cost of around US$ 213.54 (2,397.165 of gas). The Gas costs of the publicly callable
functions of SLA.sol are further displayed in Table 5.8. It should be pointed out that both SCs were
optimized in terms of deployment cost-efficient. As such, SCs providing similar functionality could

be significantly more cost-efficient. The source code of both SCs is available at [1].

Table 5.8: Publicly Functions of SLA.sol Sorted by Gas Cost

. Converted in US$
Function Number of Calls | Gas Cost (USS$ 2549.94/Ether)

init 1 473717 42.20
initOraclizeCallback 1 123659 11.02
reportViolationFromAPI from o to 0o 116283 10.36
payForService 1 86852 7.74

getState from 1 to 0o 29599 Not payable

getValidityPeriod from 1 to 0o 25815 Not payable
updateCompensation from 1 to 0o 24471 2.18

getViolations from 1 to 0o 23693 Not payable
terminate 1 16352 1.46

Note that three different functions only are implemented to return information available in the
SC. Therefore, as these functions just work as a GET function, they have no monetary costs (i.e., Not
payable). These functions include the getState(), getValidityPeriod(), and getViolations(). The other

functions that store new information or change the contract then have a monetary cost.
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The last BC-based solution introduced here is BRAIN. Despite the benefits introduced by BRAIN
as a BC-based reverse auction for Iaa$ (cf. Section 4.8.4), drawbacks have to be considered for de-
ploying such a solution. The drawbacks are mainly regarding additional fees and time, similar to the
case of SaCI and Kirti. The fees should be considered to deploy the auction on a large scale. An anal-
ysis of the current state of the Ethereum blockchain was conducted to investigate costs. For this, the
Gas used was calculated by each auction call and analyzed regarding the Gas price and average time.

The deployment of the SC requires an average of two minutes to be mined by the blockchain, and
the cost is US$ 30.25, which must be paid by the Auctioneer during the opening and call phase. The
time can be decreased to a few seconds, but the fee for deploying it in the blockchain is US$ 66.49.
On the InPs side, there is a cost of US$ 4.39 to submit a bid. Each bidder should pay this value to
participate in the auction and guarantee that the bid will be processed in at most 40 seconds. There
is no additional cost and time to handle the requests for resources and priorities information, as they
are GET functions.

Based on the time that a transaction requires to be processed (i.e., mined) in the blockchain, the
auction time is more than 2 minutes. Thus, the marketplace should consider such additional time to
avoid a negative impact on the quality of the end user’s experience or during the protection deploy-
ment phases. BRAIN can be used to supply a large variety of services. However, since the blockchain
cannot achieve real-time transactions, there are specific scenarios (e.g., hosting VNFs to mitigate im-
minent cyberattacks and moving target defense scenarios) where other approaches should be con-
sidered to reduce the deployment time. Solutions could reduce costs (e.g., Gas usage optimization)
and the time required for the auction. Moreover, according to the evolution of blockchains and the

next-generation blockchains, new opportunities can be expected to deal with such issues [205].

5.6.2 DISCUSSION AND LIMITATIONS

The BC-based solutions evaluated above and their functions are for proof-of-concept only. There-
fore, they are not yet optimized in terms of Gas costs nor considering all security issues required for
real-world deployment. The costs can be reduced for production deployment by (a) using different
implementations of BC, which support SCs, and also (b) by optimizing the overall process, such as
by refining the code or by increasing the time to process transactions to reduce the amount of Gas
that have to be spent. Furthermore, as many BC projects promise efficient features, they can enable
the cheapest and most efficient way to implement solutions like those that rely on SCs. Hence, these
solutions can be implemented using any permissioned or permissionless BCs that support SCs im-

plementation, such as Ethereum, Cardano, Polkadot, and Hyperledger Fabric [205].
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Figure 5.10: ETH Price from 2016 to 2022 [57]

As mentioned, the choice of the BC technology to be used impacts directly the costs. Ethereum
was used in all solutions for convenience due to its support of SC, extensive documentation, and
frameworks for development. During the evaluations, the specification of equivalent fiat currency
values for the Gas price has been provided. However, extreme fluctuations in Gas prices and ETH
(as most of the current cryptocurrencies) have to be considered. For example, as of March 15th,
2020, ETH was priced at US$ 123.53, and the average Gas price was around 17 GWei. On March
15th, 2022, ETH was valued at US$ 2,619.61, while the average Gas price was 40.48 GWei per Gas
unit. Thus, executing any operation on the Ethereum network, such as a contract deployment, has
become more expensive by a factor of over 2.5 over the period of fewer than two years. It was not
even the peak, since situations in which the average Gas prices were much higher can be identified.

Figure 5.10 shows the ETH price over the year from 2016 until mid of 2022. As can be seen,
the fluctuation is very high and can directly impact the costs, since all operations in the Ethereum
blockchain are calculated based on the ETH price, too. Also, Figure 5.11 shows the variation in the
Gas price from 2019 to 2022. The Gas price is a bit more stable than the ETH price but still has spikes
that directly impact the costs of operating BC-based solutions.
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Figure 5.11: Gas Price from 2019 to 2022 [249]

Thus, although BC-based solutions and the advent of the Web3 concept [164, 242] paved a path
for several opportunities in terms of new solutions and business models, different aspects have to be
carefully considered during their design and implementation. For example, not only technical feasi-
bility of a solution is required (e.g., in terms of features and security), but it also checks the feasibility
in terms of cost to deploy and operate such a solution. This can be achieved, for example, by (i) se-
lection of BC platforms with lower fees [206], (ii) usage of technologies to support cost-intensive
operations, such as IPFS for data storage, and (iii) code refactoring together with good practices for

developing decentralized applications [183].

5.7 CASE STUDY: DEFINITION OF A STRATEGY USING THE CYBERTEA APPROACH

In Switzerland, micro-enterprises (from 1 to 9 employees) comprise 89.73% of all companies. In
comparison, small enterprises (from 10 to 49 employees) comprises 8.44% of the companies, and
medium-sized (from 5o to 249 employees) comprises 1.55% of the market. These numbers are pro-
vided by a national study conducted in 2019 by the Swiss Federal Office for Statistics [184]. More
than 75 of these companies are in the tertiary sector, composed of retail, wholesale, restaurants, and
telecommunications services. The average net revenue of SMEs in Switzerland was CHF 29 million,
and an average of 25 employees [94]. Considering these market facts, a hypothetical company was
defined for this case study. This company is considered hypothetical but supported by information
and scenarios from the real Swiss SMEs.

This hypothetical company is the PARME Pharma AG, a small-sized pharmaceutical company
with 27 employees based in Basel, Switzerland. The main business of this company comprises the
development and testing of new pharmaceuticals, chemicals, and cosmetics. The company works in

a Business-to-Business (B2B) business model, thus, selling input production directly to other com-
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panies to develop their products and medicines for drug stores. Table 5.9 summarizes the numbers

and business of the PARME.
Table 5.9: Overview of Information of the PARME AG being Considered for the Case Study

Information Value Description

The company sector is an important infor-
Pharmaceutical mation to be considered, since it gives in-
Sector o .
Industry dication about possible cyberattacks that

might target specific sectors

The number of employees describes par-
tially the size of the company, thus, help-
ing to decide for strategies that fits SMEs or
MNEs

Employees 25-30 people

The revenue and others financial metrics are
. important to understand the value of the
Revenue US$ 15 million yearl

$1s yeary business, its assets, potential budget for in-

vestments, and also its market value

The country where the company is placed
helps to understand the cybersecurity sce-
) nario and which regulations have to be
Country Switzerland , . .

followed when implementing cybersecurity
strategies (e.g, GDPR and the Cybersecu-

rity Act for Europe)

This information gives an overview of the

Portfoli Development and distribution | products and possible impacts of cyberat-
ortfolio
of pharmaceuticals tacks in the company. Itis important to con-

sider during the risk management tasks

PARME AG wants to evolve its business by having an E-Commerce business in which they can
have contact directly with potential customers. This E-Commerce will be focused on both B2B and
Business-to-Consumer (B2C), in which the customers can buy products directly from PARME AG
and their partners. The company’s prediction is to increase the company’s revenue by US$ 5 million
in the first year of E-Commerce operation, thus, having a total revenue of US$ 20 million. Therefore,
with this new business that the company will run, it is required to adequate the current cybersecurity
strategy and consider the new E-Commerce platform now operating under its umbrella.

This case study then focuses on mapping the company’s stakeholders, threats, and cost-efficient

strategies to plan the safe operation of the new E-Commerce system of PARME AG, which can result
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in more competitiveness in the market and introduce new challenges due to potential financial losses
due to cyberattacks. For that, the CyberTEA methodology will be applied, supported by different
solutions developed here to achieve a cost-efficient strategy that fits the requirements of the company.

All information required for this case study was obtained from four different sources: (i) public
information from the Swiss market, (ii) reports available regarding cybersecurity trends and threats
for specific sectors, (iii) interviews and discussions with cybersecurity experts and SMEs employees,
and (iv) arbitrary information based on a literature review to fulfill gaps of information that are not

possible to be obtained from the others sources.

5.7.1 PHASE A: BRIEFING AND BUSINESS DEMANDS

The methodology starts in Phase A, where all information related to the business has to be collected
and a briefing conducted among the company decision-makers. For that, the information mapped in
Table 5.9 is initially considered. This information is based on example of companies in Switzerland
from the same sector and also the reality of the Swiss market [94, 184]. This gives initial insights
into the sectors and size of the company. Next, the personnel expertise of the company is analyzed as
an indicator to understand possible challenges or technical weaknesses to be considered during the
planning of a cybersecurity strategy.

In the case of PARME AG, the employees allocated and contracted to work in the E-Commerce de-
partment have low awareness of cybersecurity. However, they have basic skills to operate computers,
since they perform different daily activities, such as navigating the Internet, processing sales requests,
and using office suites. Most employees have a bachelor’s degree in a non-related technology field.
Therefore, based on that information, it is possible to assume that the employees have a high level of
education but without too much information technology background. This lack of background can
be explored as an attack vector in the future. Therefore, this has to be considered for the planning of
cybersecurity strategies.

Understanding the maturity level of the business and its processes is also important during this ini-
tial phase, since it can highlight possible weaknesses/strengths to adapt to new processes introduced
by a cybersecurity strategy. In the case of PARME AG, it is a company operating for over 15 years,
with processes well-defined defined in the pharmaceutical sector. However, information technology
is still being validated, since the company’s E-Commerce platform is very recent. Therefore, there
is still a path to follow to integrate and control all current and new processes, which is still a more
significant challenge without contracting dedicated technical people to handle that.

Finally, the history of past attacks on the company has to be considered. This is an important met-

ric, since it can have a key role in adopting the cybersecurity strategy combined with other statistics
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and security trends. However, this information is very sensible and confidential for companies to
avoid malicious attackers from exploiting it. Therefore, based on a literature review and the most
common attacks on the company’s sector, the following information has been considered valid for

the last three years:
« The PARME AG had a yearly average of five phishing attacks, and three Malware attacks;

« The success rate was respectively 15% (Phishing) and 10% (Malware), which means a percent-

age of these attacks impacted somehow the company in an economical and technical way;

« Although this information shows possible attack vectors, no critical impacts on the operation

of the business were identified in the past.

This information can trigger alerts for the rest of the planning steps. While the company did not
face any critical impact in the past, there are high success rates for these attacks. Also, the number
of attacks might increase, including additional attacks (e.g., DDoS and Ransomware), as the com-
pany becomes more digitally exposed to E-Commerce businesses. For example, a phishing attack
can be used to infect the entire company infrastructure with a Ransomware attack and cause busi-
ness disruption, leak of customers’ data, and financial loss due to data recovery. Also, DDoS attacks
can target E-Commerce directly to put the system down and impact the revenue and reputation of
the company directly. Thus, it is important to have this past attack history in mind and map possible

risks and threats during the next phase.

5.7.2 PHASE B: RiISKk MANAGEMENT

For the risk analysis, three company’s assets are to be taken into consideration: (i) the E-Commerce
Web Server, which is responsible for maintaining the platform running, (ii) the E-Commerce plat-
form, which provides all features for the user to interact and buy products from PARME AG, as well
as allow the PARME AG employees to manage the logistics and the financial processes, and (iii) the
databases that store information about customers, payments, and products. Also, the stakeholders
have to be mapped.

The stakeholder is any individual or group that cyberattacks the platform can influence. There-
fore, for this case study, the stakeholders are the (i) PARME AG decision-makers, (ii) customers,
(iii) companies part of the PARME AG supply-chain, and (iv) the infrastructure manager of PARME
AG. The threat sources are defined as of in [117]. Therefore, employees may cause intentional and
unintentional damage, amateur and skilled hackers can exploit vulnerabilities for financial advantage

or sabotage, and competitors might hire someone to damage the company’s reputation.
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The threat modeling is then conducted, taking this information into account. Also, the OWASP
vulnerabilities [ 175] and trends for the sector are considered during this step. Table 5.10 summarizes
the main threats identified, including their likelihood of happening, possible economic impacts on
the company, and also which dimension of the STRIDE framework [246] the threat is classified.

A total of six Threats (T) were identified, named from T1 to T6. The selection of these threats is
based on the risk assessment previously conducted on the company and the trend of specific cyberat-
tacks in the company’s sector. Also, four major economic impacts were considered: Loss in Revenue
(LR) due to business interruption, Costs for Mitigation (CM) before or during an attack, Reputation
Harm (RH) due to a successful attack, and Legal Costs (LC) associated to third-party impacts and
data breaches. Note that the LR and CM are examples of direct impacts of a cyberattack, while the
RH and LC can be classified as indirect impacts.

Table 5.10: Overview of Threats that Might Face the Company and Possible Countermeasures
for Risk Mitigation

Threat Likelihood | Economic Impacts STRIDE Classification
T1: Denial-of-Service Attack Likely LR, CM, and RH Denial-of-Service
T2: Phishing Campaign Likely CM Spoofing,

Information Disclosure

Denial-of-Service,

T3: Ransomware Moderate LR, CM, RH . ;
Information Disclosure
) Repudiation,
Ta: Ins1d.ers and Moderate LR, CM, RH Information Disclosure,
Supply-Chain Attacks . ..
Elevation of Privilege
Ts: -Site Ry t
3 Fii;iiys(l é S;;,l)u e Moderate CM Spoofing, Privilege Escalation
T: ing,
Té6: SQL Injection Not Likely RH, LC Amperng

Information Disclosure
Loss in Revenue (LR), Costs for Mitigation (CM), Reputation Harm (RH), Legal Costs (LC)

Next, a risk analysis is conducted to highlight the threats that introduce more risks for the business
in terms of economic and technical. A risk assessment matrixis built, considering two different scales:
Likelihood and Impacts. Based on that, it is possible to map the risks of each threat as Low, Medium,
and High. For example, one threat that have a Moderate likelihood of happening but the impacts are
Acceptable is classified as Low risk. On the other hand, a likelihood defined as Likely and impact as
Tolerable is classified as High risk.

Figure 5.12 shows the risk assessment matrix for PARME AG, taking as input all of the six threats
initially mapped. As can be seen, the most critical threats (i.e., High risk) are the T1 (DDoS), T2
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(Phishing), and T3 (Ransomware). The threats T4 (Insiders and Supply Chain Attacks) and T’
(CSRF) have also to be considered, since they have a Medium risk. The T6 (SQL Injection) does
not offer too much risk (in terms of likelihood vs. impacts), therefore should not be the priority
at this step. Here, the SecRiskAI and SecBot solutions developed can also be used to support the

understanding of risks and priorities.

Risk
Likelihood | Acceptable | Tolerable |Unacceptable
Not Likely T6 - -
Moderate - T4, T5
Likely -
Low Risk
Medium Risk

0O »
Figure 5.12: Risk Matrix for the Threats Mapped in the PARME AG

Based on that threat modeling and risk analysis, it is possible to determine what is critical and the
priorities to achieve the level of protection needed. Thus, by analyzing this information, the conclu-

sions to be taken into consideration are the following:

« The risk of phishing and ransomware is increasing, and it has become one of the most signifi-

cant threats for the company. Training and Protections are a must;

« DDoS attacks are one of the biggest threats to the availability of the E-Commerce platform.

Protections are a must;

« Insiders and Supply Chain attacks are also a cause of concern [125], and new processes and

protections have to be defined to reduce their possible impacts;

« Training and education of employees have to be done focusing on the most common threats

identified for the company;

« Best practices of development and tests have to be applied to avoid threats like CSRF, Cross-
Site Scripting (XSS), and others Web Application security risks.
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5.7.3 PHASE C: CYBERSECURITY REQUIREMENTS

After the briefing and analysis of all threats and risks, it is now required to determine the cybersecurity
requirements of the company. This includes services and equipment required, additional training for
the employees, and the definition of new processes that have to be implemented by the PARME AG
to have a proper strategy to run their E-Commerce safely. The decision-makers define these require-
ments during the planning of the cybersecurity strategy. Table 5.11 summarizes all of the cybersecu-
rity requirements. These requirements are looked into because of the company’s characteristics and
initial demands. However, different requirements can be considered according to the initial informa-
tion collected during the briefing and brainstorming (i.e., Phase A).

The requirements are defined from R1 to R7, including constraints defined by the business team,
and possible providers for these kinds of solutions are mapped. For example, R1 describes that cloud-
based DDoS protection has to be contracted to protect against specific types of DDoS attacks. Possi-
ble providers for this kind of solution are Imperva, Verisign, Akamai, and Cloudflare. Furthermore, as
highlighted by R6 and R7, some more general requirements can be defined, including the definition
of new processes for software updates and training activities for the company’s employees. Thus, Ta-
ble s.11 gives the information required to determine the budget and total costs of the cybersecurity
strategy to be defined.

Note that a list of possible providers can be selected based on the business demands and also con-
sider providers’ reputation and characteristics of the protection products. This information can be
obtained by contacting companies, using publicly available information, such as the catalog provided
by CyberTango [s0] or also relying on marketplaces and SLAs provided by Kirti (cf. Section 4.8.3)
implemented as a supplementary service. With the requirements defined and possible providers, it
is possible to estimate the costs and determine how to ensure the cybersecurity strategy’s economic

teasibility.

5.7.4 PHASED: CoST MANAGEMENT

It is important to determine how much budget must be available for this phase as an initial step. This
amount can be achieved by applying the GL model (cf. Section 2.2.2) equation and concepts. For
this case study, the GL model is applied to calculate two different values: the (i) maximum budget
for cybersecurity and (ii) optimum investment per segment (i.e., assets). This helps the company have
a broad understanding of how to determine their budget and the costs of the cybersecurity strategy.

The company’s total revenue was previously determined as US$ 15 million yearly, and the E-Commerce

itself as a value of US$ s million for the company. Therefore, this last will be considered as the poten-
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Table 5.11: Overview of Defined Requirements for the PARME AG and Possible Providers

Requirement

Constraints

Possible Providers

Ri1: Cloud-based
DDoS protection

Must be cloud-based and provide de-
fenses against at least SYN, ICMP,
and UDP flood

Arbor, Verisign,
Akamai, and Cloudflare

R2: Email security and
phishing protection

Proofpoint, Abnormal Security,
IronScales, and Barracuda

R3: Software against
viruses and malware

Must provide endpoint security pro-
tection for all computers connected
in the company’s network

Symantec, McAfee,
Microsoft Defender,
and Bitdefender

R4: Implement a monitoring
and logging strategy

Must be stored out of the company
premises

Rs: Security audit and
code review before deployment
of new features on the
company’s solutions

Must consider all of the stakehold-
ers, threats, and risks mapped for the
business

Internal analysis, consultancy
companies, and security experts

Ré6: Monthly updates for
critical software and semiannual
updates for others software

All software must run the last stable
version with the most recent security
patches

R7: Education and training
of employees against phishing and
Social Engineering attacks

Must have online courses contracted
for continuous education and face-
to-face training for selected threats

Coursera, consultancy companies,
and Swiss universities

tial loss if a successful attack happens in the E-Commerce and underlying infrastructure. Without any

investment (i.e., z = 0), the risk of an attack happening is equal to 64%, and the success rate is equal

to 41%. This information is related to the worst scenario possible. Thus, the GL model equation for

maximum investment (z,,,, ) is applied. The results is shown in Equation s.1. It means that the invest-

ment in cybersecurity should not exceed US$ 485,440 annually to protect PARME’s E-commerce.

vL = 5,000,000 X 0.64 X 0.41
vL = US%1, 312, 500
Zmax = 1,312, 500 X 0.37

Zmax = US3483, 440

(5.1)

This calculation indicates the maximum budget but is still not the optimum investment possible.

In order to calculate the optimum investment (z*), the SECAdvisor tool (cf. Section 4.6) will be

used. The SECAdvisor can help with this task by applying the different equations of the GL model in

a user-friendly and straightforward way. First, the company must add information about its segments

and assets in the SECAdvisor tool. Next, the SECAdvisor calculates a set of metrics to determine the
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optimum investments for each segment and the investments’ economic benefits. Figure 5.13 shows
the optimal investment calculated for three different segments of PARME AG. This case study focuses
on the first one: The E-Commerce running as a Web Server. For this one, with a value estimated
at US$ 5,000,000 (total yearly revenue), the optimal investment calculated is equal to US$ 75,623.
This means that the optimal amount to protect the E-Commerce platform is roughly only 15% of the
previously calculated z,,4,. It is important to state that in the backend, the SECAdvisor is running
the GL equations as defined in [ 144]. The Appendix E shows examples of different values calculated

until achieving this optimal investment.

Segments Overview

Name Type Risk Vulnerability Value($) Optimal Investment($) Actions
E-Commerce Web Server 64% 41% 5'000°000 75'623 S W
Databases Database 51% 43% 2'000'000 27'665 AT
Internal Network Network 6% 12% 20'000°000 43'246 K|

Figure 5.13: Optimal Investment for the PARME AG Segments Calculated Using SECAdvisor

With this amount now at hand, it is possible to start the search to satisfy all seven requirements by
spending not more than US$ 75,623 annually. Therefore, it is possible now to analyze the different
requirements and estimate what is possible to do with this budget determined by the GL model.

R1 (Protection against DDoS attacks), R2 (Email security), and R3 (Antivirus) need a decision
about which of the protections available are more suitable in terms of technical and economic de-
mands. The MENTOR recommendation engine is used and provides four candidate providers. The
ROSI model can be applied to determine which is the most cost-efficient protection. In order to
automate this process, the MENTOR is used integrated with the SECAdvisor. This then relies on
the engine of MENTOR for the recommendation process and calculates the ROSI for each recom-
mended protection.

Figure 5.14 shows how the protection that satisfies R1 was selected. The exact process happened
for protections that satisfy R2 and R3. At the top, the PARME AG can configure all of the informa-
tion needed for the reccommendation engine to process the request. In this case, the company wants
protection against DDoS attacks, and the maximum investment is the one calculated before. After
submission, the solution recommends four different protections that fits the budget available and the

technical demands of the company. In blue, on the bottom, there is the solution’s price per leasing pe-
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Region:

Europe

Attack Type:

DDOS

Leasing Period:

Months

ARBOR

Arbor Networks

Arbor Cloud is a DDoS service powered by the
world's leading experts in DDoS mitigation,
together with the most widely deployed DDoS
protection technology

E-Commerce

Investment(S):
75623

Deployment Time:
Days

Service Type:

Proactive

Recommendations

O o

Verisign

Verisign DDoS Protection Services help
organisations reduce the risk of catastrophic
DDoS attacks by detecting and filtering
malicious traffic aimed at disrupting or
disabling their internet-based services. Unlike
traditional security solutions, Verisign DDoS
Protection Services filter harmful traffic
upstream of the organisational network or in

CLOUDFLARE

CloudFlare

Cloudflare’s advanced DDoS protection,
provisioned as a service at the network edge,
matches the sophistication and scale of such
threats, and can be used to mitigate DDoS
attacks of all forms and sizes including those
that target the UDP and ICMP protocols, as well
as SYN/ACK, DNS amplification and Layer 7
attacks

WP RCRPIA

Imperva

The Imperva Incapsula service delivers a multi-
faceted approach to DDoS defense, providing
blanket protection from all DDoS attacks to
shield your critical online assets from these
threats. Incapsula DDoS protection services are
backed by a 24x7 security team, 99.999%
uptime SLA, and a powerful, global network of
data centers.

the cloud

Deployment Time: DAYS [ 5 37000 ] Deployment Time: SECONDS Deployment Time: SECONDS [ 5500 ] Deployment Time: SECONDS aD
Leasing Period: MONTHS Leasing Period: MONTHS [ rost: 7] Leasing Period: MONTHS [ rost:s ] Leasing Period: DAYS [ rosi:-1 ]

Figure 5.14: Optimal Investment for the PARME AG Segments Calculated Using SECAdvisor
riod. Right after, in grey, there is the calculation of the ROSI metric for each solution, which indicates
which one is the most cost-efficient.

For this recommendation, the annual rate of occurrence of DDoS attacks is defined as three. The
loss due to DDoS attacks is measured as US$ 2,000 per hour of the attack, with an average of seven
days of the week. This means an incident costs equal to US$ 144,000. Based on this information
and protection characteristics, the calculation of ROSI can be performed. For example, the ROSI
of the Verisign is equal to 7 (rounded), which means that the payback on this investment is 700%.
This is an excellent ROSI and means this is a cost-effective solution. The Verisign DDoS Protection
calculation considered a mitigation rate equal to 80% of DDoS attacks and the cost of the solution
equal to US$ 3,700 per month. Equation 5.2 shows the calculation for the Versign DDoS Protection.
The SECAdvisor automates the calculation for all protections by applying the same process but with

different information whenever needed.

((144, 000 X 3) X 0.7) — (3,700 X 12)

ROSI =

3,700 X 12
ROSI — (432,000 X 0.7) — 44, 400 (5.2)
44, 400

ROSI = 6.78 (i.e., Cost-effective)
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Besides identifying protections, all other expenses have to be identified, and products that fit the
budget available (not exceeding the GL values) have to be mapped and selected. Thus, following
the CyberTEA methodology, the costs to achieve a cybersecurity strategy that fits all company re-
quirements are defined. Table 5.12 summarize all costs mapped to achieve the requirements of the

company in terms of the level of security.

Table 5.12: Summary of Costs to Address All Requirements of the Cybersecurity Strategy

R i t
Investment equiremen Provider Product Cost (Yearly)
Covered
DDoS Mitigati
Protection against DDoS R1 Verisign oS .1ga ton US$ 44,400
Service
. . Premium Email
Email security R2 Barracuda . USs$ 1,800
Protection
R GravityZ
Anti-Virus and Anti-Malware 2 Bitdefender .rav1 Y one. US$ 3,000
and R3 Business Security
t d t
Storage an' ‘managemen R4 SolarWinds Log Event Manager US$ 1,900
of critical logs
Security analysis PwC ,
R Anal
and code verification 3 Switzerland Source Code Analysis USs 10,000
N f ti
ewprocess for coninuous Ré6 SolarWinds Patch Manager US$ 2,000
update and upgrade of software
Online security awareness R Coursera and Cybersecurity Awareness USs
200
education and on-site training 7 University of Zurich UZH | Training and Hands-On >

- - Total USs$ 58,300

The Verisign DDoS Mitigation Service was selected from the list of recommended protections.
Note that not necessarily the cheaper solution is the best one. In this case, the protection provided
by the Arbor Networks was cheaper, but the mitigation rate and the attack types covered by Verisign
were preferred. Thus, R1 can be addressed by spending roughly US$ 44,400. This is by far the most
costly requirement for this scenario.

For R2, the Barracuda offers a complete suite of Email protections against phishing and other at-
tacks, with a cost of US$ 5 monthly per user. PARME AG wants to protect 30 users (number of
employees). Therefore, the total cost is US$ 1,800 per year (number of users X US$ 5 X 12). Next,
after checking with the Bitdefender providers, the GravityZone Business Security price for 100 de-
vices coverage during one year equals US$ 3,000. This satisfies all requirements to address R3 and
partially Ra.

R4 needs the storage of logs monitored by internal solutions. These logs can be stored on a secure
cloud provided by Loggly using the SolarWinds Log Event Manager. This solution allows for the inte-
gration of different types of logs (e.g., Linux system logs, HITP events in the endpoints, and database

access control). The price for this solution is US$ 159,00 monthly in its Pro version, recommended
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for growing companies. Thus, US$ 1,900 can be allocated for this tool. Cheaper solutions (e.g., open
source and free tools) can address this requirement but would require additional time and expertise
for the usage and deployment.

For Rs, the PwC branch in Switzerland will be contracted for occasional security and code verifi-
cation before a new critical feature is added to the company. A total amount of US$ 10,000 will be
allocated for this matter, which can vary according to the demands.

R6 stands for the continuous update and upgrade of the company’s software. Different costs have
to be considered for this requirement, such as new software licenses, additional hardware to run the
software, and allocation of people to conduct the updates. However, PARME AG decided to auto-
mate the process by contracting the SolarWinds Patch Manager with a price of US$ 2,000 per year.

Finally, R7 requires the education and specific training of the employees of PARME AG to increase
cybersecurity awareness and reduce potential attack vectors (e.g., Social engineering techniques and
phishing). Based on the reputation and ease of access, one paid course available at Coursera was
selected for the online security awareness training, which allows for up to 50 employees to access the
content with the investment of US$ 2,200 in the first year. Also, an on-site training conducted by
the Communication Systems Group (CSG) of the University of Zurich UZH was preferable since
previous collaborations between the group and the company have been placed. This on-site training
will cost US$ 3,000 per year for the company. Therefore, the total amount in training and education
is defined as US$ 5,200.

Thus, as summarized in Table 5.12, after the costs calculations, the amount to plan to invest in a
cybersecurity strategy that fits all requirements of the company is equal to US$ 58,300. This amount
is 78% of the optimal investment previously defined by the GL model. Therefore, there is still an
amount of US$ 17,300 that can be used to address additional requirements or to be invested to cover
not expected costs during the deployment and operation of the cybersecurity strategy, such as con-
tract consultancy and experts to support and train the company’s team in specific activities. Also, this
amount can be used to buy additional equipment if needed or to increase the IT team (e.g., allocate

people partial time to work on security aspects of the company).

5.7.5 PHASE E: EXECUTION AND DEPLOYMENT

Finally, the last phase of the CyberTEA methodology involves executing and deploying the cybersecu-
rity strategy. If not placed in the company already, technical support can be achieved by contracting
consultants. Also, a clear deployment schedule must be defined, since some company sectors might
need to stop their operations for a few hours to deploy the solutions and new processes fully. Suppose

the infrastructure to deploy the solutions is not available to the company. In that case, it is possible
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to host that on the cloud, also being supported by solutions like BRAIN (cf. Section 4.8.4) that offers
a reverse auction model for infrastructure providers to host virtualized protections.

After deploying the cybersecurity strategy, continuous operation and maintenance tasks have to
be performed, such as continuous monitoring of critical activities and analysis of new threats. These
tasks can be done using the new protections contracted or additional open-source solutions like
SecGrid that allow for post-mortem analysis of cyberattacks to redefine the cybersecurity strategy
and priorities in the future. These tasks must also be covered by the budget available, the technical
expertise, and the new processes implemented by the company. Also, information sharing can be
considered to support partners and the entire sector with helpful information regarding cybersecu-
rity trends. The SHINE supplementary solution proposed in Section 4.8.2 can be used to share the
economic impacts of cyberattacks. The company’s management board must consider which kind of
agreements must be placed. These agreements might allow for information sharing to strengthen the
cybersecurity of the sector and the company’s supply chain.

For this case study specifically, these operation and maintenance tasks involve the continuous anal-
ysis of critical logs stored, the request for code analysis (and fixes it whenever needed) before a new
feature is deployed, the update of software, continuous training and education, and maintenance of
the solutions implemented for protection (i.e., ensure that all is working according to the needs). It
is key to have a responsible employee for all of these operation and maintenance tasks for all of these
operation and maintenance tasks. Even if that is not possible to have one full-time responsible em-
ployee due to budget constraints, the company must know who is the point of contact in case of any
specific request or problem.

Thus, after following in detail all of the phases and steps provided by the CyberTEA methodol-
ogy, the PARME AG was able to (i) define its cybersecurity demands based on the current company
structure, (ii) determine the threats and risks of potential impacts (e.g.,, economic losses and techni-
cal disruption) due to cyberattacks, (iii) describe the requirements to achieve an adequate level of
protection according to its needs, and (iv) manage the costs to obtain a cost-efficient cybersecurity
strategy. After deploying the strategy, the company is expected to achieve the right level of protection
according to the demands to run its new E-Commerce business without putting critical risks to its

assets, reputation, and revenue.

5.8 LESSONS LEARNED FROM THE EVALUATIONS

Different evaluations were conducted to obtain measurable results about the feasibility and perfor-

mance of the Cyber TEA approach (i.e., Methodology and Framework) and the solutions implemented.
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For that, quantitative evaluations were performed when required and possible, while qualitative eval-
uations were conducted for solutions with dimensions validated using case studies or interviews with
real-world stakeholders.

Lesson 1. ML-based solutions are an ally for specific cybersecurity planning tasks but the
definition of datasets with real-world data is still a challenge. The solutions proposed to sup-
port Risk Management using ML have been evaluated in their models’ performance, feasibility, and
accuracy. Both SecRiskAl and SecBot achieving high accuracy for the evaluated scenarios. More
specifically, SecRiskAl was able to predict correctly the risks of DDoS§ attacks and phishing based on
selected attributes of the company, while SecBot was able to extract intents from conversations and
provide cybersecurity guidance against threats. However, as the evaluations were based on synthetic
datasets and data obtained from publicly available sources, these results must be checked against real-
world scenarios. The methodology defined and the proof-of-concept implemented for both solutions
provide a clear path to define datasets and train new models that satisfy the reality of companies.
Thus, proving that ML-based approaches like SecRiskAI and SecBot can be an ally for companies,
especially SMEs. The major limitations that can be highlighted concern the limited real-world infor-
mation available to train and test the solutions more in-depth.

Lesson 2. Solutions to process and analyze cyberattacks traffic are possible and efficient re-
sources usage are key. For the processing and analysis of the threat, one of the main pillars to be
evaluated is the capacity to process a large amount of traffic. Different dimensions have to be ana-
lyzed, such as the time and resources required to process datasets containing malicious traffic. Also,
the capacity to extract meaningful information from these datasets are key. Thus, a quantitative eval-
uation was conducted on the miners implemented by SecGrid to obtain results about the efforts re-
quired to process large datasets (around 100 GB of PCAP files), including the consumption of RAM,
CPU, and time to run each miner. These results show that SecGrid efficiently processed different
files and cyberattacks in a commercial off-the-shelf laptop. Also, the ML-based classification of cy-
berattacks was evaluated, resulting in a final model able to correctly identify different DDoS attacks
in PCAP files without introducing overhead in data processing and classification. However, as stated
before, this model also has to be adapted for specific cyberattacks that have to be identified. A list of
DDoS attacks from datasets publicly available was used, thus, allowing for the detection of the most
common types of DDoS attacks.

Lesson 3. Visualizations have a key role the for analyzing and understanding cyberattacks
behaviors. Still, the feasibility and usability of the SecGrid were evaluated. For that, qualitative eval-
uations were conducted. First, interviews with potential users were conducted following the SUS

questionnaire approach. The results were excellent regarding usability and how useful the users con-
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sider using solutions like SecGrid. Next, case studies show scenarios in which SecGrid can be applied.
This provided evidence that approaches like SecGrid can positively impact the analysis of cyberat-
tacks, especially for people who do not have a complete background in cybersecurity. It is important
to decouple the complexities of packet analysis and present the results visually and interactively to
users, as done by other cybersecurity tools that already rely on information visualization (e.g., ELK
and Splunk). Also, extensibility was one of the most important features in this case, since solutions
should not limit the use cases. The extensible design followed by SecGrid allowed for a couple of
works to be developed on top of SecGrid, thus, helping the community with still additional features
without reinventing the wheel.

Lesson 4. Cybersecurity economic models supports the cost management when planning
a cybersecurity strategy; however, these models have to be calibrated according to company’s
characteristics. The optimal investments calculated using the SECAdvisor were demonstrated us-
ing case studies with three different information segments. This shows that the application of the
GL model is a practical and automated way, thus, simplifying the decision process on optimal in-
vestments for companies. Besides, the ROSI calculation was performed, and recommendations of
protections during the case study. Additionally, quantitative experiments are possible still required
for the GL model itself, but it was out of the scope. Therefore, the evaluations on optimal invest-
ments demonstrated how the SECAdvisor could contribute to applying well-known cybersecurity
economics metrics.

Lesson 5. Recommendation mechanisms can be placed to filter protections and indicate ad-
equate solutions according to companies demands. The recommendation of protections was eval-
uated quantitatively, more specifically, the different algorithms fr correlation measurements and their
performance in different scenarios. This allowed determining which one is more suitable for the de-
velopment of MENTOR. Also, the integration with a couple of tools (e.g., ProtectDDoS [89], SERViz
[123], and SECAdvisor [41]) highlighted how recommendation of protections can contribute for a
key decision that is part of any cybersecurity planning approach. The role of reputation is also shown
to have a critical impact on the decision process for protection. This topic was partially covered by
implementing and evaluating traditional and BC-based reputation systems.

Lesson 6. Reputation mechanisms can be an ally for selection of protections and market
analysis. Nevertheless, there is a path that academia and industry can move in the direction of repu-
tation in cybersecurity solutions. Also, the vast amount of protection available on the market makes
ithard to define which metrics to consider. For the evaluations conducted, we defined a set of metrics

that can be common for the decision process combined with specific characteristics of cyberattacks
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(e.g., protections against families of malware or specific DDoS attacks). This resulted in a solution
that can be used as an ally to limit the search list for the proper protection for a company.

Lesson 7. Blockchains are a viable approach (but with additional costs) that can be explored
to simplify cybersecurity-related tasks and to develop trustworthy cybersecurity solutions. Re-
garding the BC-based approaches, there has been a hype of applications trying to address differ-
ent problems using the decentralization, non-repudiation, and immutability concepts provided by
the BC. However, as was shown during the experiments, additional costs have to be considered for
proposing such applications. For example, the SaCl allows for the automation of cyber insurance
contracts and increases the amount paid besides the premium. The Kirti allows storing protection in-
formation and monitoring SLAs, relying more on the IPES to reduce storage costs. Then, finally, the
BRAIN proposed a reverse auction that helps find the best infrastructure (in terms of resources and
costs) to host a virtualized protection. However, the case studies conducted for these three BC-based
solutions show that the BC can be used. However, such approaches’ key contributions are more on
simplifying complex processes (e.g., cybersecurity contract underwriting, protections marketplace,
and deployment of virtualized protections) than on the decentralization that BC enables.

Lesson 8. Approaches that defines the phases and guides cybersecurity planning and invest-
ment are useful to support the decision-making and the adoption of cybersecurity, specially in
SMEs. Finally, an end-to-end case study was conducted to show all of the phases of the CyberTEA
methodology being covered. For that, a hypothetical company was defined but taken as the basis of
real-world data of a Swiss SME market. All phases and steps were covered to show how to build a new
cybersecurity strategy from scratch, including understanding business demands, modeling threats,
the definition of cybersecurity requirements, optimal investments, and deployment of the strategy.
During each phase, examples were provided of how developed solutions can contribute to simplify-
ing the task of obtaining specific information needed for each decision. Thus, the feasibility of the
methodology and the benefits that each solution can provide during the cybersecurity planning and
investment were demonstrated. It gives evidence of how the framework proposed as part of the Cy-
berTEA approach covers relevant tasks required.

Lesson 9. Scientific advances and knowledge gain proved that novel models and approaches
considering cybersecurity economics, cost management, and cybersecurity planning are pos-
sible and needed. This includes the validation of already existent models as well as the development
and evaluation of novel solutions that address particular security problems that companies are facing
today and in the next decades, specifically those with technical and economic dimensions. The sci-
entific results validates technical problems and their relevance, thus, paving the path for developing

novel research and solutions for a safer digital world. Each of the solutions designed and developed
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has measurable results and contributions. Also, the developed solutions give examples and moti-
vation to researchers explore a rich field with open problems ready to be addressed. At the same
time, the methodology and framework proposed open opportunities for extensions and guided new

market-ready implementations.
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The journey is its own reward.

Homer

Summary, Conclusions, and Future Research

YBERSECURITY has become a cause of concern for companies and governments due to their
C increased dependency on digital systems and the destructive capacity of cyberattacks shown
in the last years. Cyberattacks are mainly motivated by financial incentives that attackers can make
and affect companies from an economic, technical, and legal perspective, causing impacts on people
who need services from a specific company or sector. An adequate cybersecurity strategy is one of
the pillars of avoiding business disruption and financial losses due to cyberattacks. Also, governments
worldwide are discussing how to enforce a minimum level of cybersecurity to companies, since weak
cybersecurity can impact the entire supply chain of a sector, thus, impacting society’s economy, well-
being, and overall security.

However, the current scenario presents several challenges, since most companies (especially SMEs)
still do not have an adequate level of cybersecurity to protect their business. Companies tend to al-
locate a low budget for cybersecurity, often do not have experts in-house, and react only if an attack
happens instead of proactively planning their cybersecurity strategy. Even though this mindset is
gradually changing, it is still a challenge for SMEs to understand their cybersecurity requirements

and how to conduct all of the steps required for an adequate cybersecurity strategy.
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This PhD thesis improved such a scenario by proposing an approach that simplifies the under-
standing, planning, and investment in cybersecurity. For that, the CyberTEA approach developed
offers (i) a straightforward methodology to guide companies in the cybersecurity strategy definition
process, (ii) a framework of components that have to be considered for implementing solutions to
support SMEs, and (iii) a set of solutions that simplifies different processes of cybersecurity planning

and investment, also satisfying the proposed framework.

6.1 SUMMARY

This PhD thesis has initially provided an analysis and overview of the threat landscape and major
impacts of cyberattacks on companies. This analysis helps the reader understand the current scenario
of cyberattacks and the reality of companies of different sizes and from different sectors. Also, the
current related work of cybersecurity planning and investment was mapped, thus, highlighting the
current direction that researchers, governments, and industry are following to increase companies’
cybersecurity. This includes effective regulations and organizational guidelines, clear methodologies,
novel models and techniques, and user-friendly and automated solutions that simplify cybersecurity-
related tasks.

After this analysis and understanding of the overall scenario, this PhD thesis has proposed a straight-
forward s-phases methodology that allows companies to split the cybersecurity planning into small
steps that provide the information and artifacts required by the next phase. As the output, the com-
pany can obtain a cost-efficient cybersecurity strategy that addresses all of the requirements identified
and fits into the company’s budget. The methodology starts with understanding the business and its
demands (Phase A), followed by risk management (Phase B), which involves threat modeling and
risk assessment. Next, the cybersecurity requirements must be defined (Phase C), including the new
software, processes, and infrastructure needed. Then, cost management (Phase D) has to be per-
formed to determine the best approach based on the budget and risks. Finally, the cybersecurity
strategy can be deployed and operated (Step E) to protect the company and its assets.

A framework was then proposed to map and provide the components required to be considered,
when developing solutions to support cybersecurity planning and investments. This framework is di-
vided into four layers integrated by APIs. The first layer (Business) provides all components required
for the interaction of users and business analysis (e.g., characteristics, profile, and revenue). Next, the
Risk Management Layer implements the components required to receive, process, and analyze data
to conduct a company’s threat modeling and risk analysis. Then, the Decision Layer is in charge of

providing cost management components and selecting the best protections to satisfy all cybersecu-
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rity requirements. A layer with supplementary solutions is also mapped, since different information
might be required to address specific demands. Therefore, a fully integrated ecosystem can be created
with different solutions that can contribute to the successful planning of the cybersecurity strategy.

Finally, five different solutions were designed and developed as part of the CyberTEA approach
to perform different tasks mapped in the methodology and implement the components determined
in the framework. These solutions were designed to abstract technical details as much as possible
to support both technical and non-technical users during cybersecurity tasks and decision-making.
SecRiskAI was proposed as an ML-based approach for risk assessment of companies based on se-
lected (and well-known) attributes, such as the number of employees, sector, and business processes.
SecBot provided a conversational agent to guide SMEs during the risk management tasks and also to
help the understanding of cybersecurity demands. SecGrid was proposed as a platform for the anal-
ysis and visualization of cyberattack traffic, thus, helping companies to understand anomalies and
potential threats. SECAdvisor provided an automated and user-friendly way to apply cybersecurity
economics metrics to determine cost-efficient investments in cybersecurity. Finally, MENTOR was
implemented as a recommender system for protections to support the decision process of selecting
the best protection that fits business demands and budget. Four supplementary solutions were also
implemented to address specific challenges, including (i) SaCl, a BC-based cyber insurance model,
(ii) SHINE, a module for financial information sharing, (iii) Kirti, a protection marketplace, and (iv)
BRAIN, a reverse auction for infrastructure supply.

Evaluations were performed to show evidence of the feasibility of each of these solutions. These
evaluations were conducted quantitatively for performance and accuracy analysis, while qualitative
analysis relying on interviews and case studies were also placed to show applications and benefits of
the solutions proposed, the methodology, and the framework. Measurable results from the evalu-
ations include (a) an end-to-end application scenario for the methodology, (b) the analysis of ac-
curacy for risk assessment using SecRiskAl, (c) the capacity of SecBot to understand conversations
and provide proper answers based on the intents of users, (d) the capacity of SecGrid to process a
large amount of data to provide insightful visualizations and ML-based classification of cyberattacks,
(e) the benefits of SECAdvisor and its usability for defining optimal investments and cost-effective
solutions, and (f) the accuracy of MENTOR to recommend protections that fits the demands pre-
viously defined by companies. Also, these solutions” extensibility and integration were proven valid
with proof-of-concept implementations. A case study was performed showing all of the phases of the
proposed methodology being covered with the support of information obtained by using the pro-

posed solutions whenever is needed. Furthermore, an analysis of the economic costs of the usage of
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BC to ensure decentralization and immutability of cybersecurity solutions (e.g., cyber insurance and
marketplace) was provided.

The lack of approaches supporting cybersecurity planning was addressed considering technical
and economic dimensions. Technical because the methodology and solutions proposed to consider
and reduce the complexity of cybersecurity tasks by providing user-friendly interfaces, technical ab-
stractions, and automation of specific tasks (e.g., risk assessment and threat analysis). The economic
perspective then comes from the focus on optimizing cybersecurity costs, thus, considering all eco-
nomic impacts of cyberattacks and the benefits of cybersecurity investments to plan cost-efficient
cybersecurity strategies that help achieve a proper level of protection even for companies with re-

strictions in budget.

6.2 REVIEW OF RESEARCH QUESTIONS AND CONTRIBUTIONS

The contributions can be summarized as the three main contributions (i.c., methodology, frame-
work, and set of solutions) followed by additional research and finds on the cybersecurity planning
field. These contributions answers all of the five RQs previously defined. An overview of the major

contributions of this thesis and their relation with each RQ is shown in Figure 6.1.
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Figure 6.1: Overview of the Contributions and Research Questions of This PhD Thesis

Additional contributions include the analysis of the threat landscape and challenges that SMEs and

MNE:s are facing, the investigation of the state-of-the-art of the cybersecurity economics to propose
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novel approaches that integrate the ones already existent, and the exploration of trend technologies
and approaches (e.g.,, ML/DL, blockchains, and visualizations) to address open challenges and ex-

plore the cybersecurity planning and investments problems from different perspectives.

RQu1: Which technical and economic aspects have to be considered during the planning and invest-

ing process to adopt cybersecurity strategies in SMEs?

Understanding the different technical and economic aspects involved in planning and investments
in cybersecurity is a key element, including the socio-economic impacts that a company might face
in the case of a cyberattack. In order to answer RQ1, the threat landscape and the current SME sce-
narios in Europe were mapped. Also, a research on the market, its cybersecurity culture, and its main
challenges were conducted to determine phases and steps required for cybersecurity planning and
investments in SMEs.

Thus, an overview and mapping of the threat landscape, risks, and economic impacts were pro-
vided. Also, cybersecurity economics models were analyzed to understand economic behaviors of
cyberattacks. The mapping of threats and risks was conducted based on the different domains identi-
fied and discussed in the literature, backed by the cybersecurity threat taxonomy defined by ENISA.
The risks and impacts of companies were investigated by analyzing several reports from European
agencies and worldwide consultancy companies. The answer of this RQ1 is used to further define
and validate key aspects of planning and investing in cybersecurity, such as the risks, trends, and

impacts SMEs are facing.

RQ2: What are and how to organize and simplify the key steps, information, models, and tech-
niques required for an effective definition of a cybersecurity strategy in SMEs?

This RQ2 required mapping and selecting the essential phases and steps to guide SMEs in planning
and defining a cybersecurity strategy. Determine these elements is not a trivial task, since there is no
simple answer that fits all possible scenarios. However, inspired by the different approaches already
available in the literature, it is possible to determine a methodology that lists the main input and
outputs expected from each phase as well as examples of steps to perform in each phase. This kind
of methodology must have a flow that is easy to understand by all stakeholders and provide, as an
outcome, a cost-efficient cybersecurity strategy.

Thus, a five-phase methodology was introduced as a contribution of CyberTEA approach to sup-
port SMEs in addressing all the different requirements, steps, and challenges involved in cyberse-
curity planning and investment. This contribution answers this RQ2 by mapping the key phases

involved in cybersecurity planning (i.c., Briefing, Risk Management, Definition of Cybersecurity
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Requirements, Cost Management, and Execution) and highlighting the different tasks that must be
performed to obtain a proper level of security in an organized and cost-efficient way. Evaluations
based on case studies and interviews proved that the well-structured methodology proposed, sup-
ported by different solutions, can be used to guide decision-makers on cybersecurity planning, con-
sidering both technical (e.g., threat modeling and protection performance) and economic aspects of

cybersecurity.

RQ3: What are the necessary architectural components and actors to satisfy key phases and to

allow SME:s to implement cost-effective cybersecurity strategies?

During the research and definition of the methodology for planning and investment in cyberse-
curity, it was identified that different components and actors must be considered and implemented
to satisfy all phases. These components have to allow for an integrated and friendly architecture that
simplifies its adoption by decision-makers, developers, and cybersecurity experts, thus, allowing for
evolving the approaches and solutions for cybersecurity planning and investment.

To answer this RQ3, a four-layered framework with a well-defined flow, architectural compo-
nents, and actors was introduced. All of the layers (i.e., Business, Risk Management, Decision, and
Supplementary) are interconnected, allowing the communication and exchange of information among
solutions with different features and goals. These layers and components satisfies all key phases and
steps mapped into the methodology and guides the research on the design and implementation of so-
lutions that contribute to the state-of-the-art in the cybersecurity planning field. Thus, the proposed
framework can be used by stakeholders to understand the dependencies, information exchange, and
relationships between the different layers of cybersecurity planning as well by developers and cyber-
security experts that want to provide novel solutions or reuse information already available in the

CyberTEA approach.

RQ4: How to determine the optimum amount of resources (e.g., money, personnel, and time) an

SME should invest in cybersecurity based on their specific technical and economic demands?

This RQ4 addresses one of the main challenges identified during this PhD thesis: the decision on
how much and where to allocate budget for cybersecurity. For that, an in-depth analysis of cybersecu-
rity economics was conducted, resulting in a solution that simplifies and automates the application of
state-of-the-art cybersecurity economic metrics, such as the GL and ROSI. Along with this PhD the-
sis, it was observed that the integration of different metrics in a single solution allows for a better
analysis of the trade-offs between investments and protection, thus, helping to define a cybersecu-
rity strategy that provides a proper level of protection but still considers the economic benefits of all

investments.
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The answer for this RQ4 was provided with the design and implementation of the SECAdvisor
solution, which allows companies to (i) fill their business profile, (ii) define information segments
and their assets, (iii) calculate optimal investments in cybersecurity per segment, and (iv) obtain rec-
ommendations of cost-efficient protections based on mitigation characteristics and the ROSI metric.
Therefore, the answer for this RQ4 also satisfy the Cost Estimator and Investment Calculator compo-
nent defined by the CyberTEA framework. Evaluations on SECAdvisor proved that cybersecurity
economic metrics (e.g., Gordon-Loeb and ROSI) can be used during the decision process to calcu-
late the optimal investment, maximum investment, and also compare protections in terms of cost-
efficiency. This was shown that these metrics addresses specific SMEs’ challenges, such as lack of

budget and expertise to decide about different protections.

RQs: How toprovide cybersecurity solutions capable of abstracting technical details to guide SMEs

during the plan and execution of a cybersecurity strategy?

This RQs had research and engineering nature, since it was required to (i) investigate and deter-
mine the path and requirements to address challenges and problems of cybersecurity planning and
investments previously mapped by the CyberTEA methodology and framework, and then (ii) design
and implement full-fledged solutions that satisfy these requirements in a user-friendly and effective
way.

The answer for this RQs came as a set of different solutions designed and developed to address
different challenges identified, such as risk analysis, recommendation of protections, automation of
cyberattack classification, and risk sharing. These solutions satisfy all phases and steps defined by the
CyberTEA methodology and implement all components mapped in the CyberTEA framework. Also,
different integration among these solutions were placed to prove the capacity of abstract technical
details required during the cybersecurity planning and investment. Besides being proven helpful for
different scenarios, these solutions can be seen as proof-of-concept solutions to show opportunities
and guide novel solutions in cybersecurity planning, especially for those considering technical and
economic aspects while determining a cybersecurity strategy. These solutions were evaluated follow-
ing both quantitative and qualitative approaches. SecRiskAI was proven to be efficient to classify
( 99% for SVM classifier) the risks of companies being target of a successful cyberattack using ML
models trained with synthetic datasets, while SecBot provided high accuracy (100% for 15 different
tested scenarios) in understanding and answering cybersecurity-related conversations. SecGrid was
able to extract, process, and analyze data from 300 log files with different sizes (up to 100 GB) rep-
resenting cyberattacks traffic, thus, providing insightful visualizations and ML-based classification

of cyberattacks. The MENTOR'’s capacity and accuracy for recommend protections using different
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correlation measurements was evaluated and validated using more than 10,000 random generated
protections. Finally, BC-based solutions were evaluated from the economic point of view. Also, the
benefits of decentralization provided BC were explored as an ally to support specific innovations on

the field of cybersecurity planning.

6.3 FURTHER RESEARCH OUTLOOK

Although cybersecurity is a key concern for some companies, there is still a path to address open chal-
lenges (e.g., information asymmetry, complex tasks for non-technical personnel, zero-day attacks)
and evolve models and solutions to support a significant adoption of cybersecurity, especially by sec-
tors of society that are still scarce of a proper level of protection. The research on determining and
simplifying key steps for cybersecurity planning and investment is essential to the state-of-the-art of
cybersecurity management, cybersecurity economics, and related areas. The contributions answered
all RQs proposed on such a topic, but there are still various opportunities, open issues, and needs for
further research on the topic.

The key steps for cybersecurity planning might vary according to specific scenarios and companies.
Therefore, it is worthy of focusing future work on validating the current methodologies available in
the literature and the Cyber TEA methodology with real-world applications and refining it according
to the best practices and threat landscape. One factor that has a path to evolve is how to measure the
economic impacts of cyberattacks in a precise and well-defined way. This problem can be addressed
by empowering ML/DL techniques, collaborative approaches, and information-sharing incentives.

Research on cybersecurity socio-economic models is also one of the main topics to be considered.
As of today, most of the literature work applies variations of well-known metrics like GL, ROSI, and
NPV to obtain cost-efficient benefits for cybersecurity. One path is to revisit these models to propose
and evaluate novel models that fit the reality of companies and provide insightful information for the
decision process on investments in cybersecurity. This path needs an in-depth evaluation, since most
of today’s models are still cumbersome and validated in generic scenarios, lacking evidence of actual
benefits in real-world decisions. Also, these models can be extended by defining real-world datasets
and creating ML models based on eflicient cybersecurity investment decisions. Federated learning
can be an ally, in this case, to enable collaboration without exposing critical information to define
training datasets.

The solutions proposed in this PhD thesis addressed and paved the path for detailed cybersecurity
planning and investment solutions. One of the main aspects of future work is the automation of

cybersecurity analysis and risk assessment. This is one of the most significant lacks of cybersecurity.



ML -based approaches can be an ally to understand risks and and identify imminent cyberattacks. The
capacity to process a large amount of data to create meaningful information for decision-makers is
also a desired feature. Even though zero-touch approaches are emerging in the network management
field, approaches that consider humans in the loop are still required to address specific challenges,
such as lack of information curation, risk of false positives, and lack of one-size-fits-all solutions.

Regarding the proof-of-concept of the solutions specifically implemented by this PhD thesis, re-
search directions can focus on the (i) refinement and investigation of the relevance and weight of
each data attributes used for the learning process of SecRiskAl, (ii) investigation of reinforcement
learning and immediate feedback of users to increase accuracy and usability of conversational agents
like SecBot, (iii) proposing of new miners and visualizations to provide more accurate analysis for
different scenarios and cyberattacks on the SecGrid, (iv) implementation of new features based on
visualizations to allow a better understanding and customization of GL model for specific scenarios,
and (v) design of ML techniques to combine different similarity measurements and new key metrics
for the recommendation of protections using MENTOR.

Finally, the application of novel technologies and concepts has to be considered to evolve potential
approaches to support cybersecurity. For example, cyber insurance approaches are a trending topic
that BC can support to automate the process, ML/DL for automated risk assessment, and cyberse-
curity economic metrics to support cyber insurance underwriting. Also, incentives for information
sharing have to be taken into account. Economic models and collaborative approaches have to be
placed to move toward a more efficient cybersecurity ecosystem for governments, companies, and

people.
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Publications

This PhD thesis resulted in several scientific works published in selected venues. These works were all directly
or indirectly related to the topic of this thesis. Further, master’s and bachelor’s theses were supervised and
developed in the cybersecurity and network management context, whose individual outcomes in terms of pro-
posed solutions and evaluations contributed toward the overall CyberTEA approach and results.

A.1  CONTRIBUTION OF OWN PUBLICATIONS WITHIN CHAPTERS

The PhD thesis objectives outlined at the macro level are typically decomposed into several specific goals
achieved by publications across the thesis period. Thus, it is relevant to highlight where those publications
appear as core or additional elements in each chapter of this PhD thesis. Also, several students’ thesis (i.e.,
Master Thesis (MSc), Master Project (MAP), and Bachelor Thesis (BSc)) contributed to this PhD thesis by
implementing solutions motivated, designed, and supervised by the author of this PhD thesis. Table A.1 lists
own contributions in the PhD thesis’ chapters.

A.2 LIST OF PUBLICATIONS

This section lists publications made by the author during the PhD thesis period. In addition to the previously
cited publications that contributed directly to the thesis, the author’s research and collaboration within the
Communication Systems Group (CSG) resulted in several publications from 2019 to 2022. All of these pub-
lications are related to cybersecurity or computer networks.
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A.2.1 FIRST AUTHOR PUBLICATIONS
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Author).

2022

« [Journal] M F. Franco, F. M. Lacerda, B. Stiller: A Framework for the Planning and Management of
Cybersecurity Projects in Small and Medium-sized Enterprises; UNINOVE, Journal of Business and
Projects (Revista de Gestao e Projetos), Vol. 13, No. 3, December 2022, pp 1-25.

« [Full Paper] M. F. Franco, F. M. Lacerda, B. Stiller: SECProject: a Framework for the Assessment
and Management of Cybersecurity Projects in Small and Medium-sized Enterprises; X Interna-
tional Symposium on Management, Project, Innovation and Sustainability (X SINGEP), Sao Paulo,
Brazil, October 2022, pp. 1-16.

o [Full Paper] M. F. Franco, E. Sula, A. Huertas, E. J. Scheid, L. Z. Granville, B. Stiller: SecRiskAl: a
Machine Learning-based Approach for Cybersecurity Risk Prediction in Businesses; 24th IEEE
International Conference on Business Informatics, Amsterdam, Netherlands, June 2022, pp. 1-10.

234



2021

« [Full Paper] M. Franco, ]. von der Assen, L. Boillat, C. Killer, B. Rodrigues, E. J. Scheid, L. Granville,
B. Stiller: SecGrid: A Visual System for the Analysis and ML-Based Classification of Cyberat-
tack Traffic; IEEE 46th Conference on Local Computer Networks (LCN 2021), Virtually, Edmonton,
Canada, October 2021, pp. 1-8.

« [Full Paper] M. Franco, N. Berni, E. Scheid, B. Rodrigues, C. Killer, B. Stiller: SaCI: a Blockchain-
based Cyber Insurance Approach for the Deployment and Management of a Contract Coverage;
18th International Conference on the Economics of Grids, Clouds, Systems and Services (GECON
2021), Virtually, September 2021, pp. 1-14.

« [Journal] M. Franco, B. Rodrigues, C. Killer, E. Scheid, A. De Carli, A. Gassmann, D. Schoenbaechler,
B. Stiller: WeTrace: a Privacy-preserving Tracing Approach; KICKS and IEEE ComSoc, Jour-
nal of Communications and Networks (JCN), Special Issue on Communications and Networking Ap-
proaches for Combatting COVID-19, October 2021, pp. 1-16.

« [Short Paper] M. Franco, J. von der Assen, L. Boillat, C. Killer, B. Rodrigues, E. Scheid, L. Granville,
B. Stiller, B. Rodrigues, B. Stiller: DDoSGrid: a Platform for the Post-mortem Analysis and Vi-
sualization of DDoS Attacks; IFIP Networking 2021, Virtually, Espoo, Finland, June 21-24 2021, pp.

1-3.

2020

« [Full Paper] M. Franco, B. Rodrigues, E. Scheid, A. Jacobs, C. Killer, L. Granville, B. Stiller: SecBot:
a Business-Driven Conversational Agent for Cybersecurity Planning and Management; 16th In-
ternational Conference on Network and Service Management (CNSM 2020), Mini-Conference, Izmir,
Turkey, November 2020, pp. 1-7.

« [Workshop Paper] M. Franco, L. Granville, B. Stiller: Towards a Conversational Agent for Cyber-
security Planning and Management; 2nd KuVS Fachgesprich "Machine Learning and Networking”,
Wiirzburg, Germany, October 2020, pp. 1-3.

o [Full Paper] M. Franco, E. Sula, B. Rodrigues, E. Scheid, B. Stiller: ProtectDDoS: a Platform for
Trustworthy Offering and Recommendation of Protections; International Conference on Economics
of Grids, Clouds, Software and Services (GECON 2020), Izola, Slovenia, September 2020, pp. 1-12.

« [PhD Workshop] M. Franco, L. Granville, B. Stiller: A Business-Driven Integrated Ecosystem for
Cybersecurity Planning and Management; CONCORDIA Early Stage PhD Workshop (CON-PHD),
Twente, Netherlands, June 2020, pp. 1-6.

2019

« [Full Paper] M. Franco, B. Rodrigues, B. Stiller: MENTOR: The Design and Evaluation of a Protec-
tion Services Recommender System; 15th International Conference on Network and Service Man-
agement (CNSM 2019), Mini-Conference, Halifax, Canada, October 2019, pp. 1-7.

238§



A2

[Full Paper] M. Franco, M. Bucher, E. Scheid, L. Granville, B. Stiller: GENEVIZ: A Visual Tool
for Construction and Blockchain-based Validation of SFC; 16th International Conference on Eco-
nomics of Grids, Clouds, Systems, and Services (GECON 2019), Leeds, UK, September 2019, pp.
15-28.

[ Technical Report] M. Franco, B. Rodrigues, B. Stiller: On the Recommendation of Protection Ser-
vices; Technical Report No. Ifi-2019.06, Department of Informatics If], Universitit Zirich UZH,
Zirich, Switzerland, August 2019.

[Full Paper] M. Franco, E. Scheid, L. Granville, B. Stiller: BRAIN: Blockchain-based Reverse Auc-
tion for Infrastructure Supply in Virtual Network Functions-as-a-Service; IFIP Networking, War-
shaw, Poland, May 2019, pp. 1-9.

CO-AUTHORSHIP PUBLICATIONS

Different successful collaborations were placed, having the author of this PhD thesis as one of the collaborators.

All of these collaborations were related to the Network Management field and the topic of this thesis, resulting

in the publications listed below.

2022

[Journal] E. J. Scheid, R. Hy, M. F. Franco, C. Killer, B. Stiller: On the Employment of Machine
Learning in the Blockchain Selection Process; IEEE Transactions on Network and Service Manage-
ment, Vol. 1, No. 1, December 2022, pp. 1-12.

[Full Paper] E. J. Scheid, M. F. Franco, F. Kuffer, N. Kubler, P. Kiechl, B. Stiller: VeNiCE: Enabling
Automatic VNF Management based on Smart Contract Events; 47th IEEE Conference on Local
Computer Networks (LCN 2022), Edmonton, Canada, September 2022, pp. 1-8.

[Demo] A. Huertas, J. Bauer, M. Demirci, J. Leupp, M. F. Franco, P. Sdnchez, G. Bovet, G. M. Perez, B.
Stiller: RITUAL: A Platform Quantifying the Trustworthiness of Supervised Machine Learning;
18th International Conference on Network and Service Management (CNSM 2022), Thessaloniki,
Greece, September 2022, pp. 1-3.

[Full Paper] J. von der Assen, M. F. Franco, C. Killer, E. J. Scheid, B. Stiller: CoReTM: An Approach
Enabling Cross-Functional Collaborative Threat Modeling; IEEE International Conference on Cy-
ber Security and Resilience, Rhodes, Greece, July 2022, pp. 1-8.

[Book Chapter] B. Rodrigues, M. Franco, C. Killer, E. J. Scheid, B. Stiller: On Trust, Blockchain,
and Reputation Systems; Handbook on Blockchain, Series on Optimization and Its Applications,
Springer, Cham, Switzerland, No. 194, 2022, ISBN 978-3-031-07534-6, pp. 299-337.

[Journal] C.Killer, B. Rodrigues, E. . Scheid, M. F. Franco, B. Stiller: Blockchain-based Voting Con-
sidered Harmful?; IEEE Transactions on Network and Service Management (TNSM), Vol. 1, No. 1,
June 2022, pp. 1-16.

[Technical Report] J. von der Assen, M. F. Franco, C. Killer, E. J. Scheid, B. Stiller: On Collaborative
Threat Modeling; UZH, Technical Report No. 2022.04, Department of Informatics IfI, Universitit
Zirich UZH, Zirich, Switzerland, April 2022.

236



2021

[Tutorial] A. Huertas, P. Sinchez, M. Franco, G. Bovet, G. Martinez, B. Stiller: Theoretical and Prac-
tical Intelligent Behavioral Fingerprinting; IEEE/IFIP Network Operations and Management Sym-
posium (NOMS 2022), Budapest, Hungary, April 2022.

[Tutorial] A. Huertas, P. M. Sénchez, M. Franco, G. Bovet, G. Martinez, B. Stiller: Intelligent Be-
havioral Fingerprinting — From Theory to Practice; 17th International Conference on Network and
Service Management (CNSM 2021 ), Izmir, Turkey, October 2021.

[Full Paper] E. J. Scheid, P. Kiechl, M. Franco, B. Rodrigues, C. Killer, B. Stiller: Security and Stan-
dardization of a Notary-based Blockchain Interoperability API; 3rd International Conference on
Blockchain Computing and Applications (BCCA 2021), Tartu, Estonia, November 2021, pp. 1-7.

[Demo] J. von der Assen, M. Franco, B. Rodrigues, B. Stiller: Analysis and Classification of Cyber-
attack Traffic Using the SecGrid Platform; IEEE 46th Conference on Local Computer Networks
(LCN) - Demo Session, Edmond, Canada, October 2021, pp. 1-3.

[Short Paper] L. Mueller, B. Rodrigues, E. Scheid, M. Franco, C. Killer, B. Stiller: LaFlector: A
Privacy-Preserving LIDAR-Based Approach for Accurate Indoor Tracking; IEEE 46th Confer-
ence on Local Computer Networks (LCN 2021), Virtually, Edmonton, Canada, October 2021, pp.

1—4.

[Book Chapter] E. Scheid, B. Rodrigues, C. Killer, M. Franco, S. Rafati, B. Stiller: Blockchains and
Distributed Ledgers Uncovered: Clarifications, Achievements, and Open Issues; Advancing Re-
search in Information and Communication Technology, Springer, Cham, Switzerland, No. 1, August
2021, ISBN 978-3-030-81701-5, pp. 1-29.

[Short Paper] R. Ribeiro, B. Rodrigues, C. Killer, L. Baumann, M. Franco, E. Scheid, B. Stiller: ASI-
MOV: A Fully Passive WiFi Device Tracking; IFIP Networking 2021, Virtually, Espoo, Finland, June

2021, pp. 1-3.

[Full Paper] E. Scheid, A. Knecht, T. Strasser, C. Killer, M. Franco, B. Rodrigues, B. Stiller: Edge2BC:
a Practical Approach for Edge-to-Blockchain IoT Transactions; IEEE International Conference on
Blockchain and Cryptocurrency (ICBC 2021), Virtually, Darlinghurst, Australia, May 2021, pp. 1-9.

[Full Paper] C. Killer, M. Knecht, C. Miiller, B. Rodrigues, E. Scheid, M. Franco, B. Stiller: ZAternum:
A Decentralized Voting System with Unconditional Privacy; IEEE International Conference on
Blockchain and Cryptocurrency (ICBC 2021), Virtually, Darlinghurst, Australia, May 2021, pp. 1-8.

[Tutorial] C. Killer, B. Rodrigues, E. J. Scheid, M. Franco, B. Stiller: Blockchain-based Remote Elec-
tronic Voting from Theory to Practice; IFIP/IEEE International Symposium on Integrated Network
Management (IM 2021), Bordeaux, France, May 2021.

[Full Paper] B. Rodrigues, C. Halter, M. Franco, E. J. Scheid, C. Killer, B. Stiller: BluePIL: a Bluetooth-
based Passive Indoor Localization Method; IFIP /IEEE International Symposium on Integrated Net-
work Management (IM 2021), Bordeaux, France, May 2021, pp. 1-9.

237



2020

o [Full Paper] C. Killer, B. Rodrigues, E. J. Scheid, M. Franco, M. Eck, N. Zaugg, A. Schetlin, B. Stiller:
Provotum: A Blockchain-Based and End-to-End Verifiable Remote Electronic Voting System;
IEEE 45th Conference on Local Computer Networks (LCN 2020), Sidney, Australia, November 2020,

Pp- 1-12.

« [Journal] B.Rodrigues, E. Scheid, C.Killer, M. Franco, B. Stiller: Blockchain Signaling System (BloSS):
Cooperative Signaling of Distributed Denial-of-Service Attacks; Journal of Network and Systems
Management, Springer Nature, August, 2020, pp. 1-37.

o [Technical Report] C. Killer, L. Thorbecke, B. Rodrigues, E. J. Scheid, M. Franco, B. Stiller: Proverum:
A Hybrid Public Verifiability for Decentralized Identity Management; Technical Report No. 2020.03,
Department of Informatics IfI, Universitit Zirich UZH, Ziirich, Switzerland, August 2020.

« [Demo] G. Gallopeni, B. Rodrigues, M. Franco, B. Stiller: A Practical Analysis on Mirai Botnet Traf-
fic; IFIP Networking 2020, Paris, France, June 2020, pp. 1-3.

« [Tutorial] C.Killer, B. Rodrigues, E. Scheid, M. Franco, B. Stiller: Practical Introduction to Blockchain-
based Remote Electronic Voting; IEEE International Conference on Blockchain and Cryptocurrency
(ICBC 2020), May 2020, Toronto, Canada.

« [Full Paper] E. J. Scheid, P. Widmer, B. Rodrigues, M. Franco, B. Stiller: A Controlled Natural Lan-
guage to Support Intent-based Blockchain Selection; IEEE International Conference on Blockchain
and Cryptocurrency (ICBC 2020), May 2020, Toronto, Canada, pp. 1-9.

« [Book Chapter] B. Rodrigues, M. Franco, E. Scheid, Salil S. Kanhere, B. Stiller. A Technology-driven
Overview on Blockchain-based Academic Certificate Handling, Blockchain Technology Applica-
tions in Education, IGI Global, November 2019, ISBN 9781522594789, pp. 197-223.

« [Journal] V. Garcia, G. Venacio, E. P. Duarte, T. Tavares, L. Marcuzzo, C. dos Santos, M. Franco, L.
Bondan, L. Granville, A. Schaeffer-Filho, F. De Turck: On the Design and Development of Emula-
tion Platforms for NFV-based Infrastructures; International Journal of Grid and Utility Computing,
Vol. 11, No. 2, February 2020, pp. 230.

2019

o [Full Paper] B. Rodrigues, M. Franco, G. Parangj, B. Stiller: SEConomy: A Framework for the Eco-
nomic Assessment of Cybersecurity; 16th International Conference on Economics of Grids, Clouds,
Systems, and Services (GECON 2019), Leeds, UK, September 2019, pp. 154-166.

« [Short Paper] E. Scheid, M. Keller, M. Franco, B. Stiller: BUNKER: a Blockchain-based trUsted
VNF pacKagE Repository; 16th International Conference on Economics of Grids, Clouds, Systems,
and Services (GECON 2019), Leeds, UK, September 2019, pp. 188-196.

« [Journal] R. Pfitscher, A. Jacobs, L. Zembruzki, R. dos Santos, E. Scheid, M. Franco, A. Schaeffer-
Filho, L. Granville: Guiltiness: A Practical Approach for Quantifying Virtual Network Functions
Performance; Computer Networks (COMNET), June 2019, pp. 14-31.

238



« [Journal] G. Venancio, V. Garcia, L. Marcuzzo, T. Tavares, M. Franco, L. Bondan, A. Schaeffer-Filho, C.
Raniery, L. Granville, E. Procopio: Beyond VNFM: Filling the Gaps of the ETSI VNF Manager to
Fully Support VNF Lifecycle Operations; International Journal of Network Management (IJJNM),
April 2019, pp. 1-16.

« [Journal] L. Bondan, M. F. Franco, L. Marcuzzo, G. Venancio, R. L. Santos, R. . Pfitscher, E. J. Scheid,
B. Stiller, F. De Turck, E. P. Duarte, A. E. Schaeffer-Filho, C. R. P. Santos, and L. Z. Granville:; FENDE:
Marketplace-Based Distribution, Execution, and Life Cycle Management of VNFs; IEEE Com-
munications Magazine, Vol. 57, No. 1, January 2019, pp. 1389-1406.

239



Cyber Insurance Market and Its Stakeholders

An in-depth literature review and investigation of the cyber insurance market was conducted to understand
the main stakeholders and the steps required to consider, when designing cyber insurance models and under-
writing contracts. Interviewees with cyber insurance underwriters working in Switzerland were conducted to
validate the main steps mapped. These steps were critical in order to understand better the field and its impor-
tance to map within the CyberTEA approach. Figure B.1 shows the steps and elements of the cyber insurance
market, while Figure B.2 shows its main stakeholders and interactions. These artifacts are part of the work
conducted in [ 156] under the supervision of the author of this PhD thesis.
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Example of the Bank Sec¢tor Stakeholders

Figure C.1 shows the possible stakeholders that are involved in the Financial cyber security domain and the
interaction among them. The actors are categorized into four main categories: exploiters, victims, security
providers, and regulators. Note that the stakeholders identified and listed below are not exhaustive but provide
an overview of what to expect for the financial and other sectors.
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Usability Questionnaire of SecGrid's Evaluation

This appendix describes the different tasks and questions that SecGrid’s usability evaluation participants had

to answer. This evaluation was conducted in work developed in [20] under the supervision of the author of

this PhD thesis. The experiment was conducted as follows. Using a predefined dataset, the participants had to

solve the following tasks:

T1

T3

T4

Ts

How many packets were present in the attack?
This requires the user to look at the metrics displayed outside of the visualizations. The answer can be
found on both the datasets and dashboard page. The correct answer is 1640892.

How many hosts participated in the attack?
This information can be derived from the total number of source IP addresses metric. The correct an-
swer is 2678.

From which country were most packets sent, considering only the 100 hosts that sent the most
packets?

This investigates whether the user can derive information on a DDoS attack on the network layer. The
user must look at the "Top 100 sources by traffic” visualization, where a world map is used to plot the
countries. The correct answer is China.

Which destination port received the largest number of segments?

This requires the user to look at the "Traffic by ports (top 20)” visualization. In addition to that, it was
assessed whether the user could derive information from the transport layer. The correct answer is port
8o.

There were only packets directed to ports in the well-known port range (1 to 1024), correct?
This requires that the Scatterplot chart is correctly interpreted. This interpretation is supported by that
visualization’s optional, interactive logarithmic scaling. Alternatively, this answer can also be inferred
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from simply looking at the metric that defines the number of targeted destination ports. Since this
number is larger than 1024, the correct answer is "No”.

T6 Which of the following attack vectors describes the attack in dataset "Dataset 1” best?

(a) UDP-Flooding
(b) ARP-Flooding
(c) ICMP-Flooding
(d) XML-RPC Code Injection
(e) SYN-Flooding
(f) HTIIP-Flooding

This question requires the user to use and combine all the previous clues to detect the pattern that
indicates the attack type. Only ” SYN-Flooding ” is correct among the six presented DDoS attack types.

After these initial six tasks and questions, the participants were instructed to clear the current dashboard,
open a new dataset and navigate back to the dashboard page. With this new dataset, the participant had to solve
the following tasks:

T7 Regarding the HITP traffic in this dataset, do you consider this traffic as being part of the attack?
With this, two different elements were verified. First, whether the user understands the visual clues
might indicate that a piece of data is just noise. Additionally, it was possible to see whether the user can
derive information from the application layer. The correct answer is "no” since only 0.16% of all packets
contained HTTP traffic.

T8 Lookingatthe metrics, which of the following attack vectors describes the attack in dataset "Dataset
2” best?

(a) UDP-Flooding

(b) ARP-Flooding

(c) ICMP-Flooding

(d) XML-RPC Code Injection

(e) SYN-Flooding

(f) HITP-Flooding

This question can be answered by looking at the metrics. Since 99.58% of all packets carry ICMP mes-
sages, the user can assume that ICMP-Flooding is likely the appropriate answer.

The next part of the evaluation consisted of establishing the perceived usability of a SUS questionnaire. For
that, the following ten questions were asked to each participant. The participant expressed his/her approval
on a Likert scale:

S1 Ithink that I would like to use this system frequently.

S2 Ifound the system unnecessarily complex.
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S3
S4
Ss
S6
S7
S8
S9

S10

I thought the system was easy to use.

I think that I would need the support of a technical person to be able to use this system.
I found the various functions in this system were well integrated.

I thought there was too much inconsistency in this system.

I'would imagine that most people would learn to use this system very quickly.

I found the system very cumbersome to use.

I felt very confident using the system.

Ineeded to learn many things before I could get going with this system.

Finally, the participant could provide any feedback. With that, suggestions and feature requests were col-
lected to be used as possible future work for SecGrid. Additionally, this unstructured channel allowed the user
to report eventual system errors.

246



Optimal Investment Calculation using GL

This appendix shows examples of calculations performed by the SECAdvisor in the background until finding
the optimal investment, as demonstrated in Section 4.6. These background calculations are shown in Figure
E.1, in which v means the vulnerability, Li the potential loss of the segment, alpha the productivity coefficient,
and z the amount invested in cybersecurity. Then, the S(z, v) is calculated according to the Equation 4.5. The
expected loss is the product of S(z, v) X Li. Finally, the economic benefits are calculated based on how much
an investment z reduces the expected loss. For example, in the second row, the expected loss is US$ 84,415
with an investment of US$ 72,000. Then, in the third row, the investment is increased to US$ 1,000, becoming
equal to US$ 73,000. The expected loss was reduced to US$ 83,333. Therefore, by investing US$ 1,000 more,
it was possible to reduce US$ 1082, thus, resulting in an economic benefit equal to US$ 82. The amount of
z increases until the economic benefits are not worthy anymore, which means that the amount invested z is
higher than the reduction in the economic loss. All rows highlighted in white have an economic benefit, while
the dark gray ones do not provide any economic benefit anymore. The unique row in light gray is the optimal
investment, since it is the last value of z that provides an economic benefit.
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v Li alpha z S(z, V) Expected Loss| Benefits

0.26 5000000 0.001 70000 0.01733333 86,666.67

0.26 5000000 0.001 72000 0.01688312 84,415.58 -251.082251
0.26 5000000 0.001 73000 0.01666667 83,333.33 -82.2510823
0.26 5000000 0.001 74000 0.0164557 82,278.48 -54.8523207
0.26 5000000 0.001 74500 0.0163522 81,761.01 -17.4747234
0.26 5000000 0.001 75600 0.01612903 80,645.16 -15.844999
0.26 5000000 0.001 75622 0.01612463 80,623.15 -15.8513192
0.26 5000000 0.001 75623 0.01612443 80,622.15 -0.00632214
0.26 5000000 0.001 75624 0.01612423 80,621.15 |2.28844E-05
0.26 5000000 0.001 27000 0.040625 203,125.00 73879.845
0.26 5000000 0.001 27500 0.04 200,000.00 71254.845
0.26 5000000 0.001 28000 0.03939394| 196,969.70 |-5155.30303
0.26 5000000 0.001 30000 0.03714286| 185,714.29 |-11785.7143
0.26 5000000 0.001 40000 0.02888889| 144,444.44 |-40525.2525

Figure E.1: Example of Values Checked During GL Calculation by SECAdvisor until Find the
Optimal Investment
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ALE Annual Loss Expectancy

API Application Programming Interfaces
ARO Annual Rate of Occurrence

ARP Address Resolution Protocol

ASIC Application-Specific Integrated Circuits
B2B Business-to-Business

B2C Business-to-Customer

BC Blockchain

BGP Border Gateway Protocol

BL Business Layer

CEO Chief Executive Officer

CI Cyber Insurance

CIA Confidentiality, Integrity, and Availability
CISO Chief Information Security Officer
CRF Conditional Random Fields

CSA Cybersecurity Advisor

CSF Cybersecurity Framework

CSG Communication Systems Group

CSRF Cross-Site-Request-Forgery

CVSS Common Vulnerability Security System
DDoS Distributed Denial-of-Service

DIET Dual Intent and Entity Transformer

249

Acronyms



DL Decision Layer

DL Deep Learning

Domain Name System DNS

DoS Denial-of-Service

DT Decision Tree

EBIS Expected Benefit of Investment in Information Security
ECDSA Elliptic Curve Digital Signature Algorithm

ELK Elastic Stack

ENBIS Expected Net Benefit of Investment in Information Security
ENISA European Network and Information Security Agency
ETH Ether

ETSI European Telecommunications Standards Institute

EU European Union

EVM Ethereum Virtual Machine

GDPR General Data Protection Regulation

GL Gordon-Loeb

HTIP Hypertext Transfer Protocol

IaaS Infrastructure-as-a-Service

ICT Information and Communication Technology

InP Infrastructure Providers

IoT Internet-of-Things

IP Internet Protocol

IPFS InterPlanetary File System

IRR Internal Rate of Return

ISO International Organization for Standardization

IT Information Technology

ITIL Information Technology Infrastructure Library

JSON JavaScript Object Notation
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K-NN K-Nearest Neighbors

KPI Key Performance Indicator

LAN Local Area Network

LTSM Long Short-Term Memory
MCC Multi-Class Classification

ML Machine Learning

MLP Multi-Layer Perceptron

MNE Multi-National Enterprises

NFV Network Functions Virtualization
NHS National Health System

NIST National Institute of Standards and Technology
NPL Natural Language Processing
NPV Net Present Value

ODM Object Data Modeling

OS Operating System

OSI Open Systems Interconnection
PCAP DPacket Capture

PD Profile Descriptor

PMI Project Management Institute

RF Random Forest

RMF Risk Management Framework
RML Risk Management Layer

ROSI Return On Security Investment
RQ_ Research Question

SC Smart Contract

SIEM Security Information and Event Management
SL Supplementary Layer

SLA Service Level Agreement

251



SLE Single Loss Exposure

SME Small- and Medium-sized Enterprise
SoC System on a Chip

SP Security Provider

SQL Structured Query Language
SSL Secure Sockets Layers

SuL Supervised Learning

SUS System Usability Scale

SVM Support Vector Machine

TCP Transmission Control Protocol
UDP User Datagram Protocol

US United States

US$ United States Dollar

VNF Virtual Network Function
VNFaaS VNF-as-a-Service

WAF Web Application Firewall

XSS Cross-Site Scripting
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Glossary

Approach A set of methodologies, frameworks, and solutions that are used together to achieve a commom
objective.

Blockchain A decentralized append-only immutable ledger with read and write access open to any interested
party.

Budget The total sum of money allocated for the particular purpose of a project for a specific period of time
(e.g., yearly, monthly, or during the project duration).

Business-to-Business This is a business model in which the transactions happens only between businesses,
such as one involving a manufacturer and wholesaler, or a wholesaler and a retailer.

Business-to-Customer This is a business model in which the transactions happens between a business and
the final individual consumer.

Cryptocurrency A currency in its digital representation, with a certain supply, typically exchange rates to fiat
currency, and technically based on modern encryption mechanisms in combination with communica-
tion protocols and distributed systems.

Cyber Insurance It is an agreement in which an insurance company offers protection in case a cyberattack
victimizes an organization (i.e., insured). Different cyberattacks and potential losses can be included
(or excluded) from a contract based on the coverage agreement.

Cyber Risk The risk of direct or indirect impacts (e.g., financial loss, disruption or damage to the reputation
of an organization) resulting from the failure of companies information technology systems due to a
malicious attacker

Cyber Threat Any circumstance or event with the potential to cause of an incident that may result in a breach
of information security or compromise business operations.

Cybersecurity Economics The intersection between cybersecurity and economics that investigates cyber-
attacks, strategies, and protections with an economic optic, thus focusing, above technical aspects, to
understand, measure, and reduce the potential effects of cyberattacks in companies’ financial health.

Cybersecurity Planning The activities that involves the specification of cybersecurity policies, procedures,
controls, and solutions required to protect a company against cyber threats and risk.

Cybersecurity Strategy A set of high-level plans and actions about how an organization will secure its assets
and minimize cybersecurity risks. This should be adaptable to the current and emerging threat land-
scape, thus evolving according to the business.
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De Facto Standard It is a standard adopted widely by industry and its customers, even though a formal stan-
dards organization does not endorse it.

De Jure Standard It is a standard endorsed by a formal standards organization (i.e., standard according to the
law). This standard is ratified through official procedures and receives a stamp of approval.

Decentralization The characteristic of a system to be controlled by many stakeholders, such that no central
point of control - neither physically nor logically - exists to overlook all interactions, communications,
or decisions.

Decision The act of reasoning between alternatives with different outcomes and, given a set of pre-defined
requirements, selecting one.

Framework A layered structure that indicates what kind of softwares can or should be built to satisfy a partic-
ular methodology.

Gas The internal pricing to run a transaction or a contract in the Ethereum BC.

Immutability A property which guarantees that the content previously persisted into a database remains un-
altered and that it cannot be deleted any circumstances.

Methodology Connects a set of ideas, principles and rules in a harmonious manner to facilitate handling of
situations

Micro Enterprise The smaller type of SME, which employs from 1 to 9 people.
Security Providers Companies that offers cybersecurity solution as products for their customers.

Small- and Medium-sized Enterprise Any commercial enterprise, regardless of its legal structure and activ-
ity,that employs fewer than 250 people.

Smart Contract A computerized transaction protocol that executes the terms of a contract agreed between
the parties involved.

Solution A set of pieces of code, interfaces, and APIs developed with specific features to satisfy different com-
ponents mapped in the proposed framework.
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